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According to the IMF National debts could be reduced by expropriating percentage ofll
priv ate pension fundsretirement accounts and savings accounts if not checking accounts
as well

By Craig B Hulet?

Let me begin this inquiry with a direct quote from the working paper | am reviewing here and
some few others as well. It is a topic not disedsis the medialoday less than 300 editors,
producers or executives can kill a story at the six major news outlets that should be seen and
heard by everyone, as they control 90 percent of all you see, read anchhgarargued often

that the effect omergers and acquisitions in the media and especially the news wattets
causedy a complete abdication of authority within the United States Justice DepatmentA n t i
trust Divisiongoing backmanydecades to just after WWiIis effectto drop any prense that
Americabs economi c syst laissezfaic as thielefecentinmestok et o r |
misrepresent iffor ideological reasonstheRightcannot see itheras they confuse

corporatism with free market forces still, when all should kbetter: GM and GE hate

competition more than they dislike socialism, indeed, corporatism is a kind of so@slism
Mussolini knew fultwell. Here is the abstract from just one of the recent working papers being
reviewed and our discussifurther belowasto policy formulations; the potential

implementation of those policies will affect every single American, working ¢ooftbaind

young alike, every ethnicity will be profoundly affected.

Keep in the forefront of your mind the ugly (phony) TARP funddasg and the 29 trillion

dollars that the Levy Institute has recorded left the country over the past five years under
Obamaés watch (he has never once even mention
profit privately owned Federal Reserve Bamd the US Treasury. The funds went to every bank

and Multinational Corporation that matters in the global regime of corporate empire, both foreign

and domestic! Nonef the these funds have been returned or reinvested here domestically but

rather hiddenn off-shore tax havens, some 5,000 of them now, never to be returned to the US
economy. And of course no federal or state taxes paid whatotber bigeal reason the

national debt is entirely unsustainable and out of control.

Even after one of the mbsevere multiyear crises on record in the advanced economies,
the received wisdom in policy circles clings to the notion that-lmighme countries are
completely different from their emerging market counterparts. The current phase of the
official policy approach is predicated on the assumption that debt sustainability can be
achieved through a mix of austerity, forbearance and growth. The claim is that advanced
countries do not need to resort to the standard toolkit of emerging markets, including debt
restructurings and conversions, higher inflation, capital controls and other forms of
financial repression. As we document, this claim is at odds with the historical track

record of most advanced economies, where debt restructuring or conversions, financial
repression, and a tolerance for higher inflation, or a combination of these were an integral
part of the resolution of significant past debt overhafigsd Quote)

(Source Abstract: IMF Working Paper Research Department Financial and Sovereign Deld: Gisae Lessons
Learned and Those Forgotten Prepared by Carmen M. Reinhart and Kenneth S. Rogoff Authorized for distribution

by Stijn Claessens December 2phdtp://armstrongeconomics.com/yepntent/uploads/2014/06/IMF
SovereigrDebtCrisis.pdf



Doug Casewndl have gone on record that the most dangerous organizationg the Hydra of
international governing organizations (IG@sjhe now French lebhternational Monetary Fund
(IMF) with Christine Lagarde at the helm, which has presented a conceitstapiogthat debt

cuts for ovetindebted states ate beuncompromising and are to be performed more effectively
in the future by defaulting on retirement accounts held in life insurance, mutual funds and other
types of pension schemes, or arbitrarkyemding debt perpetually so you cannot redésrse

funds any time soor¥es you read correctlfhenew IMF papehasdescribed in great detall

exactly how to now allow the private sector, which has invested in government bitisdsic.,

to be expropated to pay for the national debts of #tecalled free market states asakialist
government®oth This is now customarily referred to as Sovereign debt, as in the mediaeval
terminology ofT h e S o v e r. Ehuggeguatmg tileaidy hthe US (ofads The Sover ei
citizens or subjects of the realm.

Doug Casey antlhave been warning that theras beemn idea that has been running around
behind the curtain that the national debt of the USA could be settled by usurping all pension
funds in the contry. Nationalizing them is effectere is a remarkabldueprintthat throws all
previous considerations concerning the purchase of government bonds over the cliff. The IMF
working paper from December 2013 states boldly:

AThe di stinct i debtand domestcalebt canbe quitenmgdrtant. Domestic debt
issued in domestic currency typically offers a far wider range of partial default options than does
foreign currencydenominated external debt. Financial repression has already been mentioned;
governments can stuff debt into local pension funds and insurance companies, forcing them
through regulation to accept far lower rates of return than they might otherwise dendand
(Ibid/Page 8IMF-SovereigrDebtCrisis)

fid-inancial repressidincludes directed lending to government by captive domestic

audiences (such as pension funds), explicit or implicit caps on intatest regulation of
crossborde capital movements, and generalyighter connection between government

and banks. It often masks a subtle type of destructuring. Recent work on monetary
policy discussed in Brunner meier and Sanni
times, redbstribution of wealth between savers and borrowers may be one of the central
channels through which monetary policy operates. Periods of monetary tightening and

high real interest rates benefit savers, and periods of loose monetary policy benefit
borrowerg(usually including governments). This redistributive channel, all too often

neglected in standard macroeconomic analyses, can become a central one in periods in
whi ch governments restrict saverso choices
Financial repression is a fornh taxation that, like any form of taxation, leads to

distortions. However, perhaps because financial repression generally discourages

financial excess, it is often associateith reduced frequency of crisgas Figure 1

illustrateg. It is precisely fothis reason that the dividing line between prudential

regulation and financial repression is not always a sharpo(ibid.)

The term financial repression is semantic sleight of hand for expropriation of @ctdber
2013, the International Monetaryid (IMF), suggested the Euro Crisis should be handled by
raising taxes. The IMF lobbied for a property tax in Europe that should be imposed where there
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are no such taxes. The IMF has advocated for a gdnetad b tin the armoant 010 percent
for eachhousehold in the Eurozonehich also has only modest savings.

Asoref i nanci al PReaptlarg slitd (DougtCasdyjiTiiey think this is

authorization to go get the ricRather hey are going after everyoyrfer thedichbare tiny

players in te game. People do not want to hear that. They want to think the rich can pay the bills
for everyone elsé.The Left is especially subject to this eAvgsed biasThat is not practical
andevenJulius Caesarecognized that they may be a small group, but they are the engine of the
economy that creates jobs. It would have been popular for him to wipe out all the rich who he
was against. But in the end, he had to solve thé desis by simplyretroactively attribute all

interest to capital in order to solve the debt crisis that led to the first civil war.

Today here is no discussion whatsoever of reforming the system. They are merely planning to
default on saverexproprating their savings, buhe federal government witlontinue to borrow
forever. Nobody is even bothering to look at the structure that simply cannot28crkillion

dollars cannot even exist in reality but as losgtapid Americans believe in the fdhith and

credit of the US Federal Resemate,In God We Trustthen we will collectively all be taken for
the fools we are.

The money people hayandthe IMF maintainghis, should be used for debt service by sheer
force. To reduce the enormous natibdebtnow referred to appropriately &vereign debt
they maintain that government has the right to directly usurp the savings of cifidesther
saving money, securities or real estttiey suggesabout ten percent could be expropriated.
This isthe IMF view.This is the view of the governments everywhere.

Cas ey n odcause the gosernménbdebt of the euro countries has increased a total of well
over 90 percent of gross domestic product, they suggest that the people should sacrifice their
savings for the benefit of the state. Socialism is no longer to help the poor against the rich, but to
help the government against the peaplde definition has changeuohd theleft has yet to note

that

In January 2014, the Bundesbank joined the IMkeptdocusingon & we a | tlihitst a x 0

monthly report they announced:l n t he except i on abtatesbankrupecya on o f
onetime capital levy coulte ac heaper cut t han t heifhigherdaresst i | |
or drastic limitation®f government spending did not meet or could not be implemehted.

Capital levy they call it.

In the latest June 2014 working paper of the IMF, they have set forth yet another scheme
extending maturity. So you bought a 2 year note? Well, the IMF solwibald be to simply
extend the maturity. Your 2 year note nbacomes 20 year bond. They do not default, you just
can never redeenmin your lifetime. It states:

Possible remedylhe preliminary ideas in this paper would introduce greater flexibility
into the 2002 framework by providing the Fund with a broader range of potential policy
responses in the context of sovereign debt distress, while addressing the concerns that
motivated the 2002 framework. Specifically, in circumstances where a membesthas lo
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market access and debt is considered sustainable, but not with high probability, the Fund
would be able to provide exceptional access on the basis of a debt operation that involves

an extension of maturities (normally without any reduction of prin@paiterest). Such

a fdpreofi lingd operation, coupled with the i
program, would be designed to improve the prospect of securing sustainability and

regaining market access, without having to meet the criterion ofirgstiebt

sustainability with high probability.

(SourceTHE FUNDGO6S LENDI NG FRAMEWORK AND SOVEREI GN June
http://armstrongconomics.com/wqgontent/uploads/2014/06/THEUNDS-LENDING-FRAMEWORK-
AND-SOVEREIGNJune2014.pdf

Now the June 2014 report has a newsré&aching proposal. This shows how lawyers think in
technical definitions of words. There is no actual default if thetgrel the maturity. You could

buy 3Gday paper in the middle of a crisis and suddenly find under the IMF that 30 day note is
converted to 30 year bond at the same (Htél.)

Also the huge national debtd sovereign statesould be reduced accordingttee IMF by just

expropriating all private pension fundss Doug Casey s dhesastamoumtaft | y p
people are watching TV shows, sports, or something other than government and they know that.

The press will not report the real risk for tieboring newsHell, | cannot compete with MTV

and the damnable 24 hour sports programing when | do interviews and | must admit that on the

air. Hence, whergour occupational pensions exist, you can suddenly wake up and find your

future is now applied as contribution to governmeitthank you for your patriotism. Thao

parties and the governmdmve successfully convincdiae silly peoplehe evil is the rici{that

is all the Occupy Wall Street movement has devolved into: Envy!pa$ attention tthemand

envy all you wanaind you will miss the political hand in your back pocket.

Whatworker orinvestorcan really judge what is hidden in his fund when the government is
denying democratic processes and control the piésaPno evil, see no evil.

One thing is certainFor years, all pension funds bought government bonds because they were
Aconser vat i Mhave beannndrniritps dedadedhat therealthreatto Americans was

not a major depressionora world war (though growing more likeyv er y day wunder O
order taking from the same neonservatives that governed Bush) or even a currency collapse,
butwould be theSovereign Debt Crisis have foll owed Doug Caseyods
and he seems to be one of the very few wlttha lights on.The idea of a pension fund is really

now seriously an outdated assumptittrat government bonds are extremely safe. And you want

to even think that the stock markets averpricedand will crash? Where will money go?

Government bonds am?

The corporate global regime: Empire

The IMF is an unelecteld&O governingas part and parcel of a global regime of economic
interdependence; it is an arm of corporate empire and nothingt)és® the World Bank or the

Federal Reserve systaman @vernover peopl eds | i voetheA&led it 1 s n
profile,0 astrategy for public delib be reassessed. Theveral papers | have drawn on for this
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article are new, current and are set to change policy in behalf of the Sovereigmdpesare
presentingiothingshortof an orderly liquidation of government débat the expense of
bondholderspensioners, savevgho can be forced without their knowledgegift the

government maybe 10 percent of their wealth over a three day bank hdlhaapcus is on
countriesthat either haveo access to the financial marketi wh os e debt i s con
sustainabl e, but n dhatwouldtbdéthed)nited Sgates now rmgtt aldmg | 1 t
with most of the European natior@3yprus was just therst to run afoul of this hideous practice

and the people rioted in the streets and were brutally subjugated, put down with extreme force.
The world watched and said nothing and here in idiocracy, most never heard of it at all.

S i
y .

The Eurozone is trying to deralize because they know what is coming. The IMF is telling them
the path of options ahead but all are designed to sustain the-paseghe rulers, the elite of the
existing plutocracies every thinking person rmweeptsas realitynot what is gooddr the

people. The Eurbeaders have now given up and decided to make more debt while maintaining
lip-service to savings. Thus, the Eurozone is likely to soon be directly affected by the IMF plans
for when the market gewind of this on the horizoras Daig Casey notedt, will be too late.

Doug Casey explains how pension fund Foanager s
you see, pension funds do ribink outsidethe box. Nobody will be the first to sajut

government bonds entirely. What if thare wrong and nothing happens? Then the manager

loses their job. Even if they find themselves trapped by government either extending their
maturities or expropriating all their assets, they will justify themselves as everybody else lost so
they did nothigwrongd Yo ur s a v, or wgse chackirng@nd isavings? Like a said

earlier, that is what sudden declarations of a bank holiday are designed to do; you will never see
it coming so there will be no run on banks by the public until it is too late.

Obviously, these ideas from the IMF would mean that if the debt is no longer manageable, then
the power of government entitles them to just usurp everything to maintain the lpgsedrhe
continuity of government is domestic affairs language; and by godeththey mean it!

The Plan:

The plan of the IMFCasey and believe will result in widespread civil unresterthe fact. The

mere fact that these proposals target investors in government bonds who must adjust to debt
forgiveness or negative interestamtshows this is all about sustaining government power.
Targeting individual 6s savings account wil |l m
place for powers that be and that means the banking system.

The government has been planning all alongh éventwhich fully explains why every
branch of the federal government is imgyM-16 military full automaticrifles calling them
PDWs (personal defense weapons) for all their employdésens of rounds of ammunition and
MRAPs (Mine Resistant Armore@ersonnel carrieydy the hundreds after being
decommissioned from Iraggecentlyeven the Department of Educatiand he NationalOceanic
and Atmospheri@ddministration(NOAA) are now armed to the teedhd buying millions of
rounds of deadly hollow pat ammunition. e Federal Reserve has up armored with
Blackwater mercenaries to guatsimember banks. Homeland Security is now the second
largest organizations and has doubled in size since its inception with almost 3i€r&fithel



and a budget onlthe Pentagoexceedsilt is a standing armgeadiedto take orall comers
domesticenemies we will all be if we do not go along with the operation.

Maybe now it is clear the reasons why the Supreme Court rulings have all favored the corporate
system, theich and the powerful, the oligarchy by any other name; why it allows the
encroachment of civil liberties at every turn, kill orders (even against American citizens without
due process) issued every Tuesday of every week by a president out of contitble WSA is

ordered by each administration whether Democrat or Republican to place every single American
under constant surveillance to a degree unheard of galactic history. Every phone conversation,
every email, every breath you take duly logged; Ameseae no longer protected by their US
Constitution in any way shape or form; we are no longer sovereign, we are now all subjects, and
may be subjected to the broadest surveillance, repression with swat teams used regularly to issue
warrants or simply to picess a court order. We are all subjects of whatever tyranny the
government wishes to exercise.

The IMF has argued theuEbpearCentralBank (ECB)mustfipurchase government bonds in the
euro countries to sustain the Eurozariéhey are like the terrorisedders who brainwash kids to
blow themselves up for the good of the cause while they would never do the same thing
themselveslt is noteworthy that the IMF imagines thiaircut on private creditoras a kind of
condition that bankrupt states must do ¢b gny further loans from official creditors. Do as we
direct a else. This is what the IMF is doing to Ukraine, no kesswhat they did to Cyprus.

However, unlike private corporate debt where there are the real balances and tangible assets
secured byeal products and businesise IMF proposal amounts to a global nationalization of
public financeswhich are unsecured debt. This distinction is important. You get nothing from
defaults in government debt but a portion of what remains in private debidgethe states

with this infinite loop of perpetual borrowing with no intent on paying anything back, we are
captured in a world of financing that has become completely corrupted.

Doug Casey has warned thiagfidebt load of governments on a global b&sso oppressive, we
are rapidly approaching not just the collapse in Democracy, but the collapgebmination of
all market mechanisms in the public finankéehey cannot sustain the debt, default fmdethe
somany unsuspecting pensiondrglividual savings includedp surrender their futurgo aso
allow politiciansand the unaffected very ri¢h live comfortably. They see no problem wilie
fact thatpeople holding government debt should be pwgdstith massive losses, and are
blamal for extorting governmestby even demanding interest.

The IMF proposal comes during tiéorld Cupknowing that the press will not cover it much
and the average person cares more about whotlahghanvhat his sneak attack upon their
own liveswill portend. This farreaching plan for the expropriation of savers, investors and
retirees clearly shows the realityadrporatism, fascism or if you musgcialism.

[What follows this article is a collections of news reports filed in their entirety to correbosat
theses above. It is an uncomfortable read to say the least and shows a government, no longer
constitutional, no longer a protector of individuals rights and a Bill of Rights entirely eliminated
by proxy, administrative ruling and executive decreethbySovereign. So we better begin to



understandwhy thetermsovereign is being quietly injected into our daily discourse for it is a
sovereign ruler omedievalproportions we are now dealing with and we are no longer the
sovereign rulersf our nationor evenself-governedanylonger. Those days are over and a high
tech dark ages may be closer than you think.

With a special thanks to Doug Casey
The Fed's Cancerous Actions Are Killing the Patient

Submitted byPhoenix Capital Researcm 07/21/2014

Many commentators consider what the Fed has done to be akin to providing stimulus, morphine,
juice to an ailing economy.

We believe Fedbdbs actions wo pérditted ancenmus e appr op
beliefs to spread throughout the financial system, thereby killing Democratic Capitalism
which is the basis of the capital markets.

Today webre going to explain what the Afinal
version is whahappens to a cancer patient who allows the disease to spread unchecked (death).

I n the case of the Fedb6s actions we will see
subsequent death of the capital markets.

We are, of course, talking in metaptdere: the world will not end, and commerce and

business will continue, but the form of capital markets and Capitalism we are experiencing today
will cease to exist as the Fedds policies res
such a fahion that what follows will bear little resemblance to that which we are experiencing

now.

The focus of this fAdeatho wild.l not be stocks,
class against which all monetary policy and investment theorgdesbased for the last 80+
years.

Indeed, basic financial theory has proposed that sovereign bonds are essentially the only true
Arifglkeed investment in the world. While histor
defaults have occurred throughaoie 20" century) this has been the basic tenant for all

investment models and indeed the financial system at large going back for 80 some odd years.

The reason for this is that the Treasury (US sovereign bond) market is the basis of the entire
monetary gstem in the US and the Global financial system in general. Indeed, US Treasuries are
the senior most assets on the Primary Deal ers
understand why this is as wel/l a tis systeyn, youh e F e d
first need to understand the Primary Dealer system that is the basis for the US banking system at
large.


http://www.zerohedge.com/users/phoenix-capital-research

I f youdre unfamiliar with the Primary Deal ers
banki ng syst e neofhdntdliagyU®s MreasuryrDebt duciong and as such they have
unprecedented access to US debt both in terms of pricing and monetary control.

The Primary Dealers are:

Bank of America

Barclays Capital Inc.

BNP Paribas Securities Corp.
Cantor Fitzgerald & G.

Citigroup Global Markets Inc.
Credit Suisse Securities (USA) LLC
Daiwa Securities America Inc.
Deutsche Bank Securities Inc.

. Goldman, Sachs & Co.

10.HSBC Securities (USA) Inc.

11.J. P. Morgan Securities Inc.

12. Jefferies & Company Inc.
13.Mizuho Securities USA Inc.
14.Morgan Stanley & Co. Incorporated
15.Nomura Securities International Inc.
16.RBC Capital Markets

17.RBS Securities Inc.

18.UBS Securities LLC.

©CoNo,rwNE

Youdre bound to recognize these names by the
Fed focused oy riiesmovviinmgg tthhesirrebAiri sk of fail ur e

These banks are also the | argest beneficiarie
lite, QE 2, QE 3, QE 4, etc. Indeed, we now know that QE 2 was in fact was meant to benefit
those Primary Dealers in Europgtthe US housing market. The same goes for QE 3 and QE 4.

The Primary Dealers are the firms that buy US Treasuries during debt auctions. Once the

Treasury debt is acquired by the Primary Dedler, 6 s par ked eheetdshreasset. bal a
The Primary Dealer can then leverage up that asset and also fractionally lend on it, i.e.

create more debt and issue more loans, mortgages, corporate bonds, or what have you.

Put another way, Treasuries are not only the primary agsettoh e | ar ge banksd ba
they are in fact the asset against which these banks lend/ extend additional debt into the monetary
systemthereby controlling the amount of money in circulation in the economy.

When the Financial Crisis hit in 20@008 the Fed responded in several ways, but the most

i mportant for the point of todayds discussion
Pri mary Dealers by spreading these firmso tox
funneling trillionsof dollars into them via various lending windows.



In simple terms, the Fed took what was killing the Primary Dealers (toxic debts) and then spread
it onto the US6és balance sheet (which was alr
againtes n wi th my fAcancero metaphor, much as <can

When the Fed did this it didbt save capitalism or the Capital Markets. What it did was allow

the Acancero of excessive | ever dhgeerybasisofi ¢ deb
the US, indeed the entire worldoés, financi al
market.

These actions have already resulted in the US losing its AAA credit rating. But that is just the
beginning. Indeed, few if any understahéiteal risk of what the Fed has done.

The reality is that the Fed has done the following:

1) Setitselfup for a coll apse: at $4+ trillion, t
the economies of Brazil, the UK, or France. And with capital of $64billion, the Fed
is leveraged at over 50 to 1 (Lehman was at 30 to 1 when it failed).

2) Called the risk profile of US sovereign debt into question: foreign investors, now
fully aware that the USO6s bal amreddratingeet i s
are dumping Treasuries (see China and Russia). This has resulted in the Fed now being
responsible for the purchase of up to 91% of all new-teng (20+ years) US debt

issuance.

3) Put the entire Financial System (not just the privargkb) at risk.

The Financial System requires trust to operate. Having changed the risk profile of US sovereign
debt, the Fed has undermined the very basis of the US banking system (remember Treasuries are
the senior most asset against which all banks)lend

Moreover, the Fed has undermined investor confidence in the capital markets as most now
perceive the markets to be a Arigged gameo in
are favored, while the rest of us (including even smaller bang&stidl subject to the basic

tenants of Democratic Capitalism: risk of failure.

This has resulted in retail investors fleeing the markets while institutional investors and those
forced to participate in the markets for professional reasons now invest dragither the hope

of more intervention from the Fed or simply fremhning those Fed policies that have already
been announced.

Put another way, the financial system and capital markets are no longer a healthy, thriving

system of Democratic Capitalisimwhich a multitude of participants pursue different strategies.

Il nstead they are an environment fraught with
that trade is based on cancerous policies and beliefs that undermine the very basis cdtidemoc
Capitalism, which in the end, is the foundation of the capital markets.



In simple terms, by damaging trust and permitting Wall Street to dump its toxic debts on the
publicbébs balance sheet, the Fed hamelytaken t he
unhealthy tderminal.

The end result will be a Crisis that makes 2008 look like a joke. It will be a Crisis in which the
US Treasury market and sovereign bonds in general implode, taking down much of the US
banking system with it (remember, Treasarare the senior most assets on US bank balance
sheets).

We cannot say when this will happen. Buwill happen. It might be next week, next month, or

several years from now. But wedve crossed the
entirely dependent on the Fed to continue to function. That alone should make it clear that we are
heading for a period of systemic risk that 1is

(including 2008).

The Fed is not a Adealyemdr gihvinreg thiatns ¢ aafdi ma
permitted cancerous beliefs to spread throughout the financial system. And the end result is

going to be the same as that of a patient who ignores cancer and simply acts as though everything

is fine.

That patient isiow past the point of no return. There can be no return to health. Instead the
system will eventually collapse and then be replaced by a new one.

OECD Fears Middle Class Civil Unrest Is Coming

07/19/2014Submitted byvartin Armstrong of Armstrong Economics bjog

This idea that we live in a world where government cares about us is just the biggest
propaganda ever.Everyone one will only pursudeir own seHinterest The OECD has

interesting come out and warned that if governments aranable to stop the transfer of

wealth to a small financial elite, the displeasure of the dispossessed middle class could easily
turn and go against the prevailinggovernmental systemsThe OECD has claimed to have
discovered the existence of a veritablé u mp e n p r io theestippasddlg riclo Germany.

Even though the systems attempt to provide citizens with bread and circuses in the traditional
Roman style to kegethem quiet, suchactics they warn malyave now become obsolete after the
ultimate circus is oveir the World Cup.

The problem with all of these studies is the look at class warfare and not at the consumption of
government. They do not follow the breaglmbs. What if you take everything from the elites?
Who will start businesses to create jobs? Who will be left to take as government pensions keep
ticking away.In Germany, it has now surpassed 50% of the average persons labor goes to
taxes.

There are a &t of books coming out all about just taxing the rich more ignoring reducing the
cost of government. The Ger man bestseller ATh
socialist agenda arguing thae rich get richer even in times of crisiswhile theconsequences


http://armstrongeconomics.com/2014/07/16/is-there-a-revolution-brewing-over-taxes-oecd-says-yes/

of a crisis are always carried by the loviezome groups and the middle class. It fails to explain

that the rich get richer from investment, not wage income. This is an argument to effective tax
investment substantially to even out the digpa But who then creates the jobs that produce
anything? Is it that those who invest unfairly make money when the others pay too much in taxes
and do not invest? Anyone who thinks that these books are real must belingaun¢hink for

one second raimg the taxes on the rich will mean your taxes will decliné good luck In

Germany, Tax Freedom Day has passed the 50% and even in Canada ilusma®y2014. In
theUnited States it isApril 21st for 2014.

In France, the magazine Challenges has determined thaththst Frenchmen saw their
assets in 2013 rise by 15%ince they benefit from the profits in foreign companies. There is no
discussion that government consumes too nueWER!

German Accumulative Interest Expenditures
as % of Total National Debt

Data Source: Technische Universitat Munchen, Eurostat database

Debt and Interest rate figures between 19$1-§9, 1961-69, 197179 are calculated based on estimoted trend between data points

Copyright Princeton Economics Research Institute AG 2013 All Rights Reserved

The consequences of unequal distribution of wealth in the world is becoming the tipping point
argued and funded by governments to blame the riddver government. Nobody seems to be

doing the math that if you confiscate all that wealth you engitipcommunism with taxation

and government just keeps growing until it consumes everything. We borrow with no intent of
paying anything back and that about 70% of the national debts is all interest that built no schools,
reduced nobod ydnething torcthe middlelclass. Thasnsdairlyg donsistent in all

major countries. Governments argng to push interest rates exceptionally lower to reduce their
deficits exploiting the middle class creating a disincentive to save even for retiremant whe

pays next to nothing.

The OECD is now warning like Picketty that a growing gap between rich and poor will erupt
into revolutioni not that government is taxing too muchAccording to the words of the

OECD Secretary General Jose Angel Gurria, the prolsdince the global financial and

economic crisis has exacerbated massive.n t he first three years

of


http://taxfoundation.org/tax-topics/tax-freedom-day
http://i0.wp.com/armstrongeconomics.com/wp-content/uploads/2013/03/german-debt-int.jpg

more than in the twelve yearOQOnabemfiemcrassOEGIh e t ol
countries, the top 10% of the pdation now earn 9.5 times as much as the lowest 10% but fail

to explain this is from investment. Inequality has grown by 35% because stock markets are rising

to escape from the craziness of government. The higher they rise, the greater the disparity.

The OECD claims this is clearly felt in the USA more so than Europe omitting the fact that the
disparity comes from investment not wages. They they compare that to Europe claiming there is
no welfare state in Europe so somehow this is implied to be betteOHG® then highlights
supposedly rich Germany as a dangerous development with a rising disparity stating this is

A namel yisdlumpdnpraletariat, a very poorly trained and poorly paid part of the
Arbeiterschich.o

The argument now is the middle classivil unrest they know is coming is simply because
they have not confiscated the wealth of the investors they call the financial elit&o if you
invest and make any money, you are the fieancial elitesi sorry it is anyone who now
invests.Michael Mai e Tl plunder of the world another book released to justify plundering
the financial elites without actually identifying who they are. Sorityis you.

The Growing Corporate Cash Hoard

ByBRUCE BARTLETT

Last week, the investor David Einhaned Applein which his hedge fundas a large stake,

over how the company can issue preferred stock. At the heart of the dispute is the $137 billion
pile of cash that Apple has accumulated, and whether it could be used to better reward
shareholders.

Todaydés Economi st

Perspectives from expert contributors.

Mr . Ei nhorndéds action highlights a growing pro
of cash and other liquid assets, using them neither fostiment nor to benefit shareholders.

These assets are largely earned and held overseas, and not subject to American taxes until the
money is brought home.

Suchtax-avoidance techniguewhile legal,have come under increasing political attack. On
Thursday, Senator Bernie Sanders of Vermiinbduced legislatioto end deferral and force
multinationalcompanies to pay taxes on their foregpurce income.

According to the Federal Resepas of the third quarter of 2012 nonfinancial corporations in the
United States held $1.7ltion of liquid asset§ cash and securities that could easily be
converted to cash.

By any measure, corporate cash holdings appear to be high and rising.


http://economix.blogs.nytimes.com/author/bruce-bartlett/
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According to the Federal Reserve, nonfinancial corporations historically held liquid assets of 25
to 30 percent of their sherérm liabilities. But this percentage began rising in 2001 and now
tends to be in the 45 to 50 percent range. In the third quarter of 2012, it was 44.9 percent.

A recent studypy Juan Sanchez and Emircan Yurdagul of the Federal Reserve Bank of St. Louis
looked at the ratio of cash to assets at all publicly held nonfinancialtiiiby corporations.

They found that, historically, such corporations reddh equal to about 6 percent of their assets,
but that began rising in 1995 and is now more than 12 percent, as seen below.

Ratio of Cash to Net Assets
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Federal Reserve Bank
of St. Louis analysis of Compustat data

One obvious explanation for higher cash holdings by corporatiohs igicertainty of the
economic environment in the aftermath of the financial crisis. They may also face greater
difficulty in getting credit on short notice and need to hold more cash as a precaution.

Another explanatiomut forwardby the economists Thomas W. Bates, Kathleen M. Kahle and

René M. Stulz, is that the growing reseaacttdevelopment intensity of corporations forces

them to hold more cash than they used to. They also note that companiesveolthfentories

and accounts receivable than they used to. And, they say, these factors make corporate cash flow
less dependable than previously, thus necessitating the need for higher cash holdings.

A 2011 studyby the International Monetary Fund (see Paged¥)4suggests that higher cash

holdings by corporations are simply a sign that they plan new investments in the near future. It
says this is a fAgoodiimmenr,tdmewhi ccho uil ndd ii cnectr eesa ste
the next year or two. O

However, the dominant explanation for the increased liquidity of nonfinancial corporations
appears to be the growing role of multinational corporations and the profits of their foreign
operations.

In 22006 speecithe Federal Reserve Board governor Kevin Warsh noted that higher corporate
cash holdings were dominated by those with foreign operations. BeR@6&rand 2004, the
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ratio of cash to assets at domestindy corporations increased 20 percent, while it increased 50
percent among multinational corporations.

While this may indicate that multinational corporations expect better growth potential among
thar foreign subsidiaries and plan additional offshore investments, a more likely explanation is
tax-based.

Under American tax law, corporate profits generated offshore are taxable, with a tax credit for

taxes paid in foreign jurisdictions. But Americantsxed on 6t apply wunl ess and
are repatriated to the United States. Thus, as long as profits are held abroad, United States taxes

are deferred indefinitely.

A 2007 studyin the Journal of Financial Economics found that among multinational

corporations, those facing higher repatriation taxes tended to hold more cash abroad than those
facing lower tax burdens. Moreover, cash holdings tend to be higher in cownithniésw taxes

than those with high taxes. Tax sensitivity appears to be more pronounced among teehnology
based companies.

More recent researgiublished by the National Bureau of Economic Research tistéduk

impact of taxes on corporate cash holdings by looking at companies that become multinational.
They do not tend to increase their cash holdings afterward, thus underminingbseex
explanation. But the study also finds that research and devefgpntensity is a crucial factor.

The major role of R.&D. in large cash holdings may reflect the greater opportunities for tax
avoidance among businesses that can easily transfer intangible property abroad without having to
move production operations fmbs to other countries. It is a simple matter for companies

holding patents, copyrights or trademarks to transfer them to foreign subsidiaries and realize the
profits accruing to them in lowdaxed jurisdictions.

| had an experience with this phenomejsi recently. | needed a copy of Microsoft Word for a
new computer and went t@vw.microsoft.conto buy it. But when | tried to pay for it, my credit
card was rejected. When | checked with my crediti company Was told that the charge
appeared suspicious because it went to a company based in Luxeiinbouedfknowntax

haven

This techniques used by many technolodpased companie§or example, The Wall Street
Journalreportedon Feb.7 that the patent for the hepatitis C medication produced by Caliornia
based Gilead Sciences is domiciled in Ireland, another common tax haven. The home company
thus pays royalties to its Irish subsidiary on sales of the drug in the United Statestriransf

profits from the United States to Ireland.

While the prospects for individual income tax reform appear to be fading, those for corporate tax
reform are more positive. The problem of deferral

and the large amount of cash held abroad by multinatcmmpbrations based in the United

States are key factors driving both parties toward action, possibly this year.
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he Reagan and George H.W. Bush administrations and served on the staffs of Representatives
Jack Kemp and Ron P @he Benefitthed the Burderh Eax Refotvwinyo r o f i
We Need It and What It Will Taked

Last week, the investor David Einhasned Applein which his hedge fund has a large stake,
over how the company can issue preferred stock. At the heart of the dispute is the $137 billion
pile of cash that Apple has accumtgld, and whether it could be used to better reward
shareholders.

Todayod6s Economi st

Perspectives from expert contributors.

Mr . Ei nhornds act i oremmanytotporgitng ase halding vastamouantgs p r o
of cash and other liquid assets, using them neither for investment nor to benefit shareholders.

These assets are largely earned and held overseas, and not subject to American taxes until the
money is broughtdme.

Suchtax-avoidance techniqguewhile legal, have come under increasing political attack. On
Thursday, Senator Bernie Sanders of Vermamdduced legislatioto end deferral and force
multinational companies to pay taxes on their foregarce income.

According to the Ederal Reseryeas of the third quarter of 2012 nonfinancial corporations in the
United States held $1.7 trillion of liquid assetsash and securities that could easily be
converted to cash.

By any measure, corporate cash holdings appear to be high anding.

According to the Federal Reserve, nonfinancial corporations historically held liquid assets of 25
to 30 percent of their shergérm liabilities. But this percentage began rising in 2001 and now
tends to be in the 45 to 50 percent range. In thid thiarter of 2012, it was 44.9 percent.

A recent studyy Juan Sanchez and Emircan Yurdagul of the Federal Reserve Bank of St. Louis
looked at the ratio of cash to assets at @ltiligly held nonfinancial, ncutility corporations.

They found that, historically, such corporations held cash equal to about 6 percent of their assets,
but that began rising in 1995 and is now more than 12 percent, as seen below.
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One obvious explanation for higher cash holdings by corporations is the uncertainty of the
economic environment in the aftermath of the financial crisis. They may also face greater
difficulty in getting credit on shorotice and need to hold more cash as a precaution.

Another explanatiomut forwardby the economists Thomas W. Bates, Kathleen M. Kahle and

René M. Stulz, is that the growing reseaacttdevelopment intesity of corporations forces

them to hold more cash than they used to. They also note that companies hold fewer inventories
and accounts receivable than they used to. And, they say, these factors make corporate cash flow
less dependable than previouslydmecessitating the need for higher cash holdings.

A 2011 studyby the International Monetary Fund (see Paged¥)4suggests that higher cash

holdings by corporations are simplyigrsthat they plan new investments in the near future. It

says this is a Agood omen, 06 which indicates t
the next year or two. O

However, the dominant explanation for the increased liquidity of nonfinanc@b@dions
appears to be the growing role of multinational corporations and the profits of their foreign
operations.

In 22006 speecithe Federal Reserve Board governoriké¥arsh noted that higher corporate
cash holdings were dominated by those with foreign operations. Between 2001 and 2004, the
ratio of cash to assets at domestindy corporations increased 20 percent, while it increased 50
percent among multinational garations.

While this may indicate that multinational corporations expect better growth potential among
their foreign subsidiaries and plan additional offshore investments, a more likely explanation is
tax-based.

Under American tax law, corporate profitsngrated offshore are taxable, with a tax credit for
taxes paid in foreign jurisdictions. But Amer
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are repatriated to the United States. Thus, as long as profits are held abroad, United States taxes
are ceferred indefinitely.

A 2007 studyn the Journal of Financial Economics found that among multinational
corporations, those facing higher repatriation taxes tended to looédaash abroad than those
facing lower tax burdens. Moreover, cash holdings tend to be higher in countries with low taxes
than those with high taxes. Tax sensitivity appears to be more pronounced among teehnology
based companies.

More recent researgiublished by the National Bureau of Economic Research tested for the
impact of taxes on corporate cash holdings by looking at companies that become multinational.
They do not tend to increase their cash holsliafjerward, thus undermining the 4aased
explanation. But the study also finds that research and development intensity is a crucial factor.

The major role of R.&D. in large cash holdings may reflect the greater opportunities for tax
avoidance among bum@sses that can easily transfer intangible property abroad without having to
move production operations or jobs to other countries. It is a simple matter for companies
holding patents, copyrights or trademarks to transfer them to foreign subsidiarieslaelthe

profits accruing to them in lowdaxed jurisdictions.

| had an experience with this phenomenon just recently. | needed a copy of Microsoft Word for a
new computer and went t@vw.microsoft.conto buy it But when | tried to pay for it, my credit

card was rejected. When | checked with my creditt company | was told that the charge
appeared suspicious because it went to a company based in Luxeiinbouedfknowntax

haven

This techniques used by many technolodpased companie§or example, The Wall Street
Journalreportedon Feb. 7 that the patent for the hepatitis C medication produced by California
based Gilead Sciences is domiciled in Ireland, another common tax havémri@eompany

thus pays royalties to its Irish subsidiary on sales of the drug in the United States, transferring
profits from the United States to Ireland.

While the prospects for individual income tax reform appear to be fading, those for corporate tax
reform are more positive. The problem of defearad the large amount of cash held abroad by
multinational corporations based in the United States are key factors driving both parties toward
action, possibly this year.

Webre in the thilkthUBihigtgyest st ock bubb
MarketWatch

By Brett Arendst hours ago

Herebs a quick question for you. What do the

1853
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1906
1929
1968
1999

Pass the quasnh around your office. Call your money manager and ask him or her, too. Post it
on your office notice board.

Give up?
Those were the peaks of the five massive, generationatstadéet bubbles in U.S. history.

Investors who bought into stocks around thpsaks ended up earning terrible returns over the
subsequent 30 years. Forget fAstocks for the |
face. 0 The bigger the bubble, the worse retur

And, according to a new research report, we are back there ddgai stocks are now about 80%
overvalued on certain key losigrm measures, according to research by financial consultant
Andrew Smithers, the chairman of Smithers & Co. and one of the few to warn about the bubble
of the late 1990s at the time.

The fivedates listed at the start of this article, he says, are the only times since 1802, when data
began being tracked, when stocks have been 50% or more overvalued according to these
measures. And only two of those bubhbdes 929 and 1999, both of which weléwed by

disastrous crashés were bigger thantoday.hat 6 s ri ght: According to
now in the third biggest bubble in U.S. history. (Oh, to jump ahead slightly, he also suspects it

will go up even further before it comes back down.)

Smithers bases his analysis on a combination of measures: Subseqyeat @Qurns, and a

comparison of U.S. stock prices (since 1900)
which | ooks at how much it wdron sdratah.ofbettwot o r e p |
measures march closely together: For ower 100

year returns better than to compare the stock market to the q.

Smithers used data from Jer emy foBBusimegss f or t h
School professor Elroy Dimson and his colleagues, and from London University finance
professor Stephen Wright

Caveats to this alarming analysis? My MarketWatch colleague Howard Gold recently warned

that fear can be dangerously seductive andinfe nt i al when it comes to f
right. One should always take a deep breath and a pause for thought when reading anything

deeply bearish (or bullish). Smithers has been bearish for some time, although he has not

attempted to predict shieterm moves in the market.



Today Smithers argues that stock prices are first likely to go even higher, because they are being
driven upwards by two forces. The first is th
the policy of flinging moneyda he banks in the hope some of it
into the wider economy. The second is corporate buying. Laggeneciated at the moment is

that the top buyers of U.S. stocks these days are the companies themselves. U.S. companies have
been borrowing aggressively and using the money to buy their own stock.

Probably the most important single implication of this analysis is not what is going to happen

today or next week or even next year. It is to remind investors that stocks in aggregatethav

always generated high returns. On the contrary, the stock market has throughout modern history
gone in long waves, with booms of several decades, followed by mediocre or even disastrous

returns for many years. Since hardly anybody studies historgnarg~ and people on Wall

Street think they can ext r-thipanéiasigiislikélygobeut ur e
heavily underappreciatedif Smithers is right, what are the possible icebergs that could come

along sooner or laterand sinlkdl@ay 6 s mar ket ? He suggests sever al

First, the Fed could be the cause as it winds down quantitative easing, a policy on track to end
this year. As research by Smithers and others show, the stock market boom since 2009 has
almost exactly tracked the rapicchease in the money supply.

Second, companies could stop borrowing and buying shares of their own stock. All the talk of fat
corporate balance sheets hides the problem that U.S. companies have actually been increasing
their leverage. To keep buying in stsadhey would have to continue to do-sad infinitum,

perhaps.

The third could be a return to 1976tyle stagflation. Smithers notes tidatcontrary to what

you may hear from the buls U.S. productivity growth has been slowing for years, and indeed

has been tumbling recently. Such slowing growth, Smithers notes, could set the stage for a rise in
inflation and interest rates, or a sluggish economy. Either, in turn, could weaken stock prices and
investor optimism.

My take? The older | get the more | syatipize with Socrates, who supposedly said that the only
thing he knew was how Iittle he knew (o0or some
analysis a lot of weight. It is, after all, based on hard numbers, unsentimental analysis, and a deep
study of hstory. All three are in short supply elsewhere on Wall Street.

The Head Of O6The Central Bank Of The Worl dé W
Crisis May Be Coming
July 13th, 2014

Most people have never heard of Jaime Caruana even though he is thedreadnoensely
powerful organizationHe has been serving as the General Manager of the Bank for
International Settlements since 2009, and he will continue in that role until ZD&/Bank for
International Settlements is a rather boring name, andf@erpeople realize that it is at the very
core of our centraliplanned global financial systenso when Jaime Caruana speaks, people
should listen.And the fact that he recently warned that the global financial system is currently



fimore fragil® i n many ways than it was | ustouldseti or to
off all sorts of alarm bellsSpeaking of the financial markets, Caruana@nously

declared¢hato i t i s hard to avoid the sense of a puzz
buoyancy and underlying economic devel opment s

irrational longer than you can stay seln tIrbother words, he is saying what | have been saying

for so long. The behavior of the financial markets has become completely divorced from

economic reality, and at some point there is going to be a massive correction.

So why woul d ctehnet rhaela db aonfk 6otfh et he wor |l déd choose
chilling warning?

Does he know something that the rest of us do Aai¢ording to a recent article in the
Telegraphby Ambrose Evan®ritchard Caruana is extremely concerned about rising debt levels
and the current level of euphoriaintheafin c i al mar ket s é

The world economy igist as vulnerable to a financial crisis as it was in 20Qith the added
danger thatlebt ratios are now far higherand emerging markets have been drawn into the fire
as well, the Bank for International Settlements Wwarned.

Jaime Caruana, head of the Swissed financial watchdog, said investors were ignoring the risk
of monetary tightening in their voracious hunt for yield.

AMarkets seem to be considering only aevery n
become convinced that monetary conditions will remain easy for a very long time, and may be
taking more assurance t hanrheclTelegtapha | banks wi sh

Mr Caruana said the international systermimany ways more fragile than it was inthe
build -up to the Lehman crisis. Debt ratios in the developed economies have risen by 20
percentage points to 275pc of GDP since then

And you know what?

Caruana is certainly correct to be warning us about these things.

As | have written aboutreviously the total amount of government debt in the world has

grownby about 40 percentsincethd ast r ecession, and the fAtoo b
collectively gotterB7 percentarger sirce that time.

The U.S. national debt has grown from about 10 trillion dottarsore than 17.5 trillion dollays

and even the Bank for Inteational Settlements admits that the global derivatives bubble has
grown toat least710 trillion dollars

The massive financial imbalances that we were facing during the last crisis have not been
fixed. Instead, they have gotten much, much worse.

But should we trust the Bank for International Settleme@fstouse not.
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This is a very secretive organization that very few people know about but that possesses
absolutely enormous power.he following is a brief overview of the Bank for International

Settl ements from one o WhoCgntrgsrTeewWiorg?uAs Unalected, c | e s
Unaccountable Central Bank Of The World Secretly Bioés

An immensely powerful international organization that most people have never even heard of
secretly controls the money supply of the entire gldbes called the Bank for Internanal
Settlements, and it is the central bank of central baltks.located in Basel, Switzerland, but it
also has branches in Hong Kong and Mexico Clitys essentially an unelected, unaccountable
central bank of the world that has complete immuingdyn taxation and from national

laws. Even Wi ki p e ditisinoteactonntdbie to tinly sirtglatidnal

governmenfi The Bank for International Settlements was used to launder money for the Nazis
during World War I, but these days the main purpose of the BIS is to guide and direct the
centrallyplanned global financial systeni.oday, 58 globatentral banks belong to the BIS, and

it has far more power over how the U.S. economy (or any other economy for that matter) will
perform over the course of the next year than any politician doesry two months, the central
bankers of the world gatheri Basel f or anot her Buddgthbseal Econon
meetings, decisions are made which affect every man, woman and child on the planet, and yet
none of us have any say in what goes ©he Bank for International Settlements is an
organization thatvas founded by the global elite and it operates for the benefit of the global
elite, and it is intended to be one of the key cornerstones of the emerging one world economic
system.

The role that the Bank for International Settlements is playing todagmeésioned by the

global elite long agoln another previous articlé quoted fran a book that Georgetown
University history professor Carroll Quigley
he discussed how the BI'S was to one day becom
[T]he powers of financial capitalism had anotherrisaching aim, nothing less than to create a

world system of financial control in private hands able to dominate the political system of each
country and the@nomy of the world as a whole. This system was to be controlled in a feudalist
fashion by the central banks of the world acting in concert, by secret agreements arrived at in
frequent private meetings and conferences. The apex of the system was tBdoektfor

International Settlements in Basle, Switzerland, a private bank owned and controlled by the

worl ddéos centr al banks which were themselves p

And it is interesting to note that Professor Quigley was not against the system #iae there
setting up.He was just an academic that was trying to accurately convey what he had learned
about how the global system works.

Sadly, the system that Quigley wrote about all the way back in 1975 has fully blossomed today.
Every two months,the ent r al bankers of the world travel

Me et i n g s dVost peopk hassenever heard of them, but these Global Economy Meetings
were actually discussed the Wall Street Jourrél
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Every two months, more than a dozen bankers meet here on Sunday evenings to talk and dine on
the 18th floor of a cylindrical building looking out on the R¥ni

The dinner discussions on money and economics are more than academic. At the table are the
chiefs of the worl dbébs biggest centr al banks,
than $51 trillion of gross domestic product, thcpaarters ofthewor | d6s economi ¢ ou

So how do you feel about the fact that the central bankers of the world regularly gather to plot
their next moves for the global economy?

Should an unelected group of central bankers that has no accountability to any national
govanment really have so much power?

Marc Faber: The asset bubble has begun to burst

Alex Rosenberg @CNBCAIlekuesday, 8 Jul 2014

It's the question investors everywhere are wrestliitly: Are asset prices in a bubble, or do they
simply reflect the fact that the global economy is growing once again?

For Marc Fabereditor of the Gloom, Boom & Doom Report, the answer is cledact, he says
the bubble may already be bursting.

"l think it's a colossal bubble in all asset prices, and eventually it will burst, and maybe it has
begun to burst already," Faber said Tuesday on CNB@igres Nowas theS&P 500lost
ground for the seconrstraight session.

Of course, Faber has long been expecting a market decline. But for the precise reason that stocks
have simply continued to rise, he's now become even more bearish.

"Obviously I've been wrongn the sense that | expected a correction to occur over the last two
years, and it hasn't happened since October 2011, when the S&P was at 1,074. We've gone up in
a straight line, without a larger correction than 11 percent, and | think we're not ghangeta
correction, but we're going to have a bear market," he said.

The first issue is that, Thursday's big jobs number aside, Faber doesn't believe that the economy
is actually improving.

Janet Yellen is taking a lot of flak for speaking her mind.

Last week, the Federal Reserve released a biannualpobcg or t j ust as Yell en,
began testifying to Congress on the state of the U.S. economic recovery, the outlook for inflation
and whatés happening in financi al mar kets the

What Yellen had to say on the last of those factors sent no#qsyifito a tizzy. The Fed views
valuations in some parts of the marBetespecially for smaller social media companies and
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biotechstock¢ as being fisubstantially stretched, 0 ev
prices for such firms early in the yea 0

Il n ot her wor ds, ireasssripdwores twtlie cantrahyrecerft movitasl, theeen 6 s
may be some kind of asset bubble taking shape in at least somes ajrtier financial market.

Related: Janet Yellen's Choic& Market Bubbles or More Jobs

The last time that a Fed chairman stuck his headlautHis was way back in December 1996,

and it ended badl§ very badlyd for all concerned. Alan Greenspan was Fed head at the time,

and his questioning about our inability to kn
values to levels beyond whithey could be sustained by fundamentals triggengaipt and

panicky selloffin stocks. Within months, however, the Dow Jones Industrial Average wiag) sett

a string of new records and Greenspan was left with egg on his face.

Greenspan wasno6ét wrong, of course. The kind o
envisaged in his 1996 speech did showduput not until early 200Qyy which time the Dow
had climbed 8percent. Anyone who had listened to his warnings had forfeited a lot of money.

Burned by that experience, Greenspan never again spoke ountthegublic about bubbles

taking shape in the economy or financial markets during his tenure at the Fed. Perhaps he simply

di dndét see the gi ant hechhimsetf later assentddbderbapd, askis ng s h a
criticsargu®d poi nting to the fact that hedéd been ask
housing price bubble by Congress as early as 80@eenspan simply figured that it was safer

to gay on the side of the cheerleaders until it was clear that the bubble was deflating, having
miscalculated the way in which it would end.

Rightly or wrongly, Yellen may have ignored that history by being as outspoken as she has, and
she is attracting a laf criticism for itd on several fronts.

Who made the Fed Chair an expert on social media stocks or small biotech companies? Does
Yellen have the knovinow to determinevhat constitutes a fair valuation for a fledgling biotech
stock some observers gripe?

Ot hers go back to Greenspanés Airrational exu
doesndét have a terri bl yocgllslikethatrigphck r ecor d of

Then therebds the ar gwgdneensgn &th ad e e¥nSund,conides W carwikoior
media shares got pummeled, but modestly. Twitter, which was already off its recent highs, fell

less than 4 percentaEebook, up 23 percent so far this year, recouped its losses to finish higher

on the week. Similarly, the iShares Nasdaq Biotechnology Index ETF (NASDAQ:IBB), after

slumping since the Fed comments came out, gained 3 percent on Friday, leaving it ahead 10.3
percent for 2014 and 29 percent over the last 12 months.
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Herebds the bottom
monetary policy b
financial crisis.

ne: Yell en knows she is w
t

i
ack oward some kind of finew

Financial markets, clearly, have been rallying, even as the economy has been stumbling along.
That has left the Fed stuck in an uncomfortable and perhaps ultimately perilous position of
keeping interest rates low enough to not jeopardize growth, evemmd do risks creating fresh
bubbles somewhere in the financial system.

The Bank for International Settlememigs arguedd hat Aunusually accommoda
(translation: easy money) by thed=and other central banks have been damaging, and that the
continuation of this fAunconventional 06 and fex
new set of risks.

Clearly, Yellenb6és Fed wants to do whgaoh it can
monetary policy changes the adjustment of key interest raesthat could undercut some of

the economic momentum that may be building. B
Yellen will quickly follow up her words with interest rate changes st yet doesndot me
shoul dnét pay attention to what she is saying

More than any other single individual in the U.S. financial system, Janet Yellen is in a position to
see what is taking place in the economy and its financial markets, and to spot pockets of risk or

ove val uation as soon as they appear. Sure, she
on specific stocks (why would anyone listen to a Fed chair on what specific stocks to buy,
anyway?), but that doesnodot devalue her perspe

Moreover, Yellen habeen in Washington long enough and is smart and savvy enough to be
aware of the ramifications of using words and phrases that bring back memories of Greenspan.
The very fact that sheds doing so means that

That reason | ikely boils down to fAicaveat emptc
telling investors to look out for émselve® and right now, she feels strongly enough about

this particular issue to suggest it is something we might want to worry about. She, meanwhile,

will keep worrying about the economy first and foremost.

Inequality doubles in the US between 2003013

By Gabriel Black
27 June 2014

A reportreleased Wednesgdy researchers at the University of Michigan provides further
confirmation of the enormous increase in wealth inequality in the United States over the past
decade.

In a twopage research summary, the authors predict that this widening gulf in Ameecety so
will continue, with no sign of slowing down.
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According to the report, wealth inequality ha

American household was 13.6 times poorer than an average household in the 95th percentile in
2003. By 2013, the aveaga household in the 95th percentile (top 5 percent) was 24.2 times

richer than the median household and 426.5 times richer than the average household in the 25th
percentile.

The report demonstrates how nearly every section of society, except for thedristpeirich,
has seen a massive loss in wealth since 2003.

Table 1. Wealth of American houscholds before and
after the Great Recession (Im 2013 dollary)

2003 2007 2009 2013

Mean 337,233 423,592 411,178 308,276
Percentiles

St 9,749 -13,482 27,689 -27,416

25t 10,129 6,966 2,723 3,200

S0™ (median) 87,992 98,872 70,801 56,335

75%h 302,221 367,959 302,412 260,405

90t 736,853 934,223 §19.824 763,099

9&th 1,192,639 1,629,133 1,420,304 1,364,834

Source: Panel Study of Income Dynamics (based on 2013 early release data);
calculations by the authors,

Wealth of American households

In 2003, the median percentile of Americans had $87,992 in total assets. Between 2003 and 2013
the median American household lost 36 percent of its wealth, ewitin56,335 in total assets

in 2013 (in 2013 dollars, taking account of inflation). The 75th percentile (top 25 percent)
meanwhile lost 13.8 percent of its wealth, ending at $260,405 in 2013. A large portion of this
decline can be attributed to a declindhome prices.

While the median household lost 36 percent of its wealth, the 25th percentile lost a staggering
68.3 percent of its wealth, sinking from $10,129 to $3,200. Meanwhile, the 5th percentile saw its
indebtedness increase substantially, stadir§P,749 in debt in 2003 and ending in $27,416 in

debt in 2013.

While over three quarters of Americans have lost wealth since 2003, the richest Americans have
amassed it. The 95th percentile of Americans increased its wealth by 14.4 percent, from
$1,192,89 in 2003 to $1,364,834 in 2013.



Figure 1. Change in wealth since 1984 for various percentiles (in 2013 dollars)
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Change in wealth since the 1980's

The overwhelming majority of people have seen their wages decline, jobs dry up, and their
houses, if they can afford one, decline in value. However, the ruling class has its wealth
concentrated in the stocks of the major companies and banks, which are benefiting from the
attack on living standards and the inflation of assets.

In particular, the stock market has been deliberately inflated by cheap credit from the Federal
Reserve. The govement has essentially opened up a limitless spigot of credit at zero, or close to
zero, interest rates for the banks. Awash with cash, the stock market has reached record highs.

The authors of the report expl aicklyafteittéhi | e st o
coll apse in 2007, housing prices did not. o Th
likely than other households to hold stocks and have large portfolios, which allowed them to

benefit from the gains in the stock market . o

The sunmary from the University of Michigan reveals how the average American has not only
lost wealth in the past 10 years, but also over the past 30 years. Between 1984 and 2007 the
median American household slowly gained wealth, due, largely, to the appreoiatiome

values. However, the destruction of that wealth in the aftermath of the financial crisis, and the
current stagnation, reversed those gains.

Trends in inequality



The median American household lost roughly a quarter of its wealth between 198138nd
The bottom 25th percentile lost almost three quarters of its wealth during the same period.
However, the wealth of the top 95th percentile grew by almost 100 percent.

The report concludes that while wealth inequality has increased substantiaélypisstbdecade,
there is no sign of this trend stopping.

Figure 2. Trends in wealth inequality: ratio of S0th to 25th
and 95th to S0th percentiles of wealth
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Source: Panel Study of Income Dynamics (based on 2013 early relfease data);
calaudations by the authors.

The authors writes, Alt i s possible that the
continue to generate increased wealth inequality in the coming years as those hardest hit may

still be dawing down the few assets they have left to cover current consumption and the housing
mar ket continues to grow at a modest pace. 0

The University of Michigan report comes on the heels of reports by the IMF, Federal Reserve,
and World Bank, all of which dowgraded estimates for US growth in 2014. All of the agencies
predict that the United States will grow this year by about 2 percent, nearly a full percentage
downgrade from previous estimates, and well below the\fWastd War Il average of 3.3

percent.

OnWednesday, the US Commerce Department released statistics that showed that the US
economy contracted at a 2.9 percent annual rate in the first three months of this year. These
statistics were released after the previous downgrades to 2014 growth, sggbestynowth in
2014 might be even lower than currently projected.



These statistics, taken together with the Michigan report, make clear that there will be no

economic relief to the vast majority of Americans. The past six years of high unemployment,

fali ng wages, cuts to education, health care, a
nor mal . 0o Meanwhile, inequality wil/ continue
itself on cheap cash, hoping to stave off a new financial collapse.

The Next Financial Crisis Is Brewing Right Now, and Regulators Are Missing It

ByDavid DayenThe Fiscal Timehly 3, 2014

You may not see it on the front pages of your newspaper, butetas@nation will reveal an
extreme unease from banking regulators about the current trajectory on Wall Street.

The Office of the Comptroller of the Currency (OCC), not typically seen as a strident regulator,

is warning about risky lendings low interest rates drive a reach for higher yields. Both the OCC

and the Federal Reserve have decriedlippage in underwriting standards particular loan

product s. Fed Ch pockets of iaaneased ri¥k&ingd einn ca t eple dich ye:
And the Bank for I nternational Settlements (B
cautioned this weelibout asset bubbles forming throughout the global economy.

The housing bubble fueled the last financial crisis, but these current risk pools largely sit in our
capital markets. Regulators agree that newly issued corporate debt, a record amdaahd\of it
investment gradehas built up well beyond comfort levels. Investors bought as macsllsal

Al ever agejonk bowda thas a¥fer a higher return base of the higher risk of default

0 in 2013 than they purchased from 1997 through 2@t&bined Debtto-earnings ratios for

these higkrisk companies have risen to a postession high. Demand has been so elevated, in
fact, that theysptit dadcle pwdrectseririkes ikdTreasnrg r i s k
bondsfell to all-time lows making it even crazier to purchase chancy debt for a small additional
reward

Adding to the breakdown in underwriting standards,-bank firms like hedge funds are
performing a growing share of traditional bank activities, like providing corporate loans. As
everyone seeks market share, lending quality loosens. These altemradimes Isit partially

outside the regulatory perimeter, making it harder to ensure safety throughout the system. But
they use the kinds of lending vehicles, like corporate bonds and derivatives, that oversight
regimes can track and police.

You can argue thgrotracted neazero interest ratdsave driven a lack of stability in the

markets. Federal Reserve officials will have a difficult challengepong out of the corner into

which theybéve boxed themsel ves. But that argu
rates and thus subjecting the economgdonarmently depressed outpdtie to concerns about

financial stability not only could prove counfgroductive, but it also neglects the other tools

available to address the problem. In particular, as Yellen said sphechmacreprudential

supervision and regulation, through direct oversight of the market and interventions to limit risk,

can effectively promote stability.
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This means that the primary regulators responsiblthéocapital marketd8 the Securities and
Exchange Commission (SEC) and the Commodity Futures Trading Commission (8FTC)
carry increased importance, as the rolling ball of Wall Street risk has moved into their spheres.

While DoddFrank did not go far enough to deal with a changing market environment, it gave

these regulators sonmecreased tools to identify problems and move to stamp them out.

Unfortunately, neither the SEC nor the CFTC have taken full advantage of these tools under their
new | eadership teams in President Obamads sec
regulatory apparatus, increasing danger for the rest of us.

SEC: Slow in Enacting Changes

SEC Chair Mary Jo White, a former federal prosecutor, came to the agency with a reputation for
tough enforcement. But she had little regulatory experience, andtpradicl vy, t hat 6 s whe
SEC has lagged its counterparts. Watchdog gRaupic Citizenrecently examined the official
AAgency Rule Listo t o itingregal&ions demand&ly ®sfdapkr ogr e s
and found that well over half of the SECO6s pr
year.

These delays include lorayvaited action on assbacked securities, exchangaded funds,

derivatives and market execution facilities, many of which comprise just the areas where risk has
begun to accumulate. Eddition, the SEC has for years avoidefbrming the credit rating

agencieswhich gave their blessing to toxic securities that failed during the crisis. While there

have beemurmurs of impending action t hey come far too | ate. ATh
for rulemaking, 0 said Lisa Gil bémdivisiondi rect or

Even when the SEC does finish its rules, they often come with disconcerting loopholes. The

agency finally completed work on a rule meaniirtat derivatives trading by foreign branches

of domestic banks, ensuring that all trades trigger the same restrictions and monitoring. The

di sastrous trades from Al G6s Financi al Produc
would bothfall under this regulation. But banks can avoid registration of their-trasker

derivativesd t her ef ore making tdhhasSEGG6g wer kheyr dbaed:
guarantee them through the -pgaarcant @wamimgmyde I h
them through a subsidiary that they implicitly agree to rescue should trouble arrive.

Even Mary Jo White admitted that the r-egul at.i
border derivatives market. The financial reform group BettekMat s cal | ed t he SEC
incompl ete, adding that it #Ainvites Wall Stre

Making Rules Meaningless

By contrast, the CFTC mostly completed its Ddetdnk rules under former Chair Gary Gensler.
But since former Treasury Department ol Tim Massadeplaced Genslen June, the energy
in the agency has shifted to cutting breaks to regulated entitid&laStreet has soughfor
example, this week, the agency gavermer period of reliefor derivatives dealers to comply
with datareporting requirements, delaying reporting by as muanasyear
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This represents the CFTCO6s greatest need: acql

markets for risk. Though they regulate a market with a nominal value in the hundreds of trillions,
theannual operating budgfer the CFTC is only $205 million, about ctenth the size of just

the information technology department at a single globalthegan k. The agency s
have the resources teeasure the marketplace, and delaying data reporting only makes this
worse. Without the ability to examine the data, the rules become effectively meaningless.

Failures at the two major capital markets agencies mean that the regulatory umbrella cannot
widen to scrutinize all the market participants dmelrisk they cause. It means that Wall Street
firms can easily avoid the spotlight by finding crevices in the law to hide risky behavior. And

with our interconnected financial system, it means that an unexpected blowout in one corner can
migrate and causeidespread chaos elsewhere.

Monitoring risk with all available tools is critical to preventing another rendition of the financial
crisis, with similar suffering throughout the economy. Right now, the regulators are not fulfilling
their obligation to perfon that task.

Brics to open alternatives to World Bank, IMF

10.07.14 Byalentina Pop

BRUSSELS- Brazil, Russia, India, China, and South Africa (thecatbed Brics) are to estabili
alternatives to the World Bank attte International Monetary Fund, which they find too bias
towards Europe and the US.

The "New Development Bank" to rival the World Bank will be launched at a Brics summit
Brazilian city of Fortaleza next week, with all agreed except where th@umain headquarter
Russian finance minister Anton Siluanov said Wednesday (9 July).

The two options currently being considered are Shanghai or New Delhi, Siluanov said. R
didndét push to get the bank i n MdAsesadw,

each of the Brics

The project will see
the bankds maxi mum ca

seven years, with
infrastructure projects.

Other countries that want to join will bbela to do so once the new bank opens for lending,
2016, the minister added.

It wi || be a s ma l-dtrong Warléh Bankt bat it mérkes thel defaiBure lofia
and Europedominated international financial system.

Siluanov also confirmedigns for a separate Brics project: an alternative to the Internation.
Monetary Fund (IMF).

n
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This would be set up as a joint contingency pool between the five Brics countries to the t
473 billion.

"We have reached an agreement that, in the currexlitcmns of capital volatility, it is importal
for our countries to have this bufferasa | | e d Mf~affimancial organisation which
could quickly react to capital outflow, providing liquidity in hard currency, in particular in
dol | ar ©ysaid.Si | uan

The pool will become available in 2015 and will see each of the Brics countries putting in
much of a proportion of the total capital as it would be allowed to withdraw, except for Ck
(the largest donor) and South Africa (the smallest), wiwilibe allowed to withdraw half and
double their contributions, respectively.

Brics nations have grown increasingly frustrated at the priorities of the IMF, particularly d
the eurecrisis, where a disproportionate amount of the fund's money weéatltats in southel
Europe.

BRICS Announce $100 Billion Reserve To Bypass Fed, Developed World Central Banks

Submitted byTyler Durderon 07/15/2014

As we suggested last nighihe antidollar alliance among the BRICS has successfully creat

so-called "mintIMF" since the BRICS are clearly furious with the IMF as it stands current!
this is what the world's developing nations just said on this topic "We remain disappointe
seriously concerned with the current Aoplementation of the 2010 International Monetary
Fund (I MF) reforms, which negat ibiliteandy i m
effectiveness.”
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As Putin explains, this is part of "a system of measures that weipdrevent the harassmen
of countries that do not agree with some foreign policy decisions made by the United Sta
and their allies." Initial capital forthe BRICS Bank will be $50 Billion paid in equal share
among the 5 members (with a contingent reserve up to $100 Billion) and will see India as
first PresidentThe BRICS Bank will be based in Shanghai and chaired by Russi&imply
put, as SovereigMan' s Si mon Bl ack warns, "when vy
over for the dollar.... | give it-3 years."

f BRICS MINISTERS SIGN DEVELOPMENT BANK AGREEMENT
1 INITIAL SUBSCRIBED CAPITAL OF BRICS BANK IS $50 BLN: STATEMENT

A quick take on existingnonetary policy.
17 MONETARY POLICY MUST BE CAREFULLY CALIBRATED: BRICS STATEMENT

The punchline, however, is that using bilateral swaps, the BRICS are effectively
disintermediating themselves from a Fed and other "developed world" desmitablominated
world and will provide their own funding.

We are pleased to announce the signing of the Treaty for the establishment of the BRIC:
Contingent Reserve Arrangement (CRA) with an initial size of US$ 100 billioriChis
arrangement will have gositive precautionary effect, help countries forestall shetgrm
liquidity pressurespromote further BRICS cooperation, strengthen the global financial
safety net and complement existing international arrangements. The Agreement is a
framework for the provision of liquidi ty through currency swaps in response to actual or
potential short-term balance of payments pressures.

Incidentally, the role of the dollar in such a world is, well, nil.

For those who have forgotten who the BRICS are, aside from a droll acronym hyea for
Goldman banker, here is a reminder of the countries that make up 3 billion in population.

Key excerpts from thEull statement

We remain disappointed and seriously concerned with theurrent non-implementation of
the 2010 International Monetary Fund (IMF) reforms, which negatively impacts on the

| MF6s | egitimacy, cr.dkeilMFirefoimtpsocess isthased orf Rigiel
commitments, which already strengthened thed=uresources and must also lead to the
modernization of its governance structure so as to better reflect the increasing weight of
in the world economy. The Fund must remain a gbatsed institution. We call on the
membership of the IMF to find wayo implement the 14th General Review of Quotas withc
further delay. We reiterate our call on the IMF to develop options to move ahead with its
process, with a view to ensuring increased voice and representation of EMDCs, in case 1
reformsare not entered into force by the end of the year. We also call on the membershig
IMF to reach a final agreement on a new quota formula together with the 15th General R
of Quotas so as not to further jeopardize the postponed deadline ofyJ20iEr BRICS, as we


http://brics6.itamaraty.gov.br/media2/press-releases

as other EMDCs, continue to face significant financing constraints to address infrastructt
and sustainable development needs. With this in mind, we are pleased to annosigeente!
the Agreement establishing the New Del@pment Bank (NDB), with the purpose of
mobilizing resources for infrastructure and sustainable development projects in BRICS a
emerging and developing economies. We appreciate the work undertaken by our Financ
Ministers. Based on sound bankingnpiples, the NDB will strengthen the cooperation amoi
our countries and will supplement the efforts of multilateral and regional financial instituti
global development, thus contributing to our collective commitments for achieving the go
strong, sustainable and balanced growth.

The Bank shall have an initial authorized capital of US$ 100 billion. The initial subscribec
capital shall be of US$ 50 billion, equally shared among founding members. The first che
the Board of Governorstsll be from Russia. The first chair of the Board of Directors shall
from Brazil. The first President of the Bank shall be from India. The headquarters of the
Bank shall be located in Shanghai.he New Development Bank Africa Regional Center sh
be esablished in South Africa concurrently with the headquarters. We direct our Finance
Ministers to work out the modalities for its operationalization.

We are pleased to announce the signing of the Treaty for the establishment of the BRIC
Contingent ReserveArrangement (CRA) with an initial size of US$ 100 billion.This
arrangement will have a positive precautionary effect, help countries forestafleshort
liquidity pressures, promote further BRICS cooperation, strengthen the global financial s:
net and complement existing international arrangements. We appreciate the work undertz
our Finance Ministers and Central Bank Governdhe Agreement is a framework for the
provision of liquidity through currency swaps in response to actual or potembidterm
balance of payments pressures.
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Russia Continues Stoking the Fires of Unrest

Russia's latest actions to cozy up to China with a $l6n natural gas deal have made it
clear that they are out to destroy the US dollar.

As Aljazeera Americaecently reported:

"In a symbolic blow to US global financial hegemony, Russia and China took a small st
toward undercutting the domination of the US dollar as the international reserve curren
Tuesday when Russia's second biggest financial instit(tibB, signed a deal with the Ban
of China to bypass the dollar and pay each other in domestic currencies."”

In other words, the US dollar won't be the means of exchange for thebé@® natural gas
deal or for many of the future Russia/China econdraigsactions.

This is expected to further undercut the domination of the greenback as the internation.
reserve currency. And give a financial and diplomatic boost to Russia, which is currentl
engaged in tensions with the West over the Ukraine crisis.

As you'll see in our exclusive videMeltdown America the former Soviet Union actually pi
a plan in place to destroy the US during the infamous meltdown of 2008.

Not with military might, but by attacking our economic lifelinthe USdollar.

While China didn't agree to go along with that plan then, it seems they've had a change
heart.

And the consequences to the US economy could be devastating.

Click here to watchMeltdown Americanow and learn the 7 simple steps yaed to take
today to protect your family and your assets from Russia and China's economic warfare

The high cost of America's bad roads and bridges

By Steve Hargreave® CNNMoneyrebruary 13, 2013: 6:29 AM ET

President Obama once again edlfor billions more in federal spending on roads, bridges, |
and other infrastructure projects in Btate of the Union addre$siesday night.

He's not likely to get it.

Funding for the Department of Transportation was $73 billion in 2012. That number inclu
federal capital spending on things such as roads, bridges, passenger rail, buses, waterw
and aviation, as well as some operatingts. It represents about 30% to 40% of what the
country spends on transportation infrastructure each year, with the rest coming from stat
or private sources.


http://sg3.caseyresearch.com/wf/click?upn=2Ttwqwfg3FnEADbCyOWI-2FY5j8zm3CYKaqryJvuqnJXUx8eKzogszkShjQoCRIxmkAcLZyIQ6vjccyXFO62lBPg-3D-3D_iuWMrNMHugUHvUZjLeFMrhl-2F36Kos3fWoGfakL4cfip6k2nFiPPAe1R9l9MVSv0gZ3vWKc9he1k89tTCSZlpmRc9mGjFRRabbXYLzWoCqGCyGh6RPT1sNJ9vFAogDRgJEbTXHtBdOdO7TmPBt6x4LWr-2Fz4B9y-2FjKXj1wi17u-2Ff3HSv0zB7nawM4Syx903THalcSFwxMXPPdwj6KRyREK56C24Sa-2BCcny3ZS8GK-2BuZO9x4enFMpjK72Lzco91n6TFj9jmibFm59wAOHqsNw5gWLFbJ6-2B7EfHzGNiiZxVRtCKXTaLmqWj1Ds-2BK5cdUdmnhQuPvf8-2F0OVs8ppqTVgiieg-3D-3D
http://sg3.caseyresearch.com/wf/click?upn=2Ttwqwfg3FnEADbCyOWI-2FY5j8zm3CYKaqryJvuqnJXUx8eKzogszkShjQoCRIxmkAcLZyIQ6vjccyXFO62lBPg-3D-3D_iuWMrNMHugUHvUZjLeFMrhl-2F36Kos3fWoGfakL4cfip6k2nFiPPAe1R9l9MVSv0gZ3vWKc9he1k89tTCSZlpmRc9mGjFRRabbXYLzWoCqGCyGh6RPT1sNJ9vFAogDRgJhWwgsjNyScBjYXYupeHFhyMDXzkUDDhAxBecWBZWSjqPO33y8XAP2SNevY9HwXQPsHyQLo0BKfFVtlG3O5yG9WRUF3XsQjWAKswCyBYCayJtk4ycjP-2Fx8TG1mtoUP8rmbKAd0TQeR-2Bjzxr3GzbDci5D5vGw9uvXTMnx-2FO59-2FZ1H7ehefSOSCj0yaAmUpxrUNx6Gluxx7o8Xdkr-2BKdrCnAQ-3D-3D
mailto:steve.hargreaves@turner.com
https://twitter.com/intent/user?screen_name=cnnmoney
http://money.cnn.com/2013/02/12/news/economy/state-of-the-union-promises/index.html?iid=EL

DOT's budget has gone up steadily since 2003, when it was about $59 billion. Taddgion
to the $50 billion or so the government spent on transportation projects as part of the stir
effort in 2009.

But many, including Obama, say that's not enough. In each of the last two years, Obams
proposed an additional $50 billion lumpns that would be used for not just roads but also fc
high-speed rail, ports, and items like bike lanes and pedestrian walkways designed to me
living better. Both times, his pitch has fallen on deaf ears. Even the DOT's yearly funding
been pieemeal. Congress typically funds transportation bills inysiar increments, but the
agency has been relying ad hocextensions for its budget since 2009.

Some say the lack of investment is hurting the country.

If more money isn't spert $1.1 trillion more from all funding sources by 2020, according t
American Society of Civil Engineersdeficiencies in the nation's infrastructurewill cost the
country almos$1 trillion a year in lost business sales and 3.5 million jobs.

"Infrastructure is the physical framework upon which the U.S. economy operates,” ASCE
in a report last month. "Everything depends on this framework, including transporting goc
powering factories, heating and cooling office buildings, and enjoying a glass of clean we

Waste and drinking water projects are pafttidy underfunded. ASCE predicts that sector w
receive only a third of its required funding by 2020.

Roads and surface transportation will only get about half their projected $1.7 trillion need
capital projects. Inland ports and waterways alsduaréed at about of their needs.

Theelectric grid and airports fare better, receiving most of the funding they require, accol
to ASCE.

People may feel the finaiat impact of underinvestment most directly on the roads. Reseal
at the Texas A&M Transportation Institute estimate that, unless spending increases, con
and rough roads wilttost the average Texas household $6,100 a yaawasted fuel, vehicle
repairs, and time lost sitting in traffic between now and 2035.

The Transport Institutbas identified several roadways that need urgent attention, especia
and around New York City, Los Angeles, San Francisco and Atlanta.

"Rebuilding America’s infrastructure is a tber issue that should be aliteachieve bipartisan
support,” said Bracken Hendricks, a senior fellow at thddafting Center for American
Progress who specializes in energy and infrastructure. "Mayors and governors need helg
industries are threatened, the banks aren'tigndind government budgets are tapped.”

But getting everyone on board isn't easy. Despite the dire predictions from groups like At
some say the situation isn't all that bad.


http://money.cnn.com/2010/07/06/news/ambassador_bridge/index.htm?iid=EL
http://www.asce.org/uploadedFiles/Infrastructure/Failure_to_Act/Failure_to_Act_Report.pdf
http://tech.fortune.cnn.com/2013/02/05/more-blackouts-are-coming/?iid=EL
http://texas2030committee.tamu.edu/documents/final_03-2011_summary.pdf
http://mobility.tamu.edu/files/2011/11/ccr-all-table-rankings.pdf#page=3

"To hear some people tell it, you'd think we were Haiti," said Ron Utthagoatation
consultant and former budget official in the Reagan administration.

Utt's fine with more spending on roads in certain congested areas. He even thinks most
stimulus money was probably well spent, even if it didn't create the jobs iigechrBut he
thinks funding for things such as higpeed rail or bike lanes is a waste.

He says the big numbers put out by ASCE are what it would take to bring the nation's ro:
perfect condition, and notes a Federal Highway Administragport saying the number of
roads in good condition each year is going up.

"They may not be perfect, but we go through life with imperfections,” he said. "There no |
to end all that money on something where the benefits won't outweigh the gosts."

Will Johnson and Warren P&@?r Up to End

By Katrina Trinko

February 13, 2013 12:27 A.M.

Before the State of tHgnion, one unlikely pair of senators was engaged in lively conversa
Senators Elizabeth Warren and Ron Johnson.

According to Johnson, the two were diise
were talking about what we need to do totbettaxpayers off the hook for these large financ
i nst i tlohhsorosaysii,lddm i nterested in ending Ot
AnThe only people who should care whethe
London is JP . Morgan management and their sha
taxpayers shouldndét. o

DoddFr ank, Johnson argued, was a fia monst
of businesso and hasnodét hadlttwasi hakbhkhda
Warren about that. I think wedre kind o

Soros sees soaring interest rates, strong euro
January 25, 2013, 4:44 AM

The U. S. economy i s pi cki ngeasingapmddasaealping,bud t he
investors should watch out for a possible spike in interest rates once growth is well under way,
billionaire financier George Soros warned as he made the rounds at the World Economic Forum

in Davos.

AfOnce the economgr get srgbeswngar ¢ hegoi ngtto take
founder of Soros Fund Management LLC, told CNBB@n interviewlate Thursday.


http://www.fhwa.dot.gov/policy/2010cpr/pdfs/highlights.pdf
http://www.nationalreview.com/corner/340570/will-johnson-and-warren-pair-end-too-big-fail-katrina-trinko
http://www.nationalreview.com/author/244210
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http://www.cnbc.com/id/100401701
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Soros said the move i s | i kaellrye atdoy hbaepgpuenn. 6i nO n2cOe
over the federal budget i s overcome and inves
said.

Soros, who famouslgnade a billion dollarbetting @ainst the British pound in 1992, also said
thereds room for the euro to appreciate as ot
their currenciesBloomberg reported

Sorosin Septembeslammed Germanfpr foisting austerity on the euro zone and saél th

regiondbs | argest economy was potentially head
On Thursday, Soros said Germany would do the
eurczone still faces a Atenseod situatetrgon over t

Maintaining that the timing remains wrong for more austerity, Soros said tight fiscal and
monetary policies will see the shared currency appreciate as other countries pursue looser
policies.

ACurrencies have been r emgrok enkel y ad tdg b laec ciomr dti m
ANow there is the making of more fireworks, m

America Fails the 'Rule of Law' Test
By Conor Friedersdorf

The U.S. Army field manual* defines "the rule of laas follows "The rule of law refers to a

principle of governance in which all persons, institutions and entities, public and private,

including the State itself, are accountable to laws that are publicly promulgaiatly eq

enforced, and independently adjudicated, and which are consistent with international human

rights norms and standards. It requires, as well, measures to ensure adherence to the principles of
supremacy of law, equality before the law, accountabdityé law, fairness in the application

of the law, separation of powers, participation in decisn@king, legal certainty, avoidance of
arbitrariness and procedural and legal transparency."

Going by that definition, the U.S. government does not operatgding to the rule of law. A

panel of former executivBranch employees, many of whom served in the U.S. military or the
CIA, made this point bluntlyn a recent report on drones. "Despite the undoubted good faith of
US decisioamakers, it would be difficult to conclude that US targeted strikes are consistent with
core rule of law norms," they declared. "From pleespective of many around the world, the

U.S. appears to claim, in effect, the legal right to kill any person it determines is a member of al
Qaida or its associated forces, in any state on Earth, at any time, based on secret criteria and
secret evidencevaluated in a secret process by unknown and largely anonymous indi&iduals
with no public disclosure of which organizations are considered 'associated forces,' no means for
anyone outside that secret process to raise questions about the criteria tyrofalii evidence,

and no means for anyone outside that process to identify or remedy mistakes or abuses."”



http://news.bbc.co.uk/2/hi/229012.stm
http://www.bloomberg.com/news/2013-01-24/soros-says-euro-is-here-to-stay-with-two-tense-years-ahead-2-.html
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Just soUnfortunately, the U.S. government violates "rule of law" norms in other areas too. The
Foreign Intelligence Surveillance Court does natrage with "procedural and legal

transparency." The Office of Legal Counsel adopts highly contestable yet totally secret
interpretations of statutes that dramatically affect policy outcomes. Citizens and corporations are
served with secret court orders asften feel confused about whether they are even permitted to
consult with counsel. Laws against revealing classified information are not enforceda@qually
powerful actors routinely leak official secrets with impunity, while whistleblowers and dissidents
are aggressively persecuted for the mere "mishandling” of state secrets. The director of national
intelligence committed perjury without consequence. President Obama has blatantly violated a
duly ratified, legally binding treaty that requires him to investtgand prosecute acts of torture.

He also violated the War Powers Resolution by participating in the military overthrow of
Muammar Qaddafi without securing the approval of Congress. And he won't even clarify exactly
what groups he considers us to be at wigh!

That is only a patrtial list.

The rule of law's erosion in pe8tll America was begun by the Bush administration and
continued by the Obama administration. Congress has failed to stop it. The Washington, D.C.,
establishment has done far too litibeobject. Partisan voters all across America have excused
the transgressions of their side.

This cannot go on indefinitely without causing serious harm to our country.

Unlike the Civil War, World War I, or World War Il, there will be no definitive datewlhe

War on Terrorism ends. The pattern of wartime abuses followed by a peacetime course
correction will not automatically reassert itself in coming years. If the rule of law is to be
recovered, lawbreaking officials must be held accountable for ti@nacrather than

presuming that they can invoke terrorism and do what they please. Congress must stop
abdicating its responsibilities as a check on the executive branch. Transparency must once again
govern what the law is and how it is applied. All twil require changing the attitudes of at

least some respected Washington insiders. If you have constructive thoughts on such a project |
invite your emails.

*Update: A lieutenant in the U.S. army writes (as a private citizen, not in his official capacity)

In the first sentence of the article, you state that "The US Army field manual defines..." and
proceed to lay out the Army's doctrinal definition of "Rule of Law." This is inaccurate and
misleading to the lay reader who has no knowledge of how Armyypatid doctrine are

published and communicated. In truth, there is no one Army "Field Manual.” Instead, there are a
plethora of different publication series which lay down everything from standardized training
practices to official Army policies to doctrihictics, techniques, and procedures. These consist
of constantlyupdating field manuals (FMs), Army Regulations (ARs), Army Doctrinal
Publications (ADPs), Army Doctrinal Reference Publications (ADRPs), and countless other
Training Circulars, Handbooksnd Journals which the various branches of the Army publish.
The publication you reference in your article is a handbook published by CLAMO (Center for
Law and Military Operations), which is an organization that is a part of the Army's Staff Judge



AdvocateCorps and thus is a valid reference. There is nothing wrong with using it as a source
for your article. However, | would suggest referring to it as a "Handbook published by the Army
Staff Judge Advocate Corps" as opposed to "The Army field manual.”

Noted.

Miami -Dade Police Urge Residents TArm Themselve#\fter Possible Budget Cuts

"l'f the mayords not going to provide security. ...
to protect yourselves"
7.10.2014Yehuda Remer

John Rivera, president of the Miaibade Police Benevolent Associatidras warned Florida
residents to arm themselves because the police are not coming.

SpeakingoWS VN News, Ri ver a s goingto pravitlefsecarity,dhemmayy or 6 s
recommendation, as an experienced law enforcement officer for nearly 40 years, is either buy
yourself an attack dog, put bars on your windows and doors and get yourself some firearms
because youdre gtoiynogurtsoe lhvaevse. 6t o pr ot ec

The comments were made after Mayor Carlos Gimenez decideti®64 million from his
20142015 budgetresulting in a possibless of 600 policgobs to the county.

Miami-Dade isthe largest local law enforcement department in the state, and one of the top ten
in the country, serving 2.5 million people.

Guns.conreports f Several specialized units including
Unit, Tactical Narcotics Team, and one of the three Special Response Teams in the city would be
disbandedThe department would be forced to shutter one of its nine stations, specifically the

Mi dwest District Station, as well as closing
rehabilitation program for young i nmates. 0

Man Who Shot at Cops During NeKnock Raid Acquitted on All Charges

Aiwhen | knew they were policemen, I |l ay down, fac

July 10, 2014
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After a 9 hour deliberation, a jury has fourtrian Perryman, not guilty on all four counts of
aggravated assault am peace officer.

The incident that led to the charges against Perryman happened dupngdbe/n hours of
October 26, 2010 in San Antonio, TX.

SAPDG6s tactical r e s p &«knmosk searahnvartant. Wiaesoccepanes inthe i ng a
house atthetimeer e Perryman, his girlfriend Rebecca
daughter Savannah.

When Flores saw two shadowy men on the security cameras, she woke up Perryman, and tossed
him his gun.

According toMySA News Flores recalled the events of that nightto thejiry. put my bod)
over Savannahoés,0 she said, recalling for jur
Per yman the gun and before he opened fbre. AHe
stay out! 60

FIl ores said it wasnodot wuntil after he fired fo
Al remember telling himy hwerpeltilcer evetree phreatee ¢
thank God, 60 she said.

Perryman took the stand in his defense last week and told jurors how he had shouted a warning
before he heard the front door go down and Au

AWhen | knew t helyaywedroewnp,o |fiacceemedno,wnl, 6 he sai d,
and began apologizing. Al kept saying o061l d&dm so
broken into before. 60

This is a landmark case in the instance eknock raids. All too often we sannocent people
beaten and killed during the execution of this questionable practice.

Hopefully this leads to a drop in the frequency ofknock search warrants.

The details of the latest victim in the relentless and immoral war on drugs were refésased t
week by theTampa Bay Times.

A 29-year old man was gunned down in his own home by officers servingmaaal search
warrant. They found .2 grams of marijuana.

How many morgrenades will have to be thrown into critesfore police realize that the war on
drugs wagdost as soon as it started?



http://www.mysanantonio.com/news/local/article/Man-who-shot-at-cops-acquitted-5608077.php#photo-6571699
http://www.tampabay.com/news/publicsafety/crime/informer-not-neighbor-complaints-led-up-to-fatal-tampa-pot-raid/2187316
http://thefreethoughtproject.com/baby-critically-burned-swat-raid-stun-grenade-thrown-crib/

APD Deadly Force Under Fire

By Jeff Proctor / Journal Staff Writer

State Distrit Judge Theresa Baca handed down a massive judgment to the family of a man
fatally shot by an APD officer in 2009 and bl
Afdesigned to result in the unreasonable use o

Baca shot down nearlyeveryood APDOS witnesses as fAunreasona

described the decisions of its officers i m
Andrew Lopezbés vehicle on Feb. 8, 2009, to th
shotwhile Lopez was lying on his back, unarmed.

The judge awarded ¥ gearo |l d Lopezdés family a |ittle more t
payouts in cases such as Lopezds to $400, 000,

constitutionality of the &p. The judge found Lopez 25 percent responsible for his own death and
the city 75 percent responsible.

City Public Safety Director Darren White said
di sagree more with the natdureed samsd aitretnemtt so fr et

White said the city has made changes to its policy and mandated additional training for officers
on the use of deadly force in light of 18 offigavolved shootings since January 2010, 13 of
which were fatal.

City officials also are expecting recommendations from the Police Executive Research Forum,
whose study of the high number of shootings is expected to be completed in the next two weeks.

The judge wrote that Montgomeryo6s onadl ®f. odead

She went on to say: fiBased on the testimony o
training provided, to the officers, on the use of deadly force, is not reasonable and is designed to
result in the unreasonable use of deadly forc
Bacaals pointed out that that very expert, a tra
actions fAexemplaryo and testified in court th
in the proper use of deadly force. o

Police followed Lopez for nearly Ihinutes in and out of a residential neighborhood with their
emergency lights engaged, believing he may have been a suspect in a shooting earlier that night.
At one point, the vehicle sl owed, Lopezbs pas
stopped near 51st and Rincon NW, and he took off running into a driveway after looking at
Montgomery and other officers for a split secohgpez had a warrant out for his arrest on a

battery charge and had a small amount of alcohol in his system at thaf timancident.


http://www.abqjournal.com/author/jproctor

Montgomery fired three shots at Lopez in the driveway, striking him with one. The bullet
dropped Lopez to the ground, but the shot was

Lopez was wounded, unarmed and lying on the ground with fists clenched over his chest when
Mont gomery fired a fourth shot that pierced Lo

Montgomery said from the witness stand during the opening day of a civil wrongful death
|l awsuit in Bacads courtroom | ast monstigunt hat h
(he) had ever seeno and had tried to engage h

According to APD, the gun turned out to be a large car ashtray that had been in the vehicle
Lopez was driving with dimmed headlights and no taillights when police spotted hinheear t
intersection of Central Avenue and 50th Street around 3 a.m. on Feb. 8, 2009.

A grand jury cleared Montgomery of any wrongdoing in the shooting, as did an APD Internal
Affairs investigation.

Baca saw things differently. I n Tuesdaybés jud

Dz AAndrew Lopez was not armed with a gun or a
fatal shot. o

Dz Montgomery told investigators the day after
order to see what was dnmonths rarr Momtgomerypestfigds hand s
before a grand jury that he had seen met al i n

Dz Mont gomery fAnever considered that Andrew Lo
Montgomery testified that he believed that Lopez was shooting at him, eveyhthopez
wasno6t ar med.

Dz Mont gomeryb6s fitesti mony was not <credible. 0
Henckel, who had been riding in a police car with Montgomery on the night of the shooting and
had also pursued Lopez up the driveway on foot.

Dz AiShortly after the pursuit began, an APD of
two-door, 1981 Buick Regal (Lopez was driving) matched the description of a silveddour

late model Chevrolet Impala that was reported to have been @d/oiva shooting earlier in the
morning. o0 That Amisidentification ¢é hedightene
speed pursuit and tainted the perceptions of

Attorneys Mark and Joe Fine, who representedpL,e z 6 s f ami |y in the wroncg
applauded Bacabs deci sion.

AJudge Bacabés ruling was a sound rejection of
for Andrew Lopezds death, 0 the Finedetaledot e i n
numerous mistakes, and misjudgments which led to, and caused, the needless shooting of a



young Albuquergue man who was unarmed, and posed no threat to anyone. The decision

reaffirms the rule of law, and gives notice that the courts will hold AffiPers accountable for

the negligent shooting of one of our <citizens
0 This article appeared on page Al of the Albuquerque Journal

APD Deadly Force Under Fire

By Jeff Proctor / Journal Staff Weit

State District Judge Theresa Baca handed down a massive judgment to the family of a man
fatally shot by an APD officer in 2009 and bl
Adesi gned t o rmesdlet uisre tolfe dwermrddas d or ce. 0

Baca shot down nearly every one of APDO6s witn
described the decisions of its officers as fAm
Andrew Lopez6bs v etothetime officem Justie Ndontgogery file@d theXatal

shot while Lopez was lying on his back, unarmed.

The judge awarded ¥gearo |l d Lopezds family a |ittle more t
payouts in cases such asl ylLéosp eaztdtso rtnoe y$s4 OnDa,y0 OcOh,a
constitutionality of the cap. The judge found Lopez 25 percent responsible for his own death and

the city 75 percent responsible.

City Public Safety Director Darren Whibdtte said
di sagree more with the judgeds statements reg

White said the city has made changes to its policy and mandated additional training for officers
on the use of deadly force in light of 18 offigavolved shoahgs since January 2010, 13 of
which were fatal.

City officials also are expecting recommendations from the Police Executive Research Forum,
whose study of the high number of shootings is expected to be completed in the next two weeks.

The judge wroteth&lont gomer yés use of deadly force was

She went on to say: AfBased on the testimony o
training provided, to the officers, on the use of deadly force, is not reasonable and is designed t
result in the unreasonable use of deadly forc

Baca also pointed out that that very expert,
actions fnexemplaryo and testified in court th
inthepropeuse of deadly force. 0


http://www.abqjournal.com/author/jproctor

Police followed Lopez for nearly 11 minutes in and out of a residential neighborhood with their
emergency lights engaged, believing he may have been a suspect in a shooting earlier that night.
At one point, t hepassergergot autasdlfledwrefabt. Eventuallg kopez
stopped near 51st and Rincon NW, and he took off running into a driveway after looking at
Montgomery and other officers for a split second.

Lopez had a warrant out for his arrest on a battery chadybad a small amount of alcohol in
his system at the time of the incident.

Montgomery fired three shots at Lopez in the driveway, striking him with one. The bullet
dropped Lopez to the ground, but the shot was

Lopez was wounded, unarmed and ¢yon the ground with fists clenched over his chest when
Montgomery fired a fourth shot that pierced L

Montgomery said from the witness stand during the opening day of a civil wrongful death
l awsuit in Bastabowmomwhrthatomhéeé believed Lopez \
(he) had ever seeno and had tried to engage h

According to APD, the gun turned out to be a large car ashtray that had been in the vehicle
Lopez was driving with dimmedeadlights and no taillights when police spotted him near the
intersection of Central Avenue and 50th Street around 3 a.m. on Feb. 8, 2009.

A grand jury cleared Montgomery of any wrongdoing in the shooting, as did an APD Internal
Affairs investigation.

Bacas aw things differently. I n Tuesdayds judgme

DAAndrew Lopez was not armed with a gun or an
fatal shot. o

DMont gomery told investigators the dagrinafter t
order to see what was in Andrew Lopezds hands
before a grand jury that he had seen met al i n

DMont gomery fAnever considered that Andrew Lop:¢
Montgomery testifiedhat he believed that Lopez was shooting at him, even though Lopez
wasno6t ar med.

DMont gomeryds Atesti mony was not credible. 0 Ng
Henckel, who had been riding in a police car with Montgomery on the night of tbenghand
had also pursued Lopez up the driveway on foot.



DAShortly after the pursuit began, an APD of fi
two-door, 1981 Buick Regal (Lopez was driving) matched the description of a silveddour

late malel Chevrolet Impala that was reported to have been involved in a shooting earlier in the
morning. o0 That Amisidentification é hedightene
speed pursuit and tainted the perceptions of the officers involved infthur sui t . 0

Attor

ne Mar k and Joe Fine, who represented
appl aud

y s

ed Bacaods decision.

AJudge Bacads ruling was a sound rejection of
for Andrew L®epdihesdevatoh ,eo ithh a statement to t
numerous mistakes, and misjudgments which led to, and caused, the needless shooting of a

young Albuguerque man who was unarmed, and posed no threat to anyone. The decision

reaffirms the rie of law, and gives notice that the courts will hold APD officers accountable for

the negligent shooting of one of our <citizens

0 This article appeared on page Al of the Albuquerque Journal
Cutinei BACA: Said officers made fAmisjudgment so

APD to buy 33%-plus AR-15 rifles

Created: 07/09/2014 10:39 PM
By: Ryan Luby, KOB Eyewitness News 4

New Mexico's largest police department, mired in controversy over the use of excessive force, is
about to supply militanstyle weapons to officers using taxpayer money

The investigative team at KOB Eyewitness News 4 learned that Albuquerque Police awarded a
bid to a local vendor for the purchase of-ARifles-- the type of gun used to kill James Boyd
in the foothills in March.

According to the request for bid, whielnded two weeks ago, the department would likely
purchase 350 guns in the first year of a-ye@r contract. Thereafter, it would order quantities of
50 as necessaryYou're asking for trouble, in my opinion," Peter Simonson, Executive Director
of the ACLU of New Mexico said.

Simonson was unaware of the department's purchasing plans until KOB contacted him. He
thought APD was moving away from using higbwered weapons after the Department of
Justice said APD officers have a "pattern and practice" ofj@sioessive and deadly force.

"l think it sends a contradictory message to the public, and I think it should raise concerns about
how seriously they're actually taking the DOJ reforms," he said.



In May, Chief Gorden Eden told officers they could no loragery their personallpwned
weapons- including AR 15s-- in the field. The DOJ found that officers would purchase
expensive weapons and viewed them as "status symbols."

Two weeks ago, thaCLU released a repowthich found local police departments, nationwide,
are becoming more and more militarized.

"I don't think it's militarizing the department,” APD Uni&mnesident Stephanie Lopez said of the
AR-15 purchasing plans.

She said roughly 320 APD officers are trained to shoot Fflgraining they paid for
themselves.She said they rightfully requested the department to purchases rifles after they were
told to leave their own at home.

"Because that training shouldn't go to waskbere is a need to have these weapons on the street
and within the department,” she said.

Lopez referred to the shooting rampage led by suspect Christopher Chase in October. He was
dressed in body armor and targeted officefsefore and during a mildeng chase through
Albuquergue- using an assault rifleLopez said officers were able to stop him using weapons
similar to AR 15s. She said standatidsue handguns and shotgunsewmdrenough.

"They were ineffective," she said. They were unable to disable the car Chase was driving.

KOB requested Chief Gorden Eden to address the purchasing plaamera, but his
spokesperson said he was unavailable on Tuesday.

Through a statemergpokesperson Janet Blair said:

"The rifles were ordered as replacements for officers' authorized persowalgd rifles. They

are being issued only to officers who are qualified to carry rifles and do not represent an increase
in the number of rifles caed by APD officers.Chief Gorden E. Eden, Jr. ordered replacement

side arms for all officers in a move towards standardization of weap®hiy.is an extension of

that program to ensure that officers who are authorized to use certain equipmemigatieeusi
standardized equipment issued by the Departm@&hie replacement rifles are the standard type

of rifle used commonly by police departments throughout the United States and may be
purchased by any person at a commercial retailer. The rifles grsixapately $1000 each and

the bid was awarded to a local vendor."

Although other departments use the weapons, they sometimes bring controversy. For
instanceBoston police squabblagith a new mayor in late December over plans to purchase 33
AR-15 rifles. Albugquerque Mayor Richard Berry's staff said the mayor would not comment on
the purchasing plans since his office was ngioasible for them.

Note: A previous version of this story identified an A as a militarygrade weapon when in
fact it is not. The ARL5 is the civilian version of the militargrade M16.


https://www.aclu.org/smart-justice-fair-justice/aclus-report-police-militarization-finds-weapons-and-tactics-war-used
http://www.foxnews.com/politics/2013/12/30/incoming-boston-mayor-police-clash-over-ar-15-proposal/

Government counterterrorism program targeted in lawsuit by civil liberties groups. They
say program to report suspicious activity leads to investigation of ordinary people

BySari HorwitzZluly 12014

A government counterterrorism initiative that colleats atores information about alleged
suspicious behavior has been challenged by civil liberties groups, which filed a lawsuit Thursday
claiming the program leads to the investigation of people involved in no criminal activity.

The lawsuit, filed in San Frarsco by the American Civil Liberties Union aAgian Americans

Advancing Justicé\sian Law Caucuswas brought on behalf of five men who said they were
unfairlytargetd by t he governmentds Suspicious Activi
years ago to share information that could detect, prevent or deter a terrorist attack.

The lawsuit says plaintiffs came under government scrutiny for taking photographs, trying to
computers or standing in a train station.

AThis domestic surveil/l
encourages racial and r
with the ACLU of Northern California

p-prategtedaactivities, on g | vy

ance t
eligious profiling and

One of the plaintiffsJames Prigoffis an 86yearold photographer who has lectured at

universities ad has had his work exhibited at the Smithsonian and other museums. The FBI
went to his home in Sacramento and questioned a neighbor about him after he photographed a
piece of public art in Boston called the Rainbow Swash, which is painted on a-gasiral

storage tank.

AAl I I was doing was taking pictures in a pub
terrorism database for decades, 0 Prigoff said
government i1isnd6t suppos8ee not beotmgcanyghiyog

The FBI visited Prigoff several months after security guards at the Rainbow Swash told him to
stop taking photographs.

The Suspicious Activity Reporting initiative, operated by the Justice Department, the
Department of Homand Security and state and local law enforcement, stores information about
tens of thousands of citizens and legal U.S. residents who have not been accused of a crime but
have appeared, in the eyes of a police officer, neighbor or security guard, Uspaciosisly.

A 1978 Justice Department regulation prohibit
informationo unless there is reasonabl e suspi
the Justice Departmentds e¢$ aodlaydbébavibe SAR
indicativeo of terrorism planning fior il licit

The Justice Department did not immediately respond to a request for comment.


http://www.washingtonpost.com/pb/sari-horwitz
http://www.advancingjustice-alc.org/
http://www.advancingjustice-alc.org/
https://www.aclunc.org/
http://www.at149st.com/prigoff2.html

Anot her plaintiff in the |l awsuit, W Mag Gil |,
Subject in Possession of Flight Simulator Gam
obtained by the ACLU of California through a Public Records Act request. He was identified as
Aworthy of noteo because he eamoerdbedcctcor disha
information the ACLU obtained.

AThe only reason that someone deemed Mr. Gil/
not because he has done anything wrong, o said
Advancing Jusce-Asian Law Caucus.

Detroit police chief gives credit to armed citizens for drop in crime

George Hunter The Detroit News

Detroitd Fed up with crime, some armed Detroiters have developed itchy tfiggersd and
Police Chief James Craig said lawbreizkare getting the message.

In the latest incident, police say ang&arold who was beaten and robbed inside his east side
home last week probably thought he was defending himself against attackers when he opened
fire Monday on a television news crew.

On Thursday, a woman appeared on his front porch asking for help, and when he opened his
door, two men rushed in, assaulted him and tied him up with a phone cord before robbing him of
several items.

A reporter from Channel 2ordnWhd Bireet Mamday, &nd d o n t
conducted a short interview, although the man, whose name was not released, would not open his
door. After a crew from Channel 7 (WXYZ) came
No one was hurt, and the bullet lodgetb a tree.

Police took the man into custody, where he is undergoing a psychological evaluation, Assistant
Chief Steve Dolunt said.

Al think he was traumati zed; he got beat up p
went onto his porch, heawy have thought she was the woman who had tricked him, and he
probably thought he was defending himself. o

Dolunt said police are investigating the matter, and it will be up to prosecutors to decide whether
to bring charges.



The incident was the latest irsaing of homeowners opening fire to defend themselves,
although after a flurry of such shootings ear
reported incident since May® an indication that criminals are thinking twice about breaking
intopeoplé s houses, Craig said.

Detroit has experienced 37 percent fewer robberies in 2014 than during the same period last year,
22 percent fewer breaks of businesses and homes, and 30 percent fewer carjackings. Craig
attributed the drop to better police workdacriminals being reluctant to prey on citizens who

may be carrying guns.

ACri minals are getting the message that good
said Craig, who has repeatedly saidtiowmkebel i ev
away from the good work our investigators are doing, but | think part of the drop in crime, and
robberies in particular, is because criminals are thinking twice that citizens could be armed.

Al candt say what spec, fhuwt ptelrecreend sa gneo i gsu ecsatuisc
had an effect, o Craig said.

Craig made national news in January, when he told The Detroit News he believed armed citizens
deter crim&d an unusual stance for an urban police chief. In May, the chief was featued

NRA publication, Americaéb6és 1st Freedom, in a
Detroit, o0 in which Craig reiterated his suppo

Through the years, various studies have reached different conclasiasether tighter gun

laws equal less crime. A 2013 study by the American Journal of Public Health found that the
states with the loosest restrictions on gun ownership had the highest gun death rates. But a 2007
Harvard University study found that bangiguns would not have an effect on murder rates.

Josh Horwitz, director of the Coalition to Stop Gun Violence in Washington D.C., insisted
citizens with guns dondét deter cri me.

AOur position is, more guns equal astedmauesebutcr i me
the empirical evidence shows the states with the lowest gun ownership and the tightest
restrictions have the fewest instances of gun violence.

Detroit resident Al Woods, a sealiescribed former criminal who is now an avitlence
advocateand author, agreed criminals are thinking twice about attacking citizens.

il f I was out t

h ng people these
guns, I know | 6d i n

k my game pl an

Crai g sai dieJegundwmership deters trimihals from attacking other criminals.
AThey automatically assume another criminal
who are thinking of robbing a citizele; they
ar med. o

(@)}
—_ =



Bill Welborne, 80, a former Tuskegee Airman and Korean War veteran, said he agreed with
Craig.

Al have a pistol and a shotgun, 06 said Welborn
broke into his west side house and stole hiscoincallecti A Wi t hout a doubt , i
danger, | woul dndét hesitate to shoot. o

Dianne Feinstein's Outrageous Underestimate of Civilian Drone Deaths

By Conor Friedersdoiffeb 11 2013,
The powerful Democratisenator says that fewer than 10 civilians per year are typically killed
by America's targeted killing programdespite extensive evidence to the contrary.

As chair of the Senate IntgJlence Committee, Dianne Feinstein bears more responsibility than
anyone in America for ensuring that Congress conducts vigilant oversight of President Obama's
targeted killing program. Last week, during remarks at the beginning of John Brennan's
confirmaton hearings, the California Democrat spoke about her desire for more transparency
from the executive branch, and then made a striking claim about the number of civilians the U.S.
is Killing:

I've been calling for increased transparency on the use ofddrpece for over a year, including

the circumstances in which such force is directed against U.S. citizens aotizens alike.

I've also been attempting to speak publicly about the very low number of civilian casualties that
result from such strike$ve been limited in my ability to do so. But for the past several years,

this committee has done significant oversight of the government's conduct of targeted strikes,
and the figures we have obtained from the executive branch, which we have doneostitatm
verify, confirm that the number of civilian casualties that have resulted from such strikes each
year has typically been in the single digits.

Feinstein is explicitly trying to assure Americans privy to less information than she is that, if
they cold just see the truth, they'd be relieved that so few innocent people are killed in their
name. It scarcely needs to be said that it would be despicable to lie about something like that;
and that spreading false information out of ignorance or lack odlitigence would be deeply
irresponsible for someone in her position, as it would mislead her fellow citizens, damage public
discourse, and undermine the credibility of the committee she is charged with stewarding.

Well, prepare to think less of Feinstein.

Her claim that civilian casualties have "typically been in the single digits" for "several years"
was imprecise. To evaluate it charitably, let's look at the years 2009, 2010, 2011, and 2012, the
same span she has served as chairman. In thagdagperiod, do civilian casualties average no
more than nine per year, or about 36 total? Are they anywhere close to that estimated figure?

Or are the civilian deaths actually much higher than that number?
Independent researchers believe that Feinsteinasgy The Bureau of Investigative Journalism

is one of several organizations that estimate deaths by drotieeiByeckoningthe minimum
number of ovilians killed in drone strikesvithin Pakistan alonare 119 in 2009, 97 in 2010, 68



http://www.thebureauinvestigates.com/wp-content/uploads/2012/07/Civs-Per-Year-Dash28.jpg

in 2011, and seven in 2012. That's a total of 291 civilians killed, 64 of them children. Remember,
that doesn't include civilians killed by drones in Yemen or Somale&réjust talking about
strikes in Pakistan since Obama took office.

The New America Foundation is another organization that estimates the number of civilians
killed in drone strikes. I've been critical of their numbers in the past because, for reasons |
explainhere they almost certainly systematically underestimate the number of civilians that are
killed. By their cout, drone strikes within Pakistan killed a minimum of 66 civilians in 2009, 16
in 2010, 56 in 2011, and five in 2012, a total of 143 civilians killed. Again, that's only in
Pakistan.

For Feinstein to be correct, these two organizations, with their indepetallies, wouldn't just

have had to get theminimumcivilian casualties figure wrong, they'd have had to wildly
overestimate the numbereven though, considering their methodologies, underestimates are
more likely. Keep in mind that these organi@as didn't even look at all the drone strikes
conducted in Pakistan, just the ones that made it into the press; and that it's widely reported that
the drone war has shifted away from Pakistan and into Yemen and Somalia in the last year or
two.

Another way to prove Feinstein wrong would be to find specific examples of strikes that caused
more civilian casualties than she claims. In 2009, there was a targeted killing* that Dexter

Filkins laterreported orfor The New Yorkeinitially, the Yemeni government claimed

responsibility for the attack, saying it killed 34 Al Qaeda fighters. Later, American officials
confirmed that we're the ones whanducted the attack. Filkins went to Yemen to interview eye
witnesses. "I met a fifteeyearold girl named Fatima Ali, who, when she rolled up the sleeves

of her chador, showed me terrible burns," he said, describing just a small portion of his reporting.
"Another girl was missing a finger. Her mother, she said, had been killed by the strike."

As he relayed last week:

Some months after the attack in Al Majalah, Amnesty International released photos showing an
American cluster bomb and a propulsion urottira Tomahawk cruise missile. A subsequent
inquiry by the Yemeni parliament found that fourteen Al Qaeda fighters had beenkiledg

with forty -one civilians, including twentythree children.

Later, when | spoke to American officials, they seemediigety perplexedThey didn't deny

that a large number of civilians had been killed They felt bad about it. But the aerial

surveillance, they said, had clearly showed that a training camp for militants was operating there.
"It was a terrible outcome," aamerican official told me. "Nobody wanted that."

That single acknowledged incident in Yemen, a country whose civilian casualties we've so far
ignored in this article, disproves the claim that civilian casualties in 2009 were in the single
digits.

Law-school clinics at NYU and Stanford collaborated on another research report on drones.
What follows are their conclusions ab@usingle drone striken March 17, 2011 in Pakistan.


http://www.theatlantic.com/politics/archive/2012/07/flawed-analysis-of-drone-strike-data-is-misleading-americans/259836/
http://www.newyorker.com/online/blogs/comment/2013/02/john-brennan-and-the-truth-about-drones.html

The excerpt is lengthy so that you can judge for youtiselfevel of detaithey were able to

gather. Here it is:

On the morning of March 17, 2011, the US deployed a drone to fire at least two missiles into a
large gatherig near a bus depot in the town of Datta Khel, North Waziristan. To this day, US
officials publicly insist that all those killed were insurgents. That position, however, is

contradicted by a range of other sources, including the Pakistani military, aenaeap

investigation by the Associated Press, interviews with attorneys, and the testimony of nine
witnesses, survivors, and family members gathered for this report. This evidence suggests that at
least 42 were killed, mostly civilians, and another 14regu

According to those we interviewed, on March 17, some 40 individuals gathered in Datta Khel
town center. They included important community figures and local elders, all of whom were
there to attend a jirgahe principal social institution for decisionaking and dispute resolution

in FATA. The jirga on March 17 was convened to settle a dispute over a nearby chromite mine.
All of the relevant stakeholders and local leaders were in attendance, including 35 government
appointed tribal leaders known aslikg, as well as government officials, and a number of
khassadars (government employees administered at the local level by maliks who serve as a
locally recruited auxiliary police force). Four men from a local Taliban group were also
reportedly present, dseir involvement was necessary to resolve the dispute effectively. Malik
Daud Khan, a respected leader and decorated public servant, chaired the meeting.

The jirga had been convened in Datta Khel's Nomada bus depot, an open space in the middle of
town large enough to accommodate over 40 people as they sat in two large circles about 12 feet
apart. Though drones were hovering daily over North Waziristan, those at this meeting said they
felt "secure and insulated” from the threat of drones, because imsseBsment at the time,

"drones target terrorists or those working against the government." This, in contrast, was a jirga,
a governmensanctioned meeting, held to ensure "no problems occurred in the area@mel no
would pose problems for the governmértccording to a Pakistani military commander in

North Waziristan, Brigadier Abdullah Dogar, the maliks had even taken care to alert the local
military post of the planned jirga ten days beforehand.

At approximately 10:45 am, as the two groups were ezgjagdiscussion, a missile fired from a

US drone hovering above struck one of the circles of seated men. Ahmed Jan, who was sitting in
one of two circles of roughly 20 men each, told our researchers that he remembered hearing the
hissing sound the missf#enade just seconds before they slammed into the center of his group.
The force of the impact threw Jan's body a significant distance, knocking him unconscious, and
killing everyone else sitting in his circle. Several additional missiles were fired sablea of

which hit the second circle. In all, the missiles killed a total of at least 42 people. One of the
survivors from the other circle, Mohammad Nazir Khan, told us that many of the dead appeared
to have been killed by flying pieces of shattered so&nother witness, Idris Farid, recalled that
"everything was devastated. There were piecbedy pieces- lying around. There was lots of

flesh and blood."

Khalil Khan, the only son of Malik Hajji Babat, one of the khassadars present at the jisga, wa
the Datta Khel bazaar when he heard about the strike. "We were told in plain words that none of
the elders that had attended survived. They were all destroyed, all finished." Khalil Khan


http://livingunderdrones.org/wp-content/uploads/2012/10/Stanford-NYU-LIVING-UNDER-DRONES.pdf

immediately went to the Nomada depot to try to find his fatren he arrived at the scene of

the strike, he found injured victims and the bus depot in flames. Unable to identify the body parts
lying on the ground, all Khalil Khan could do was "collect pieces of flesh and put them in a
coffin.” Idris Farid, who surwied the strike with a severe leg injury, explained how funerals for

the victims of the March 17 strike were "odd and different than before." The community had to
collect the victims' body pieces and bones and then bury them like that,” doing their best to
"identify the pieces and the body parts" so that the relatives at the funeral would be satisfied they
had "the right parts of the body and the right person.”

The trauma of the strike was felt not only by those who witnessed its immediate aftermath, but
also by the families left behind. Nearly all of those killed were the heads of large households,
who used the government allowances they received through their positions as maliks and
khassadars to support their households and fund small businesses. MdliKH2am, who led the

jirga, was a governmeiatppointed counselor for all of North Waziristan, serving as a political
liaison between the Pakistani government and military and the other tribal leaders. He oversaw
jirgas throughout the region, and used Hisv&ance, "which was respectable for a decent

family," to support six sons and the sons of his brothers. Another malik, Ismail Khan, left behind
a family of eight, of whom only two are males old enough to work. The khassadar Hajji Babat
also left behind asther household of eight; his son now struggles to support them. Because these
men held government positions reserved for elders with "experience and years of wisdom," their
sons cannot take over their offices. The sons have little hope of finding emplayaiewould

provide a standard of living afforded by the allowance of a malik or a khassadar. Babat's son,
Khalil Khan, who spent over a decade working as a driver in the United Arab Emirates, told our
research team that he often thinks of trying tolymad again so that he can earn money to

support himself. "But if | go," he worries, "what will happen to my family?" The Pakistani
government offered to compensate the families with three lakhs (300,000 rupees, or
approximately US $3,200) for each marddl, but most did not take the compensation. "Our

elders were worth much more than that .... We had lost an entire community of elders."

Some men who survived are now unable to work or earn the living they could before the strike.
Ahmed Jan, a malik whosed to supplement his allowance by working as a driver, woke up in a
hospital in Peshawar after the strike and learned he needed five to six lakhs (approximately US
$5,300 to US $6,350) worth of surgery to implant a rod in his leg and to stop the bleeating

his nose and face. Since then, he has lost most of his hearing and the use of one foot. Unable to
operate a car, he now depends on his sons, who are also drivers, to support his household. Idris
Farid, in addition to living with rods implanted in hég, told us that the trauma of the strike has
caused him to forget "the little bit of education that | [had] gotten when | was little," and has left
him terrified of loud noises "because | think it might be a drone."

The precise number of people who diedhe March 17, 2011 strike has never been determined,
though nearly all available sourcesncluding the survivors with whom our researchers speke
put it at close to 40 or higher. An independent investigation bsdkeciated Pregsut the
numberat 42. Pakistani intelligence officials initially reported that 12 or 13 of the dead were
Taliban militants, but the Associated Press investigation found that it was likely only four. Of
those four, only one, Sherabat Khan, has ever been identified by TiBidgin separate
investigations, has so far obtained the names of 24 civilians killed who died in the strike.



Once againa single incidentinvestigated thoroughly by independent parties, is sufficient to
contradict Feinstein's claim for another calengear. Understand that Feinstein didn't

investigate this strike like the Associated Press, nor did she travel to Pakistan and interview eye
witnesses like the NYU/Stanford project. She got her information from the Obama
Administration.

Recall that thiss the same White House that has withheld all sorts of information about the
drone program from Congress; recall that three former senior intelligence otfidittise New

York Timeghat the Obama Administration's seemingly {ball estimates had them in disbelief;
recall most of all that "Mr. Obama embraced a disputed method for counting civilian casualties
that did little to box him in. Itn effect counts all militanage males in a strike zone as
combatants, according to several administration officials, unless there is explicit intelligence
posthumously proving them innocent.” And recall that the CIA has lied about its activities
before.

So why is Feinstein putting stock in their numbe®g@ncer Ackermawas able to asker that
guestion last week:

Feinstein and several other senators during the hearindheditiA materially misrepresented to
Congress key facts about the quality of information it received from its9pbktorture and
detentions program. That revelation came from the commitesEstly completed 6,068age
reportinto those programs. But since the report is still classified, senators couldn't say outright
that the CIA lied to them. Brennan said that the misstatements made by CIA about torture called
into question the s for hispublic statements years athat torture extracted valuable

information for counterterrorist operations. "I have to determine what the truth is," Brennan said.

But if the CIA misled Congress about torture, how can the committee be confident it's not
misleading Congress about civilian deaths from drones?

"That's a good question, actually,” Feinstein said when Danger Room asked. "That's a good
guestion."

She said shielt the CIA wasn't "defensive" of the drones in the way it was defensive of the
torture program, however.

That's her response in the face of all the independent researchers, analysts, and former senior
intelligence officials who disagree with her assesgntghe "felt" the CIA wasn't defensive on
drones.

There is no reason to treat Feinstein's claim about civilians killed as if it is credible. All the
publicly available evidence is arrayed against her position. Her defenders cannot even say what
sort ofclassified information would, if revealed, dramatically refute the careful work of multiple
independent drone researchers, whose methodology is public. If Feinstein has credible objections
to the studies she can surely voice them without revealing ctassiformation. And she isn't

even willing to acknowledge that the party whose estimates she is trusting has clear incentives to
lie and a methodology for counting "militants” that is obviously flawed.

Finally, there is the fact that the CIA is knowretagage, without the need for White House
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approval, in "signature strikes" within Pakistan, where they don't even know the identities of the
people they're killing. Is Feinstein being deliberately misleading by giving an estimate for
"targeted killing" thatloesn't include signature strikes? We're unlikely to ever know what she is
really thinking, but unless she addresses the matter again with more compelling arguments, there
is every reason to believe that her utterances are misleading and incorrect.

Working to Counter Online Radicalization to Violence in the United States

The American public increasingly relies on the Internet for socializing, business transactions,
gathering information, entertainment, and creatingsdrading content. The rapid growth of the
Internet has brought opportunities but also risks, and the Federal Government is committed to
empowering members of the public to protect themselves against the full range of online threats,
including online radicatation to violence.

Violent extremQabéi daoapd btéti aefaliates and a
groups, aovdreign citzdre nH  afir eng dnlne teots amgl resources to propagate
messages of violence and division. These groups use the Internet to disseminate propaganda,
identify and groom potential recruits, and supplement theiwwedd recruitment effortsSome
members and supportesthese groups visit mainstream fora to see whether individuals might

be recruited or encouraged to commit acts of violence, look for opportunities to draw targets into
private exchanges, and exploit popular media like music videos and online video
games.Although the Internet offers countless opportunities for Americans to connect, it has also
provided violent extremists with access to new audiences and instruments for radicalization.

As a starting point to prevent online radicalization to violencearhttimeland, the Federal

Government initially will focus on raising awareness about the threat and providing communities

with practical information and tools for staying safe online. In this process, we will work closely

with the technology industry to cddsr policies, technologies, and tools that can help counter

violent extremism online. Companies already have developed voluntary measures to promote

Il nternet safety b such as fraud warnings, 1ide
will collaborae with industry to explore how we might counter online violent extremism without
interfering with lawful Internet use or the privacy and civil liberties of individual users.

This approach is consistent with Internet safety principles that have helpecbkeinities

safe from a range of online threats, such as cyber bullies, scammers, gangs, and sexual predators.
While each of these threats is unique, experience has shown thatiafevelled public, armed

with tools and resources to stay safe onlineritecal to protecting communities.

Pursuing such an approach is also consistent with the comnrtasiég framework we outlined

in Empowering Local Partners to PraweViolent Extremism in the United Statewl the

Strategic Implementation Plan for Empowering Local Partners to Prevent Violent Extremism in
the United States
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A New InteragencyWorking Group

To more effectively organize our efforts, the Administration is establishing a new Interagency
Working Group to Counter Online Radicalization to Violence, chaired by the National Security

Staff at the White House and involving specialistsanntering violent extremism, Internet

safety experts, and civil liberties and privacy practitioners from across the United States
Government. This Working Group will be responsible for developing plans to implement an

Internet safety approach to addresbre violent extremism, coordinating the Federal
Government 6s activities and assessing our pro
additional activities to pursue for countering online radicalization to violence.

Raising Awareness through Existing hitiatives

In the coming months, the Working Group will coordinate with Federal departments and
agencies to raise awareness and disseminate tools for staying safe from online violent extremism
primarily through three means.

First, information about onlingiolent extremism will be incorporated into existing Federal
Government Internet safety initiativeBiternet safety initiatives at tli2epartment of Education

the Federal Bureau of Investigatipthe Federal Trade CommissiptheDepartment of

Homeland Securityand other agencies provide platforms that already reach millions of
Americans, and relevant departments and agencies will work to add materials related to online
radicalization.

The primary government platform forisang awareness about Internet safet@isSuard

Onling managed by the Federal Trade Commission and involving 16 departments and agencies,
including the Department of Homeland Security, the Department o€duatid the Department

of Education.OnGuard Online i n addi tion to other Feder al Gc
platforms likeStop.Think.ConneandSafe Online Surfing wi | | begin includin;i
about online violent extremisniThis information also will be posted on tBeuntering Violent

Extremismh o mepage on the Depart men tandoddatdd tomeiecta nd Se
new best practices and research.

Second, the Federal Government will work with local organizations throughout the country to
disseminate information about the thre@mne reson for the success of Federal Government
Internet safety awareness efforts is that they work closely with local organizatisnsh as

school districts, Parent Teacher Associations, local government, and law enforéetoent
communicate to communitiet.aw enforcement is a particularly important partner in raising
awareness about radicalization to violence and is already developing materials with support from
the Department of Justice. Law enforcement departments and agencies have established Internet
safety programs and relationships with community members and local organizations that can
reach multiple audiences with critical information about the threat of online violent extremism
and recruitment. Departments and agencies will provide the latestrasses of this threat to

our local partners and encourage them to incorporate this information into their programs and
initiatives.
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Third, departments and agencies will use our preexisting engagement with communities to
provide information about Interneafety and details about how violent extremists are using the
Internet to target and exploit communitidd.S. Attorneys throughout the country, who

historically have engaged with communities on a range of public safety issues, are coordinating
these Fedal engagement efforts at the local level, with support from other departments and
agencies, such as the Department of Homeland Security, the Department of Health and Human
Services, and the Department of EducationS. Attorneys and others involved innamunity
engagement will seek to incorporate information about Internet radicalization to violence into
their efforts, as appropriatét the same time, the Federal Government will engage with State,
local, and tribal government and law enforcement offidia learn from their experiences in
addressing online threats, including violent extremism.

Going Forward

As the Federal Government implements this effort in the coming months, we will continue to
investigate and prosecute those who use the Internetratrothers to plan or carry out acts of
violence, while ensuring that we also continue to uphold individual privacy and civil

liberties. Preventing online radicalization to violence requires both proactive solutions to reduce
the likelihood that violehextremists affect their target audiences as well as ensuring that laws
are rigorously enforced.

RED ALERT: The Gold Police HaveArrived!

This is becoming disturbing trend

Law Requires Any Consumefselling# Gold To Submit To Fingerprints And Mugshots

Last week the Houston City Council passed an ordinance requiring people who sell precious
metals to be fingerprinted and photographAdcording toKTRK-TV, t he or di nance i
to help track down criminals who try to resell stolen valuables."

"Gold -buying businesses will now be required to photograph and fingerprint sellers as well
as photograph the items that are being sold to thdealer"

In other words, citizens who sell gold will be considered criminals until they demonstrate
otherwise

Altdés going to allow us the -¢o0dl sewekegstahegft:
going on in the ciotry buwlged talheresi, 06 Houch merr iPod i
told the news station last Wednesday.

Audi S8s, Shelby Mustangs, BMW M5s, Dodgeargers’ and Honda S2000 roadsters

are stolen thousands of times a yaad yet people who own them are not required by

government to be fingerprinted and photographed in oodeelt their cars. Ditto folks who sell
expensive items at pawn shops or on eBay. Can you imagine the chaos in commerce that would
occur if every item over say $1,000 requireddbger# to surrender fingerprints and
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photograph$ more accurately, mugshdtsvhich the buyer would be obliged under penalty of
law to submit to the state within 48 hours?

"No precious metals thief is going to agree to a meghot and thumbprint,” said Houston
City Council Member Helena Brown in response to the law.

"That 6s | i ke declaring that the thi@ves are ¢
ludicrous. 1 donét know who told HPD Itthéast ntohti sg oiisn gg «
help anyone, but rather it will be damaging to an industry and to our selrespect and

liberty ." Gold Sellers in Houston Must Submit Fingerprints & Mugshethis the start of a

trend:

Home Invasons Jump 28% 10 deadly mistakes to avoid a brutal home invasion
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Riot being used to track someone on Google Earth.

A multinational security firm has secretly developed software capable of tracking people's
movements and predicting future behaviountiging data from social networking websites.

A videoobtained by th&uardianreveals how an "extrerrszale analytics” system created by
Raytheon, the wrld's fifth largest defence contractor, can gather vast amounts of information
about people from websites including Facebook, Twitter and Foursquare.

Raytheon says it has not sold the softwaramed Riot, or Rapid Information Overlay
Technology to anyclients. But the Massachuseliased company has acknowledged the
technology was shared with US government and industry as part of a joint research and
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development effort, in 2010, to help build a national security system capable of analysing
“trillions of entities" from cyberspace.
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The Riot search engine home page.

The power of Riot to harness websites for surveillance offers a rare insight into techniques that
have attracted interest from intelligence and national security agencies, at the same time
prompting civil liberties and online privacy concerns.

Using Riot it is possible to gain a picture of a person's lifieir friends, the places they visit
charted on a mapin little more than a few clicks of a button.

In the video obtained by thi&uardian, Raytheon's "principal investigator” Brian Urch explains

that photographs which users post on social networks sometimes contain latitude and longitude
details- automatically embedded by smartphones withiealted "exif header data". Riot pulls

out ths information, showing the location at which the pictures were taken. Riot can display
online associations and relationships using Twitter and Facebook and sift GPS location
information from Foursquare, a mobile phone app used by more than 25 millida fieajert

friends of their whereabouts. The Foursquare data can be used to display, in graph form, the top
10 places visited and the times at which they visited them.
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Riot being used to monitor someone's chieskat the gym.

Mining from public websgs for law enforcement is considered legal in most countries. But,
Ginger McCall, a lawyer at the Washingtbased Electronic Privacy Information Centre, said
the Raytheon technology raised concerns about how user data could be covertly collected
without oversight or regulation.

"Users may be posting information that they believe will be viewed only by their friends, but
instead, it is being viewed by government officials or pulled in by data collection services like
the Riot search.”

Raytheon, which madeakes worth an estimated $US25b in 2012, did not want its Riot
demonstration video to be revealed on the grounds that it says it shows a "proof of concept”
product that has not been sold to any clients.

Jared Adams, a spokesman for Raytheon's intelligamt@éérmation systems department, said

in an email: "Riot is a big data analytics system design we are working on with industry, national
labs and commercial partners to help turn massive amounts of data into useable information to
help meet our nationfapidly changing security needs. Its innovative privacy features are the
most robust that we're aware of, enabling the sharing and analysis of data without personally
identifiable information being disclosed."”

In December, Riot was featured in a new paRayftheon is pursuing for a system to gather data
on people from social networks, blogs and other sources to identify whether they might be a
security risk.

In April, Riot was scheduled to be showcased at a US government and industry national security
conference for secretive, classified innovations, where it was listed under the category "big data
analytics, algorithms".

Immigrants From Latin America and Africa Squeezed as Banks Curtail International
Money Transfers

By MICHAEL CORKERY
July 6, 2014 9:35 piuly 7, 2014 11:34 pm

As government regulators crack down on the financing of terrorists and drug traffickers, many

big banks are abandoning the besis of transferring money from the United States to other
countries, moves that are expected to reverse years of declines in the cost of immigrants sending
money home to their families.

While Mexico may be most affectéd nearly half of the $51.1 billiomiremittances sent from

the United States in 2012 ended up inthatcouhtty he banks & broad retreat
is affecting other countries in Latin America and parts of Africa as well. The banks are being

held accountable not only for the cusemwho directly use their money transfer services but


http://dealbook.nytimes.com/author/michael-corkery/

also for their role in collecting remittances from money transmitting companies and wiring them
abroad.

AThis is transforming the business and may i n
said Manuel Orozco, a senior fellow at the ImA@nerican Dialogue, a research group in
Washington.

JPMorgan ChasandBank of Americehave scrapped lowost services that allowed Mexican

immigrants to send money to their féies across the border. The Spanish bank BBVA is

reportedly exploring the sale of its unit that wires money to Mexico and across Latin America.

And in perhaps the deepest retrenchment by a l&ziigroupgd s Banamex USA uni t |
closed many of its branches in Texas, California and Arizona that catered to Mexicans living in

the United States and stopped most remittances tochl@si it faces a federal investigation

related to money laundering controls.

Regulators say the banking system was being exploited by terrorists and drug lords seeking to
launder money. While they have not banned banks from engaging in-higlhbusinesss like

money transfers to certain countries, they acknowledge that banks must now invest significantly
more to monitor the money moving through their systems or face substantial penalties.

But the government ds ef f oecivwlydutdhe banks into@lan i | | i
enforcement role, industry experts say. And the result is undercutting another public policy goal

0 helping immigrants, who are primarily low income, move into mainstream banking. Even

with the current relatively low rentéince fees, the costs can still add up. Some Latin American
immigrants say they regularly send three remittances a week to pay fionase school

supplies or rent.

Manuel Santiago, a 4earold Mexican living in Queens, said he sometimes pays $th a2
little as $20 at a time to his son and daught
come up irregularly, o0 he said.

The pendulum has swung so far, participants in the industry say, that regulators are pushing
banks out of some activitie®nsidered beneficial to the broader economy.

AThe money transfer business has become the w
tough they are, o said Paul S. Dwyer Jr., <chie
company based in Maryland Wit large focus on Mexico.

¢CKS I20SNYYSyiliQa STF2NIa (2 NR2(0G 2dzi Attt AOAG I OOA
enforcement role, industry expertsay. CreditDrew Angerer for The New York Times

Shut out by many large banks, moreof lwy er 6 s cust omer s are turnin
Mexico to pick up money sent from the United States, and some of those retailers charge money
transfer companies as much as doubl e the bank
recouping the additioh&osts by increasing the differengeor the spread between what

customers pay in dollars and what their family members receive in Mexican pesos.
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A World Bank reporbn remittanes found that the costs had been steadily falling over the last
five years. But industry experts are expecting that trend to reverse.

A spokesman fowestern Unionone of the largest remittance players, said the company was
among those capturing business from the banks.

While immigrants say they have not noticed broad price increases from companies like Western
Union, industry experts say higher costs are inevitable with fewer banks acting as middlemen for
money transmitters.

Alf you are the only game in town, you may be
head of global remittance serviced\&lls Fargo adding that the bank has not passed increased
regulatory costs to customers, leading to a decline in profits.

Many banks hd considered remittances an attractive business because they generated steady
fees and required little capital. In some cases, remittances could satisfy Community
Reinvestment Act requirements to serve a certain percentage-ofdome customers.

But theregulatory pressures and increased costs of compliance have started to outweigh the
potential profits.

JPMorgan stopped its Rapid Cash program in November, partly because the bank grew
concerned about some of the risks, a spokeswoman said. As pagrogitsm, JPMorgan had
teamed up with the large Mexican bank Banorte. Many people picking up remittances in Mexico
sent from Chase branches in the United States were not customers of Banorte, making it more
difficult to monitor them.

Last year, Bank of Am@a canceled its SafeSend product, regarded as one of the least

expensive ways for immigrants to send money to Mexico. A spokeswoman said the bank
canceled the product because of #Alimited dema
declined to commedron the possible sale of its Bancomer Transfer Services unit.

Some banks still make certain wire transfers to Mexico, but the costs of such services can be five
times as high as a typical remittance, making it prohibitive for many immigrants.

Even if bank invested in new software to screen for worrisome transactions, they would still

have to manually investigate many suspicious activities and report them to regulators. Banks fear
that a single mistake could lead to costly penalties like the $1.9 bidtdaraent that the British
bankHSBCagreed to pay over money laundering issues in 2012. HSBC has stopped paying out
remittances at its Mexican branches.

And the heightened diligence can slow, or even stop, vital payments.
Domingo Garcia, a 3gearold limousine driver in Los Angeles, said he grew frustrated with

Wel l s Fargo when one of highly$1f580meildd fo&lsar. ntheni t t an
same week, he said, family members had tried to send another large remittance. His mother
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needed the money to pay for her chemotherapy

would not give her the medicineunt t hey were paid, 06 Mr. Garci a
Well s Fargo declined to comment on a specific
number of causes for delays, including effort

amount of transfers allowexhch month. While the bank remains committed to Mexico, it has
slowed the expansion of its money transfer network to othefriggltountries.

Citigroupds Banamex USA, which has been ensna
laundering, is aexample of how compliance problems at an obscure affiliate can have serious
consequences for a global bank like Citigroup. The New York parent has removed many of the
veteran managers at Banamex USA and imstalled
compliance systems, according to a person briefed on the matter.

Citigroup inherited the smal.l California bank
largest bank after BBVA Bancomer, in 2001. Because Banamex USA was overseen by

executivesatBanameb s headquarters in Mexico, it did nc
systems as Citigroupds units in the United St

money transfer companies in the United States to Banamex accounts in Mexico, péople i
remittance industry say.

In reality, it may be nearly impossible to fully monitor money flowing through some parts of the
world. Regulators worry, in particular, about remittances to Somalia, a haven for terrorist groups
with no formal banking systenBanks in the United States have had to wire money to banks in
Dubai. Much of the money is then moved into Somalia through a network of traders.

One of the few banks willing to take that risk is Merchants Bank of California. But in the face of
scrutiny flom regulators, the bank has told some money transfer companies in cities with large
Somali enclaves like Minneapolis that it may no longer be able to provide them with banking
services.

Merchants Bankés exit coul d b earaanmjorgouttdod w t o
income for a country that has suffered from recent famine, according to the antipoverty group
Oxfam.

AWedbre | ooking for alternatives, 0 said Abdul a
Group, a money transfer companyinMena pol i s t hat Merchants Bank
to be tough. o

Nearly 30% of Americans advocate for an armed rebellion
Published time: May 02, 2013 21:39

Nearly onethird of Americans say an armed revolution might need to occur in the next fewg/ears
prevent an escalating war against constitutional liberties, a new study finds.
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h ns
d that 29 percent of

According to the study, 2adarmed rewwlatiort mightbe Amer i c a
necessary in order to protect our libertles d ur i ng t he n-gexeh pefcenvsaid/ e ar s .

they disagreed with the statement entirely, with-brnief t h of t he sampl e sayi
how to answer.

When quizzing only the most conservative of respondents, though, the call for revolution is
supported by a much more significant chunk of the sample pool. PublicMind found that 44
percent of Repulicans polled in the survey agree that an armed revolt is the answer to an
apparent infringement of liberties. By comparison, 27 percent Independents agreed with the
statement, as did only 18 percent of Democrats polled.

Pollsters say thereisareasonfot hi s i nkling towards revoluti ol
surprise that it involves a constitutional right that has become increasingly more of a contested

issue among members of Congress and regular citizens alike in recent month. At the heart of this
issue, suggests PublicMind, is the gun control debate that has rekindled discussion of the Second
Amendment since | ast yearb6s Aurora, Colorado
According to the results of a second question asked during the styolyrcédit of Democrats

say Congress needs new gun laws to protect Americans from gun violence, but 65 percent of
Republicans are against any changes whatsoever to current legislation..

Alf there was a bipartisan moment after Sandy Hook to pass gun cogtrol¢el at i om, it 6s
Fairleigh Dickinson professor of political science Dan Cassino writes in the report that
accompani ePartisanhviews pave stranglyfes sert ed t hemsel ves, an

that theydél.lo get any weaker

AThe differencesiviews of gun legislation are really a function of differences in what people

believe guns are foro C a s s ilf yoa truly betieve an #@rmed revolution is possible in the

near future, you need weapons and riytotakbr e goi n
them away. 0

Earlier this week, RT covered a separate poll conducted recently by Fox News in which
respondent sWouwdcyowebe wilBng t® dive upisome of your personal freedom in

order to reduce the threat of terrori®m® T h e thatesareey whenacdupled with similar

ones made during the last dozen years or so reveals that Americans are less willing now to part
with personal freedoms in exchange for an added sense of security than they were after the
terrorist attacks of Septembgt, 2001.

AWhether or not the government overreacted in the immediate aftermath of 9/11 (and, given the
information available at the time, reasonable people can disagree), Americans then broadly
supported a vigorous domestic counterterrorism policy Rbzanshtein wrote for Lawfare

B | o ghis tinfie around, a rightgestrictive approach might not garner the same public support

0if indeed thatodés the roadothe government i nt



Pentagon preparing for mass civil breakdown

Social science ibeingmilitarizedto develop 'operational tools' to target peaceful activists and
protest movements

The Pentagon is funding social science research to model risks of "social contagions" that could
damage US strategic interests.

A US Department of Defense (DoBBsearctprogramis funding universities to model the
dynamics, risks and tipping points for largeale civil unest across the world, under the
supervision of variouslS militaryagencies. The mutnillion dollar programis designed to
develop immediate and lostgrm "warfightefrelevant insights” for senior officials and decision
makers in "the defense policy community,” and to inform policy implemented by "combatant
commands.”

Launchedn 2008i the year of the global banking cri$ishe DoD 'Minerva Research Initiative'
partners with universities "to improve DoD's basic understanding of the sadiatal,

behavioral, and political forces that shape regions of the world of strategic importance to the
us."

Among the projects awarded for the period 2Q047 is a Cornell Universithed study managed

by the US Air Force Office of Scientific Reseamhich aims to develop an empirical model "of

the dynamics of social movement mobilisation and contagions." The project will determine "the

critical mass (tipping point)" of social contagians by studying their "digital traces" in the cases of
"the 2011 Egypan revolution, the 2011 Russian Duma elections, the 2012 Nigerian fuel subsidy
crisis and the 2013 Gazi park protests in Turkey."

Twitter posts and conversations will be examined "to identify individuals mobilised in a social
contagion and when they lmene mobilised."

Another project awarded this year to the University of Washington "seeks to uncover the
conditions under which political movements aimed at l&gge political and economic change
originate," along with their "characteristics and consages.” The project, managed by the US
Army Research Office, focuses on "larggale movements involving more than 1,000
participants in enduring activity," and will cover 58 countries in total.

Last year, the DoD's Minerva Initiative funded a projectatetnin€Who Does Not Become a
Terrorist, and Whyvhich, however, conflates peaceful activists with "supporters of political
violence" who are different from terists only in that they do not embark on "armed militancy”
themselves. The project explicitly sets out to study-violent activists:
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"In every context we find many individuals who share the demographic, family, cultural, and/or
socioeconomic background tifose who decided to engage in terrorism, and yet refrained
themselves from taking up armed militancy, even though they were sympathetic to the end goals
of armed groups. The field of terrorism studies has not, until recently, attempted to look at this
control group. This project is not about terrorists, but alsapportersof political violence."

The project's 14 case studies each "involve extensive interviews with ten or more activists and
militants in parties and NGOs who, though sympathetic to rackeees, have chosen a path of
nonviolence."

| contacted the project's principal investigator, Prof Maria Rasmussen of the US Naval
Postgraduate School, asking why noaolent activists working for NGOs should be equated to
supporters of political violarei and which "parties and NGOs" were being investigatbdt
received no response.

Similarly, Minerva progranstaff refused to answer a series of similar questions | put to them,
including asking how "radical causes" promoted by peaceful NGOs ciedtd potential
national security threat of interest to the DoD.

Among my questions, | asked:

"Does the US Department of Defense ge#estmovements and st activismin different

parts of the world as a threat to US national security? If so, why? Does the US Department of
Defense consider political movemts aiming for large scale political and economic change as a
national security matter? If so, why? Activism, protest, 'political movements' and of course
NGOs are a vital element of a healthy civil society and demoenaby is it that the DoD is
funding research to investigate such issues?"

Minerva's programme director Dr Erin Fitzgerald said "I appreciate your concerns and am glad
that you reached out to give us the opportunity to clarify" before promising a more detailed
response. Instead, | receivie@ following bland statement from the DoD's press office:

"The Department of Defense takes seriously its role in the security Bhited Statesits

citizens, and US allies and partners. While every security challenge does not cause conflict, and
every conflict does not involve the US military, Minerva helps fund basic social science research
that helps increase the Department of Defense's understanauhgitodauses instability and

insecurity around the world. By better understanding these conflicts and their causes beforehand,
the Department of Defense can better prepare for the dynamic future security environment.”

In 2013, Minerva funded a University Blaryland project in collaboration with the US
Department of Energy's Pacific Northwest National Laboratory to gauge the risk of civil unrest
due toclimate changeThethreeyear $1.9 million projeds developing models to anticipate

what could happen to societies under a range of potentiatelichange scenarios.
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From the outset, the Minerva programme was slated to provide over $75 million over five years
for social and behavioural science research. This year alone it has been allocated a total budget
of $17.8 million by US Congress.

An intemal Minerva staff email communication referenced 2012 Masters dissertatiogveals
that the programme is geared toward producing quicktsethat are directly applicable to field
operations. The dissertation was part Miaervafunded project on "counteadical Muslim
discourse'at Arizona Stat University.

The internal email from Prof Steve Corman, a principal investigator for the project, describes a
meeting hosted by the DoD's Human Social Cultural and Behavioural Modeling (HSCB)
programme in which senior Pentagon officials said their pyiaras "to develop capabilities that

are deliverable quickly" in the form of "models and tools that can be integrated with operations."

Although Office of Naval Research supervisor Dr Harold Hawkins had assured the university
researchers at the outsettttiee project was merely "a basic research effort, so we shouldn't be
concerned about doing applied stuff’, the meeting in fact showed that DoD is looking to "feed
results” into "applications,” Corman said in the email. He advised his researchers tabithihk
shaping results, reports, etc., so they [DoD] can clearly see their application for tools that can be
taken to the field."

Many independent scholars are critical of what they see as the US government's efforts to
militarise social science in the s&re of war. In May 2008, the American Anthropological
Association (AAA)wrote to the US governmenbting that the Pentagon lacks "the kind of
infrastructure for evaluang anthropological [and other social science] research” in a way that
involves "rigorous, balanced and objective peer review", calling for such research to be managed
instead by civilian agencies like the National Science Foundation (NSF).

The followingmonth, the DoD signed a memorandum of understanding (MoU) with the NSF to
cooperate on the management of Minerva. In response, thecAdifonedhat although

research proposals walhow be evaluated by NSF's magview panels. "Pentagon officials

will have decisioamaking power in deciding who sits on the panels":

"é there remain concerns within the disciplin
supports the Pentagon's aganOther critics of the programme, including the Network of

Concerned Anthropologists, have raised concerns that the programme would discourage research

in other important areas and undermine the role of the university as a place for independent
discussio and critique of the military."

According to Prof David Price, a cultural anthropologist at St Martin's University in Washington
DC and author o¥veaponizingAnthropology Social Science in Service of the Militarized State
"when you looked at the individual bits of many of these projects they sort of looked like normal
social science, textual analysis, historical research, and so on, but whermgdurase bits up

they all shared themes of legibility with all the distortions of esieplification. Minerva is

farming out the piecgvork of empire in ways that can allow individuals to disassociate their
individual contributions from the larger projéec


http://repository.asu.edu/attachments/93938/content/tmp/package-DBgi6R/Nair_asu_0010N_11963.pdf
http://cidse.engineering.asu.edu/minerva-initiative-project-recognized-by-dod/
http://cidse.engineering.asu.edu/minerva-initiative-project-recognized-by-dod/
http://www.aaanet.org/issues/policy-advocacy/upload/Minerva-Letter.pdf
http://www.aaanet.org/_cs_upload/issues/press/22649_1.pdf
http://www.theguardian.com/science/anthropology

Prof Price hagreviously exposetow the Pentagon's Human Terrain Systems (HTS)
programme designed to embed social scientists in military field operatioastinely
conducted training scenarios set in regions "within the United States."

Citing a summary critique of the programme sent to HTS directors by a former employee, Price
reported thathe HTS training scenarios "adapted COIN [counterinsurgency] for
Afghanistan/lraq" to domestic situations "in the USA where the local population was seen from
the military perspective as threatening the established balance of power and influence, and
challenging law and order."

One wargame, said Price, involved environmental activists protesting pollution from-a coal
fired plant near Missouri, some of whom were members of thekmeivn environmental NGO
Sierra Club. Participants were tasked to "iderttiiyse who were ‘problesolvers' and those

who were 'problentausers,’ and the rest of the population whom would be the target of the
information operations to move their Center of Gravity toward that set of viewpoints and values
which was the 'desired erstlate’ of the military's strategy.”

Such wafgames are consistent with a raft of Pentagon planning documents which suggest that
National Security AgencyNSA) masssurveillancds partially motivated t@repare for the
destabilising impact of coming environmental, energy and economic shocks

James Petras, Bartle Professor of Sociology at Binghamton University in New York, concurs
with Price's concerns. Minenfanded social scientists tied to Perdagounterinsurgency
operations are involved in the "study of emotions in stoking or quelling ideologically driven
movements," he said, including how "to counteract grassroots movements."

Minerva is a prime example of the deeply narmimded and selflefeating nature of military
ideology. Worse still, the unwillingness of DoD officials to answer the most basic questions is
symptomatic of a simple factin their unswerving mission to defead increasingly unpopular
global system serving the interests of a tiny minpggcurity agencies have no qualms about
painting the rest of us as potentiatrtegists.

Dr. Nafeez Ahmeis an international security journalist and academic.

Meet Executive Order 12333: The Reagan rule that lets the NSA spy on Americans

By John Napier TyRily 182014

John Napier Tye served as section chief for |
of Democracy, Human Rights and Labor from January 2011 to April.2044s now a legal
director of Avaaz a global advocacy organization.

I n March | received a call from the White Hou
prepared for my boss at the StBepartment. Thepeechwas about the impact that the
disclosure of National Security Agency surveillance practices woulddraleS. Internet
freedom policies. The draft stated that daif U
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branch determinations about the proper scope of signals intelligence activities, they have the
opportunity to change the policy throughoue mocr at i ¢ process. 0

But the White House counsel 6s office told me
the Il ine, making a general reference to Aour
practices. | did.

Even after all the refons President Obama has announced, some intelligence practices remain so
secret, even from members of Congress, that there is no opportunity for our democracy to change
them.

Public debate about the bul k col lugedlargeyon of U.
Section 215 of the Patriot Act, through which the government obtains court orders to compel
American telecommunications companies to turn over phone data. But Section 215 is a small

part of the picture and does not include the universell&ation and storage of communications

by U.S. persons authorized under Executive Order 12333.

From 2011 until April of this year, | worked on global Internet freedom policy as a civil servant

at the State Department. In that capacity, | was clearede¢tvecstops e cr et and fisensi |
compartmentedo information. Based in part on
publishing, | believe that Americans should be even more concerned about the collection and

storage of their communications undeecutive Order 12333 than under Section 215.

Bulk data collection that occurs inside the United States containsrbpiibtections for U.S.

persons, defined as U.S. citizens, permanent residents and companies. Such collection must be
authorized by state and is subject to oversight from Congress and the Foreign Intelligence
Surveillance Court. The statutes set a high bar for collecting the content of communications by
U.S. persons. For example, Section 215 permits the bulk collection only of U.8&otedep

metadata lists of incoming and outgoing phone numb&rdut not audio of the calls.

Executive Order 1233Gontains no such proteéshs for U.S. persons if the collection occurs

outside U.S. borders. Issued by President Ronald Reagan in 1981 to authorize foreign

intelligence investigations, 12333 is not a statute and has never been subject to meaningful
oversight from Congress or angurt. Sen. Dianne Feinstein<Calif.), chairman of the Senate

Select Committee on Intelligend®as saidhat the committete as not been abl e to
oversee activities conducted under 12333.

Unlike Section 215, the executive order authorizes collection of the content of communications,
not just metadata, even for U.S. persons. Such persons cannot be individgetsdtander

12333 without a court order. However, if the
Ai nci dent al INgAterro of Billinethe toairde of adawful overseas foreign

intelligence investigation, then Section 2.3(c) of the executive order explicitly authorizes their
retention.It does not require that the affected U.S. persons be suspected of wrongdoing and

places no limits on the volume of communications by U.S. persons that may be collected and
retained.
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Al nci dental 6 coll ection may deshatcanbeé stretchegini f i ¢ a
very wide. Remember that the NSA is building a data center in Utah five times the size of the

U.S. Capitol building, with its own power plant that will reportedly burn $40 million a year in
electricity.

Al nci dent al toeedits eavo powes plamt. mi g h

A Il egal regime in which U.S. citizensdo data r
depending on whether it is collected inside or outside U.S. borders, may have made sense when
most communications by U.S. persoreystl inside the United States. But today, U.S.

communications increasingly travel across U.S. bordews are stored beyond them. For

example, the Google and Yahoora i | systems rely on networks o
throughout the worldAn email from New York © New Jersey is likely to wind up on servers in
Brazil, Japan and Britain. The same is true for most purely domestic communications.

Executive Order 12333 contains nothing to prevent the NSA from collecting and storing all such
communication® content asvell as metadatd provided that such collection occurs outside

the United States in the course of a lawful foreign intelligence investigation. No warrant or court
approval is required, and such collection never need be reported to Congress. thene of

reforms that Obama announceatlier this year will affect such collection.

Without any legal barriers to such collection, U.S. persons must increasingly rely on the affected
companies to implement security measures to keep their communications private. The executive
order does not require the NSA to notify or obtain consentofrgpany before collecting its
userso6 dat a.

The attorney general, rather than a court, mu
the data of U.S. persons that is collected under 12333, to protect their rights. | do not know the
details of those cedures. But the director of national intelligence recetdblassified a

documen{United States Signals Intelligence Directive 18) showing th&t Blgencies may

retain such data for five years.

Before | | eft the State Department, I filed a
arguing that the current system of collection and storage of communications by U.S. persons

under Executive @ler 12333 violates the Fourth Amendment, which prohibits unreasonable

searches and seizures. | have also brought my complaint to the House and Senate intelligence
committees and to the inspector general of the NSA.

| am not the first person with knowledge of classified activities to publicly voice concerns about
the collection and retention of communication
own Review Group on Intelligence and Communication Technologi€eeommendation 12 of

its public reportaddressed the matter. But the review group coded its references in a way that
masked the true nare of the problem.

At first glance, Recommendation 12 appears to concern Section 702 of the FISA Amendments
Act, which authorizes collection inside the United States against foreign targets outside the
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United States. Although the recommendation doegxiicitly mention Executive Order
12333, it does refer to Aany other authority.
that this reference was written deliberately to include Executive Order 12333.

Recommendation 12 urges that all data of U.S.gmsrgncidentally collected under such

authorities be immediately purged unless it has foreign intelligence value or is necessary to
prevent serious harm. The review group furthe
collected data never be usecciiminal proceedings against that person, and that the government
refrain from searching communications by U.S. persons unless it obtains a warrant or unless such
searching is necessary to prevent serious harm.

The White House understood that Recommendatl was intended to apply to 12333. That
understanding was conveyed to me verbally by several White House staffers, and was confirmed
in an unclassified White House document that | saw during my federal employment and that is
now in the possession of &ral congressional committees.

In that document, the White House stated that adoption of Recommendation 12 would require
Asignificant changeso to current practice und
no plans to make such changes.

All of this calls into question some recent administration statements. Gen. Keith Alexander, a

former NSA director, has said publicly that for years the NSA maintained a U.S. persoh e

metadata program similar to the Section 215 telephone metadata prograhe Rasl

maintained that the-mail program was terminated in 2011 becausge t hought we cou
protect civil T iberties Netelibwgver,ithatélexgnddyryeved oi n g
said that the NSA stopped collecting such @ateerely that the agency was no longer using the

Patriot Act to do so. | suggest that Americans dig deeper.

Consder the possibility that Section 215 collection does not represent the outer limits of
collection on U.S. persons but rather is a mechanism to backfill that portion of U.S. person data
that cannot be collected overseas under 12333.

Proposals for replacingection 215 collection are currently being debated in Congress. We need

a similar debate about Executive Order 12333. The order as used today threatens our democracy.
There is no good reason that U.S. citizens should receive weaker privacy and oversight
protections simply because their communications are collected outside, not inside, our borders.

| have never made any unauthorized disclosures of classified information, nor would | ever do
so. | fully support keeping secret the targets, sources and methidds. intelligence as crucial
elements of national security. | was never a disgruntled federal employee; | loved my job at the
State Department. | left voluntarily and on good terms to take a job outside of government. A
draft of this article was reviezd and cleared by the State Department and the NSA to ensure that
it contained no classified material.

When | started at the State Department, | took an oath to protect the Constitution of the United
St at es. I dondt bel i e tatondftheaFburth Amendmeentithetcauldy v al
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permit the government to collect and store a
communications, without any court or congressional oversight, and without any suspicion of
wrongdoing. Such a legal regime risksiae in the long run, regardless of whether one trusts the
individuals in office at a particular moment.

| am coming forward because | think Americans deserve an honest answer to the simple
guestion: What kind of data is the NSA collecting on millionjwrdreds of millions, of
Americans?

The Age of Authoritarianism: Government of the Politicians, by the Military, for the
Corporations

By John W. Whitehealflay 24, 2013

Al F] orce al one cannot make us safe. We cannot
takes root; and in the absence of a strategy that reduces tksprimdl of extremism, a perpetual

wari through drones or Special Forces or troop deployniewidl prove seltdefeating, and

alter our countdBaradk Obama, May B3, 1018g way s . 0

President Obamads decl aration that AAmerica I
that is increasingly turning inwards, setting its sights @amdégrown extremists, should give
every American pause.

We have indeed reached a crossroads. History may show that from this point forward, we will

have left behind any semblance of constitutional government and entered into a militaristic state
where all tizens are suspects and security trumps freedom. Certainly, this is a time when
government officials operate off their own inscrutable -sefving playbook with little in the

way of checks and balances, while American citizens are subjected to allrrnbimuggnities

and violations with little hope of defending themselves. We have moved beyond the era of
representative government and entered a new a

Even with its constantly shifting terrain, this togsyvy travesty of law and government has

become Americads new normal . Dondét believe me
prepare yourself: the landscape is particularly disheartening to anyone who remembers what
America used to be.

The Executive Branch:Wh et her i1t és the Obama administrat.i
the systematic surveillance of journalists and regular citizens, the continued operation of
Guantanamo Bay, or the occupation of Afghanistan, Barack Obama has surpassed his

predecess's in terms of his abuse of the Constitution and the rule of law. Despite his prior stint

as a professor of constitutional law, President Obama, like many of his predecessors, has

routinely disregarded the Constitution when it has suited his purposestingéargely above

the law and behind a veil of secrecy and specious legal justifications.

Drone Strikes on American Citizens:For almost two years, the United States government has
been targeting American citizens abroad for death by drone, with efdaagmerican citizens



assassinated by drones outside the battlefields of Afghanistan and Irag. These assassinations of
individuals entitled to the full protection of the Constitution have been carried out without any
due process whatsoedeno charges dailing their alleged wrongdoings were brought before

them, no trial was conducted to determine their guilt or innocence, and no convictions of guilt
were found. Obama has also gone to great lengths to give the impression that the drone
assassination progm is a carefully controlled, highly selective process, within the bounds of the
rule of law. Yet when hundreds of individuals, innocent women and children among them, are
being killed as a result of these drone strikes, clearly the process is far frivolledror
selective. These fAsignature strikes, o which i
resemble aQaeda members, are the equivalent of bombing a fraternity house because there are
young men inside who may be up to no good. It is a practitesthdhumane, immoral and

illegal, and no amount of legal parsing or political whitewashing will remove this particular

stain.

Expanding the War on Terror: Although Obama insists he has no intention of continuing the

wars in which the United States is emwited, administration officials are sending an altogether

different messagenamel vy, t hat Americads engagement in
entire globe. At a recent congressional hearing, Michael Sheehan, the assistant secretary of

defense forgecial operations, cited the Authorization to Use Military Force (AUMF) law as
justification for the administrationds abilit
and the Congo without first seeking congressional authorization. Sheehan atem dbaéthe

United States conflict with &Daeda will last for another ten or twenty years. As Senator Angus
King(-rMai ne) remar ked to Sheehan: AYou guys have
today. . . I dondot di soaign Butwe hekdatd do iwie a constgutiondllyo f i g
sound way. o0

Law Enforcement:By and | arge the term Al aw enforcemen
militarized police state, including the military, the police, and the various agencies such as the

Secet Service, FBI, CIA, NSA, etc. Having been given the green light to probe, poke, pinch,

taser, search, seize, strip and generally manhandle anyone they see fit in almost any
circumstance, all with the gener adntofidaes,sscsi ng o
longer mere servants of the people entrusted with keeping the peace, are part of an elite ruling

class dependent on keeping the masses corralled, under control, and treated like suspects and
enemies rather than citizens.

The Legislative Branch: It is not overstating matters to say that Congress may well be the most
selfserving, semcorrupt institution in America. Abuses of office run the gamut from elected
representatives neglecting their constituencies to engaging-seseiig pradgtes, including the

misuse of eminent domain, earmarking hundreds of millions of dollars in federal contracting in

return for personal gain and campaign contributions, having inappropriate ties to lobbyist groups
and incorrectly or incompletely disclosifigancial information. Pork barrel spending, hastily

passed legislation, partisan bickering, a skewed work ethic, graft and moral turpitude have all
contributed to the publicés increasing dissat
little wonder that a recent Gallup poll shows Congress with a 79 percent disapproval rating.



The Judicial Branch: The Supreme Court was intended to be an institution established to
intervene and protect the people against the government and its agents whenrgtey thwr
bounds. Yet through their deference to police power, preference for security over freedom, and
evisceration of our most basic rights for the sake of order and expediency, the justices of the
United States Supreme Court have become the archdkttie American police state in which

we now live. As a result, sound judgment and justice have largely taken a back seat to legalism,
statism and elitism, while preserving the rights of the people has been deprioritized and made to
play second fiddle tboth governmental and corporate interests.

A Suspect SocietyDue in large part to rapid advances in technology and a heightened

surveillance culture, the burden of proof has been shifted so that the right to be considered

innocent until proven guilty haseen usurped by a new norm in which all citizens are suspects.

This is exemplified by police practices of stopping and frisking people who are merely walking

down the street and where there is no evidence of wrongdoing. Making matters worse are
TerrorismLiaison Officers (firefighters, police officers, and even corporate employees) who

have been trained to spy on their fellow citi
taking pictures with no apparent aesthetic value, making measuremedisaantys, taking

notes, conversing in code, espousing radical beliefs and buying items in bulk. TLOs report back

to Afusion centers, o0 which are a driving forc
and disseminate information on American @ts.

We the PeopleEssentially, there are four camps of thought among the citizenry when it comes

to holding the government accountable. Which camp you fall into says a lot about your view of
governmend or, at least, your view of whichever administrati@ppens to be in power at the

time, in this case it being the Obama administration. In the first camp are those who trust the
government to do the right thing, despite the
In the second camp arethosewhot only dondét trust the governi
is out to get them. In the third camp are those who see government neither as an angel nor a

devil, but merely as an entity that needs to be controlled, or as Thomas Jefferson phrased it,
boumdwm from mischief with the chains of the
comprised of individuals who pay little to no attention to the workings of government, so much

so that they barely vote, | et edaehsoydistradted,ow wh oo
easily |l ed, these are the ones who make the g

|l havendét even touched on the corporate state
invasive surveillance technology, zero totesa policies in the schools, overcriminalization, or

privatized prisons, to name just a few, but what | have touched on should be enough to show that
the landscape of our freedoms has already changed dramatically from what it once was and will

no doubt cohinue to deteriorate, unless Americans can find a way to wrest back control of their
government and reclaim their freedoms.

'The A**hole Effect': What Wealth Does to the Brain

As people get richer, they are more likely to feel entitled, to exploit otnedsto cheat.

July 9, 2014Call it the asshole effect. That is the term coined by US psychoaigtPiffafter
he did some stunning new research into the effects of wealth and inequalitypohgeé s at t i t u


http://www.youtube.com/watch?v=bJ8Kq1wucsk

As we ponder [Australian politiciadl o e Hockey6s budget and his di
"leaners" and "lifters”, as we learn from Oxfam that the richest 1% of Australians now own the

same wealth as the bottom 60%, we would do welbtmcs i der t he i mplicati on
He found that as people grow wealthier, they are more likely to feel entitled, to become meaner

and be more likely to exploit others, even to cheat.

Piff conducted a series of revealing experiments. One waskabhasimple. Researchers

positioned themselves at crossroads. They watched out for aggressive, selfish behaviour among
drivers, and recorded the make and model of the car. Piff found drivers of expensixstahigh
vehicles behave worse than those sgirtyy along in battered Toyota Corollas.

They were four times more likely to cut off drivers with lower status vehicles. As a pedestrian
looking carefully left and right before using a crossing, you should pay attention to the kind of
car bearing down onoy. Drivers of higkstatus vehicles were three times as likely to fail to

yield at pedestrian crossings. In contrast, all the drivers of the least expensive type of car gave
way to pedestrians.

Fascinated by these results, Piff and his colleagues theed@ikvhat created these impulses to
bad behaviour. In their laboratory, the richest students were more likely to consider "stealing or
benefiting from things to which they were not entitled" than those from a naitiie or lower

class background. Evergple simply primed to feel rich helped themselves to more sweets
meant for children in a lab next door than those primed to feel disadvantaged.

The reason, it turns out, is that even thoughts of being wealthy can create a feeling of increased
entitlementd you start to feel superior to everyone else and thus more deserving: something at

the centre of narcissism. They found this was true of people who were, in real life, better off.
Wealthier people were more likely to agree with statements like "I horiestlg | l 6m just n
deserving than other people" and place themselves higher oraaseded "class ladder"” that

indicated increasing levels of income, education and job prestige. This had straightforward and

clearly measurable effects on behaviour.

Forexample, when told that they would have their photograph takenrpffi@kople were more

likely to rush to the mirror to check themselves out and adjust their appearance. Asked to draw
symbols, like circles, to represent how they saw themselves and,attae affluent people

drew much larger circles for themselves and smaller ones for the rest of humankind. If you think
of yourself as larger than life, larger and more important than other people, it is hardly surprising
that your behaviour would becoméaented towards getting what you think you deserve.

As Piff says, this goes way beyond the individual, to noxious social attitudkesbeing

punitive towards the poor while |Iiving the "Db
wealthier, itcan get more narcissistic, less empathetic and unwilling to look after the vulnerable.

A majority of Republicans in a recent poll said they thought the poor in America had it easy.

Greater feelings of entitlement might also lead to a tax revolt by ther gfgsses. It is the logic

of "l 6bve earned it", "1tdés mi-panédcashfordhose”" Why s
inferior scroungers, the poor?”



Wealth cultivates attitudes that are against redistribution and for privilege, Piffifh@more

severe inequality becomes, the more entitled people may feel and less likely to share resources
they become. The wealthier [that] segments of society become then, the more vulnerable
communities may be to selfish tendencies and the less charity the least asncan expect.

This is just what happened with Joe Hockeyos
income of lower income and single income groups were cut #6%2 while those on higher
incomes only suffered a temporary cut of less than 1%

It would be reasonable to object here, and point to famous and inspiring examples of
philanthropy by wealthy individuals like Bill Gates. Yet Piff found such generosity from the
wealthy was by no means the norm. In another arresting and counterirftnding, he
discovered the richer the mearderdespite having more to give, wealthier people were less
likely to be generous and give to charity.

Well-off people were less likely to help a person who entered the laboratory in distress, unless
they had justvatched a video about child poverty. In a series of controlled experiments; lower
income people and those who identified themselves as being on a relatively low social rung were
consistently more generous with limited goods than uplaes participants eve.

"Thereds this id
|l ess you have, t
be the opposite of noblesse oblige."

ea that the more you have, th
he more you feel you deserve.
Outside the lab, Fifound that the rich donated a smaller percentage of their wealth than poorer
people. In 2011, the wealthiest Americans, those with earnings in the top 20%, contributed 1.3%

of their income to charity, while those in the bottom 20% donated 3.2% ofrtbeme. The

trend to meanness was worst in plush suburbs where everyone had a high income, and never laid

eyes on a poor person. Insulation from people in need, Piff concluded, dampened charitable
impulses.

Poorer people were also more likely to give tosta charities servicing the genuinely needy. The
rich gave to higkstatus institutions such as already veridowed art galleries, museums and

universities, while Feeding America, which de
These qualitesarenstet i n concrete. "WeoOre not suggesti
Piff, "but rather that psychological effects

function of greater prosperity, rather than innate qualities of rich people.

Piff found that when shown images of children in poverty, the wealthy could behave more
empathetically. Like the long campaign for the NDIS, which sensitised people to the plight of
those with a disability or those caring for them, people can respond to gliazhpleadership
which primes them for generosity rather than meanness.

However, as our society gets wealthier, we need to pay attention to his sober observation:



Whil e having money doesnodt necessaril ytomake
prioritise their own selfnterests above the interests of other people. They are more likely to
exhibit characteristics we would stereotypically associate with, say, assholes.

As inequality mounts and the policies entrenching it remain, as politiaranacreasingly drawn
from the top 10% or even 1%, we need to pay heed to this research.

The whole idea of "leaners" and "lifters" is the central teaching of the right wing ideologue, Ayn
Rand, who penned books like The Virtue of Selfishnleds 6 s -seavingceotkf Rand found out

the hard way. After a lifetime proselytising on behalf of the "producers" and denouncing anyone
needing government assistance as "parasites,” when Rand became old and sick, she discovered
that even a bestselling author coatat afford health care in the neoliberal US. She availed

herself of Medicare and ended her life on what she had de$pssethl security. Maybe Joe

Hockey will learn in old age that leaning comes to all of us.

This is an edited extract from Anne Manma&sv bookThe Life of I: the new culture of
narcissism published by Melbourne University Press.

The best of capitalism is over for rich countries and for the poor ones it will be over by
2060

Populatons with access to technology and a sense of their human rights will not accept inequality

Paul Masormhe GuardianMonday 7 July 2014 15.@&DT

One of the upsides of having a global elite is that at least they know what's going on. We, the
deluded masses, may have to wait for decades to find out who the paedophiles in high places are;
and which banks are criminal, or bust. But the elitesapposed to know in real tinieand on

that basis to make accurate predictions.

Just how difficult this has become was shown last week wheDEG® released its predictions
for the world economy until 2060. These are that growth will slow to aroundhivets its

current rate; that inequality will increase massively; and that there is a big risk that climate
change will make things worse. Destéthis, says th©@ECD, the world will be four times
richer, more productive, more globalised and more highly educated. If you are struggling to
rationalise thewo halves of that prediction then don't woirgo are some of the besgtialified
economists on earth.

World growth will slow to 2.7%, says the Pabased thinktank, because the catpheffects
boosting growth in the developing woildgopulation growtheducation, urbanisatianwill

peter out. Even before that happens, s@gnation in advanced economies means atienmg
global average over the next 50 years of just 3% growth, which is low. The growth -of high
skilled jobs and the automation of meduskilled jobs means, on the central projection, that
inequality will rise by 30%. By 2060 countries such as Sweden will have levels of inequality
currently seen in the USA: think Gary, Indiana, in the suburbs of Stockholm.

a
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The whole projection is overlalay the risk that the economic effects of climate change begin to
destroy capital, coastal land and agriculture in the first half of the century, shaving up to 2.5% off
world GDP and 6% in soutbast Asia.

The bleakest part of the OECD report lies not irawhprojects but what it assumes. It assumes,
first, a rapid rise in productivity, due to information technology. Toe&rters of all the growth
expected comes from this. However, that assumption is, as the report states euphemistically,
"high comparedvith recent history".

There is no certainty at all that the information revolution of the past 20 years will cascade down
into ever more highly productive and valaesating industries. The OECD said last year that,

while the internet had probably boosted US economy by up to 13%, the wider economic

effects were probably bigger, unmeasurable and not captured by the market. The veteran US
economist Robert Gordon has suggested the productivity boost froteatifas real but already
spent. Either way, #re is a fairly big risk that the meagre 3% growth projected comes closer to
1%.

And then there's the migration problem. To make the central scenario work, Europe and the USA
each have to absorb 50 million migrants between now and 2060, with the restlef/&hoped

world absorbing another 30 million. Without that, the workforce and the tax base shrinks so
badly that states go bust.

The main risk the OECD models is that developing countries improve so fast that people stop
migrating. The more obvious rigkas signalled by a 27% vote for the Front National in France
and the riotous crowds haranguing migrants on the California borgdéhat developegvorld
populations will not accept it. That, however, is not considered.

Now imagine the world of the ceatrscenario: Los Angeles and Detroit look like Maiiila

abject slums alongside guarded skyscrapers; the UK workforce is a mixture of old white people
and newly arrived young migrants; the middieome job has all but disappeared. If born in

2014, then by 060 you are either a 4earold barrister or a 4yearold barista. There will be

not much inbetween. Capitalism will be in its fourth decade of stagnation and tifieve've

done nothing about carbon emissidrthe really serious impacts of climateange are starting

to kick in.

The OECD has a clear messagefor the world: for the rich countries, the best of capitalism is over.
For the poor onek now experiencing the glitter and haze of industrialisatidgrwill be over by

2060. If you want higherrgwth, says the OECD, you must accept higher inequality. And vice
versa. Even to achieve a meagre average global growth rate of 3% we have to make labour
"more flexible", the economy more globalised. Those migrants scrambling over the fences at the
Spanistcity of Melilla, next to Morocco, we have to welcome, en masse, to the tune of maybe

two or three million a year into the developed world, for the next 50 years. And we have to
achieve this without the global order fragmenting.

Oh and there's the tax ptelm. The report points out that, with the polarisation between high and
low incomes, we will have to moveas Thomas Piketty suggestto taxes on wealth. The



problem here, the OECD points out, is that adsetsether they be a star racehorse, a secret
bank account or the copyright on a brand's lbgend to be intangible and therefore held in
jurisdictions dedicated to avoiding wealth taxes.

The OECD's prescription more globalisation, more privatisation, more austerity, more

migration and a wealthxaf you can pull it offi will carry weight. But not with everybody. The
ultimate lesson from the report is that, sooner or later, an alternative programme to "more of the
same" will emerge. Because populations armed with smartphones, and an incressefl sen

their human rights, will not accept a future of high inequality and low growth.

Paul Mason is economics editor at Channel 4 News
Government agents 'directly involved' in most highprofile US terror plots

Human Rights Watch documents 'sting' operatidgteport raises questions about {4t civil
rightsSpencer Ackermaim New YorkThe GuardianMonday 21 July 2014

Nearly all of he highesprofile domestic terrorism plots in the United States since 9/11 featured
the "direct involvement" of government agents or informants, a new report says.

Some of the controversial "sting" operations "were proposed or led by informants”, bpaterin
entrapment by law enforcement. Yet the courtroom obstacles to proving entrapment are
significant, one of the reasons the stings persist.

The lengthy reporteleased on Monday by Human Rights Watelises questions about the US
criminal justice system's ability to respect civil rights and due process w9fdsterrorism
cases. It portrays a system that features not just the sting operations but secret evidence,
anonymous juries, extensive pretriale@tons and convictions significantly removed from
actual plots.

"In some cases the FBI may have created terrorists out efbd&ing individuals by suggesting
the idea of taking terrorist action or encouraging the target to act,” the report alleges.

Outof the 494 cases related to terrorism the US has tried since 9/11, the plurality of convictions
T 18% overalli are not for thwarted plots but for "material support" charges, a broad category
expanded further by the 2001 Patriot Act that permits prosaciat@ursue charges with tenuous
connections to a terrorist act or group.

In one such incident, the initial basis for a matesigbport case alleging a man provided
"military gear" to alQaida turned out to be waterproof socks in his luggage.

Several cass featured yeallsng solitary confinement for accused terrorists before their trials.
Some defendants displayed signs of mental incapacity. Jurors for the 2007agti@tkdhe Fort
Dix army baseitself influenced by government informants, were anonymous, limiting defense
counsel's ability to screen out bias.
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Human Rights Watchos f i n@llehdgtsaken laylthe FBI and obtherqg u e s t
law erforcement agencies toward stopping terrorist plots before they occur. While the vast

majority of counterterrorism tactics involved are legally authorized, particularly after Congress

and successive administrations relaxed restrictions on law enforcerddantedligence agencies

for counterterrorism, they suggest that the g
cases morphed into manufacturing threats.

The report focuses primarily on 27 cases and accordingly stops short of drawing systemic
conclwsions. It also finds several trials and convictions for "deliberate attempts at terrorism or
terrorism financing" that it does not challenge.

The four highprofile domestic plots it found free of government involvement were the 2013
Boston Marathon bombgy Najibullah Zazi's 2009 plot to bomb the New York subway; the
attempted Times Square carbombing of 2010; and the 2002 shooting at Los Angeles
International Airport's EIl Al counter.

But the report is a rare attempt at a critical overview of a systemtofitad by the Obama
administration and civil libertarian groups as a rigorous, capable and just alternative to the
military tribunals and indefinite detention advocated by conservative critics. It comes as new
pressure mounts on a variety of countertésrompractices, from theourtroom use of

warrantless surveillande theno-fly list and law enforcement'suspicious activity reports
database.

In particular, Human Rights Watch examinles extent and impact of law enforcement's use of
terrorism informants, who can both steer people into attempted acts of violence and chill
religious or civic behaviour in the communities they penetrate.

Linda Sarsour, the executive director of the Arab Acam Association of New York, a social
services agency, told the Guardian she almost has a "radar for informants” sent to infiltrate her
Brooklyn community.

While the FBI has long relied on confidential informants to alert them to criminal activity, for

terrorism cases informants insert themselves into Muslim mosques, businesses and community
gat herings and can cajole people toward a plo
terrorist act on their own initiativeo, the s

Many trade iformation for cash. The FBI in 2008 estimated it had 15200 informants
About 30% of posB/11 terrorism cases are considered sting operations in which informants

payed an Aactive roleodo in incubating plots | ea
Human Rights Watch report Among those roles
to inflame the targetso on 0 ppelationsifoovartifay sensi
targetdés Aopinions were deemed sufficiently t

Entrapment, the subject of much FBI criticism over the years, is difficult to prove in court. The
burden is on a defendant t o showiolrgacthavens he wa
if induced by a government agent. Human Rights Watch observes that standard focuses attention
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not on the c¢crime, but on the nature of the s
i nfl ammatory stereot yp e snsafiskm dnd fogreigngrsottema r g e d
prevailo.

ot D

Among the informants t he lisallbbowentraprheptd eCi ai § es s
Monteilh, one such former FBI informant tadke&ith mosque infiltration, told the Guardian in
2012.

|l nformants, the study found, someti mes overco
terrorism. A man convicted in 2006 of attemptindtonb the Herald Square subway station in
Manhattartold an informant who concocted the plot he would have to check with his mother and

was uncomfortable planting the bombs himself. One member oN#hgliurgh Fourplot to

attack synagogues and military plaieshose case is the subject of an HBO documentary airing
onMondayit ol d his informant fAmaybe my mission has

Once in courtterrorism cases receive evidentiary andtpged leeway rarely afforded to nen

terrorism cases. A federal judge in Virginia permitted into evidence statements made by a
defendant while in a Saudi jail in which the defendant, Amed Omar Abu Ali, allegedst a
longstanding practice in Saudi Arabia. The evidence formed the basis for a conviction, and
eventually a life sentence, for conspiracy to assassinate George W Bush. Mohammed Warsame,
who pleaded guilty to conspiracy to provide material suppatftweign terrorist organization,

was held in solitary confinement for five years before his trial.

Another implication of the lavenforcement tactics cited the report is a deepening alienation of
American Muslims from a government that publicly insistgeieds their support to head off
extremism but secretly deploys informants to infiltrate mosques and community centers.

AThe best way to prevent violent extremism in
Muslim American community which has constently rejected terrorisito identify signs of
radicalization and partner with law enforcement when an individual is drifting towards violence.

And these partnerships can only work when we recognize that Muslims are a fundamental part of
the Americand mi | y, 0 Ob higharofike 2013Ispeean a

Yet the Obama administration has needed to purge Islamophobic training materials from FBI
counterterrorism, which sparked deep suspicion in US Muslim communities. It is now

conducting a review of similar material in the intelligence community after a document leaked

by Edwar d Snowdwhammes Badheddhas sdupl dcehol der for

US: Terrorism Prosecutions Often An lllusioninvestigations, Trials of American Muslims
Rife with Abuse

July 21, 20140 2009 Michael Appleton/The New York Times

What the US Should Do
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Restrict the use of FBI informants in investigations and ensure theylgeetsto robust
oversight; do not send informants into communities absent suspicion of wrongdoing.

Do not charge people with providing material support to terrorism based on activity protected
under freedom of expression principles.

Ensure humane prisommditions, and do not subject prisoners to prolonged solitary
confinement.

Feder al agents and police escort James Cromit
on May 21, 2009. In 2011, Cromitie and three other men were sentenced to 25 ydaosifopr

an alleged plot to bomb two synagogues in the Bronx and shoot down planes at an Air National
Guard base in Newburgh, New York.

(Washington, DC) TheUS Justice Department and the Federal Burddowestigation (FBI)

have targeted American Muslims in abusive cou
religious and ethnic identity, Human Rights W
Institute said in a report released today. Many of theerttan 500 terrorisfrelated cases

prosecuted in US federal courts since September 11, 2001, have alienated the very communities

that can help prevent terrorist crimes.

The 214pagereporti | | | usi onumdn JRisghtce: AlHuses i n US Ter
examines 27 federal terrorism cases from initiation of the investigations to sentencing and post
conviction conditions of confinement. It documents the significant human cost of certain
counterterrorism g@ctices, such as overly aggressive sting operations and unnecessarily

restrictive conditions of confinement.

AAmeri cans have been told that their gover nme
prosecuting t er r o AndreaPrasondeputy &ashirgwn destorat Hanaan d
Rights Watch and one of the authors of the re
many of these people would never have committed a crime if not famrfmcement
encouraging, pressuring, and sometimes paying

Many prosecutions have properly targeted individuals engaged in planning or financing terror
attacks, the groups found. But many others have targeted people whicagpear to have been
involved in terrorist plotting or financing at the time the government began to investigate them.
And many of the cases involve due process violations and abusive conditions of confinement that
have resulted in excessively long prisamtences.

The report is based on more than 215 interviews with people charged with or convicted of
terrorismrelated crimes, members of their families and their communities, criminal defense
attorneys, judges, current and former federal prosecutorsrrgoent officials, academics, and
other experts.

In some cases the FBI may have created terrorists out @fldaling individuals by suggesting
the idea of taking terrorist action or encouraging the target to act. Multiple studies have found
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that nearly B percent of the federal counterterrorism convictions since September 11, 2001,
resulted from informanbased cases. Almost 30 percent were sting operations in which the
informant played an active role in the underlying plot.

I n the case Bbuthé fidewbxwxampl e, who were accu
synagogues and attack a US military base, a |
provided the means, and removed all rel evant
terroristot of a man Awhose buffoonery is positivel

The FBI often targeted particularly vulnerable people, including those with intellectual and
mental disabilities and the indigent. The government, often acting through informants, then
adively developed the plot, persuading and sometimes pressuring the targets to participate, and
provided the resources to carry it out.

AThe US government should stopinvakett nggoARMeast
said. AThe biam U8 kawrapmeothigh that 1tbés al
suspect to prove. Add that to law enforcement preying on the particularly vulnerable, such as

those with mental or intellectual disabilities, and the very poor, and you have a recipe for

rammnt human rights abuses. 0

Rezwan Ferdaus, for example, pled guilty to attempting to blow up a federal building and was
sentenced to 17 years in prison. Although an
Aobviousl yo had meerFBltatgetdd bim fortatstingaperabidn,esending art h
informant into Ferdausd mosque. Together, t
attack the Pentagon and US Capitol, with th
travel. Yet Ferdauwas mentally and physically deteriorating as the fake plot unfolded, suffering
depression and seizures so bad his father quit his job to care for him.

he
e

The US has also made overly broad use of material support charges, punishing behavior that did
not demastrate an intent to support terrorism. The courts have accepted prosecutorial tactics that
may violate fair trial rights, such as introducing evidence obtained by coercion, classified
evidence that cannot be fairly contested, and inflammatory evidenaetalrorism in which
defendants played no pérand asserting government secrecy claims to limit challenges to
surveillance warrants.

Ahmed Omar Abu Ali is a US citizen who alleged that he was whipped and threatened with
amputation while detained withbaharge in Saudi Arabiaafter a roundup following the 2003

bombings of Western compounds in the Saudi capital of Rilyaothil he provided a confession

to Saudi interrogators that he says was false. Later, when Ali went to trial in Virginia, the judge
rejected Alidéds claims of torture and admitted
conspiracy, providing material support to terrorists, and conspiracy to assassinate the president.

He received a life sentence, which he is serving in sold@anyinement at the federal supermax

prison in Florence, Colorado.

The US has in terrorism cases used harsh and at times abusive conditions of confinement, which
often appear excessive in relation to the security risk posed. This includes prolonged solitar



confinement and severe restrictions on communicating in pretrial detention, possibly impeding
defendantsdéd ability to assist in their own de
guilty. Judges have imposed excessively lengthy sentenceyraedsisoners suffer draconian
conditions postonviction, including prolonged solitary confinement and severe restrictions on

contact with families or others, sometimes without explanation or recourse.

Nine months after his arrest on charges of matsagport for terrorism and while he was

refusing a plea deal, Uzair Paracha was moved to a harsh regime of solitary confinement. Special
Administrative Measures (SAM$)national security restrictions on his contact with otfiers

permitted Paracha to speaily to prison guards.

AYou could spend days to weeks without utter:i
l ights,d 6Can | get a | egal call /toilet paper
' ight, 0 he wr ot dersd Afterhehwas coneigiea,rthe 8AVIs wezesmmdifiedcto

permit him to communicate with other i nmates.
was innocent in the eyes of American | aw, 0 he
These abuses have had an adverse impact on AmericaanMi m communi ti es. The

tactics to seek out terrorism suspects, at times before the target has demonstrated any intention to
use violence, has undercut parallel efforts to build relationships with American Muslim

community leaders and groupstimay be critical sources of information to prevent terrorist

attacks.

In some communities, these practices have deterred interaction with law enforcement. Some
Muslim community members said that fears of government surveillance and informant
infiltration have meant they must watch what they say, to whom, and how often they attend
services.

AFar from protecting Americans, including Ame
policies documented in this report have diverted law enforcement fronspui ng r eal t hr e
Prasow said. dlt is possible to protect peopl

increases the chances of catching genuine cri

Context of 'Early August 2001: Government Informant Warns Congressmen of Plan to
Attack the WTC'

This is a scalable context timeline. It contains events related to theEargnAugust 2001:
Government Informant Warns Congressmen of Plan to Atck the WTC. You can narrow or
broaden the context of this timeline by adjusting the zoom level. The lower the scale, the more
relevant the items on average will be, while the higher the scale, the less relevant the items, on
average, will be.
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Early August 2001: Government Informant Warns Congressmen of Plan to Attack
the WTC

Randy GlasgSource: Banded Artists Productiorigandy Glass, a farer con artist turned

government informant, will later claim that he contacts the staff of Senator Bob Grahskf) (D

and Representative Robert WexlerD) at this time, and warns them of a plan to attack the

World Trade Center, but his warnings are igatbfPalm Beach Post, 10/17/200&lass also

tells the media at the present time that his
ramifications than have Soar been revealed, 060 and, fApotenti al
[ South Florida Swentinel, 8/7/2001Glass was a key informant in a sting operatiorminng

Pakistani ISI agents who were illegally trying to purchase sophisticated US military weaponry in
return for cash and heroin. He will claim that in July 1999, one ISI agent named Rajaa Gulum
Abbas pointed to the WTC adaodwiPath BeachFosthose t ow
10/17/2002 Most details will apparently remain sealed. For instance Glass will claim that his

sealed sentencing document dated June 15, #6&lthreats against the WTC and Americans

but, according to Glass, A[t] he compl aints we
g o Vv er n[WeBFt25 (West Palmech), 8/5/200RFlorida State Senator Ron Klein, who

has dealings with Glass before 9/11, will say he is surprised it took so many months for the US to

|l i sten to GI ass. ABameBeeeh Rost, 10413/200Rleim will recalll | s ay .
getting a warning from Glass, though he cannot recall if it mentions the WTC specifically. He

will say he was told US intelligence agencies would look infdMPTV 5 (West Palm Beach),

10/7/2002 Graham will later acknowledge that his office has contact with Glass before 9/11,

and is told about a WTC alkouttthat ankl a dozea otherrmpigcesofi |  wa
information which emanated from the summer of
personally is wunaware of [BdlnaBeacihRostilovf7/@d0inat i on
October 2002, Glass will testify under oath before a private session of the 9/11 Congressional

l nquiry, and tell it that he hRBamBéaspPeast,i fi c ev

10/17/2002

August 2830, 2001: US Paoliticians iVRakistan and Discuss Bin Laden

Senator Bob Graham (BL), Representative Porter GossKR), and Senator Jon Kyl (RZ) travel to
Pakistan and meet with President Pervez Musharraf. They reportedly discuss various security issues,
including the possie extradition of bin Laden. They also meet with Abdul Salam Zaeef, the Taliban
ambassador to Pakistan. Zaeef apparently tells them that the Taliban wants to solve the issue of bin Laden
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through negotiations with the US. Pakistan says it wants to staf the bin Laden issugAgence
FrancePresse, 8/28/2001Salon, 9/14/2001

(8:00 a.m.) September 11, 2001: Intelligence Committee Chairs Meet with ISI Head and
Possible 9/11 Attack Funder as the Attack Occurs
J

From left to right: Senator Bob Graham (D), Senator Jon Kyl ({R) Representative Porter

Goss (R)[Source: US Senate, National Park Service, US House of Representatorex] 8:00

a.m., on September 11, 2001, ISI Director Lt. Gen. Mahmood Ahmed is at a breakfast meeting at

the Capitol with the chairmen of the Housel&enate Intelligence Committees, Senator Bob

Graham (BDFL) and Representative Porter GossHR,a18y ear vet er an of t he ¢
clandestine operations wing. Also present at the meeting are Senator JorAX4)l §Rd the

Pakistani ambassador to the USlbkha Lodhi, as well as other officials and aides. (Goss, Ky,

and Graham had just met with Pakistani President Pervez Mushrraf in Pakistan two weeks earlier
(seeAugust 2830, 200)). [Salon, 9/14/2001Washington Post, 5/18/20p&raham and Goss

will later co-head the joint Hous8enate investigation into the 9/11 attacks, which will focus on

Saudi government involvement in the 9/11 attacks, but will say almost nothing aboliteposs

Pakistani government connections tdeda and the 9/11 attacks (gemust 13, 2003and

December 11, 2002[ Washington Post, 7/11/20PRlote that Senator Graham should have been

aware ofa report made to his staff the previous month Esséy August 200)that one of
Mahmoodés subordinates had told a USdundercov
Some evidence suggests that Mahmood ordered that $100,000 be sent to hijacker Mohamed Atta
(seeOctober 7, 20011

Pakistan's Demand$Grahamwilllaer say of the meeting: 0We wer
specifically terrorism generated from Afghani
Laden is specifically discussgiero Beach Press Journal, 9/12/20alon, 9/14/2001New

York Times, 6/3/200ZT'he US wants more support from Pakistan in itsréef to capture bin

Laden. However, Mahmood says that unless the US lifts economic sanctions imposed on

Pakistan and improves relations, Pakistan will not oppose the Taliban nor provide intelligence

and military support t oeedoartheld yomneeddochedressodie s ay
problems and | ift US sanctions. o0 He also enco
to get them to change, instead of isolating them. Pakistani journalist Ahmed Rashid will later
comment , i | t Malmosd tairisist nawdhat the Americans engage with the

Tali ban, when [Pakistands] ownQaedd s nicrecrovagsi
Meeting Interrupted by 9/11 AttackZamir Akram, an accompanying Pakistani diplomat,

leaves the roorfor a break. While outside, he sees a group of Congressional aides gathered

around a television set. As Akram walks up to the TV, he sees the second plane crashing into the
World Trade Center. He immediately runs back to the meeting to the tell the Biieesen as
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he gets there, a congressional aide comes in to say that Capitol Hill is being evacuated. The aide
says, AThere is a plane headed this way. 0 Mah
immediately leave and attempt to return to the PakisEmbassy. But they are stuck in traffic for

three hours before they get thdii@ashid, 2008, pp. 287]

October 7, 2001: ISI Director Replaced at US Urging; Role in Funding 9/11 Plot Is One
Explanation

BY JAMES TARANTO
Wednesday, October 10, 2001 2:10

Our Friends the Pakistanis

Yesterday we noted a report from a
Mahmud Ahmad had been fired as h
Security agency after U.S. linked hin
who hijacked an Indian Airlines plan
says Ahmad is connected to the Sep

The online Wall Street Journal

article discussing the connections betwé.t. Gen. Mahmood Ahmed, Saeed Sheikh, and

Mohamed Atta[Source: Public domairBI Director Lt. Gen. Mahmood Ahmed is replaced in

the face of US pressure after links are discovered between him, Saeed Sheikh, and the funding of
the 9/11 attacks. Mahmoédn st r uct ed Saeed to transfer $100,
bank account prior to 9/11. This is according to Indian intelligence, which claims the FBI has
privately confirmed the storyPress Trust of India, 10/8/200Times of India, 10/9/2001ndia

Today, 10/15/2001Daily Excelsior (Jammu), 108/200] The story is not widely reported in

Western countries, though it makes the Wall Street Joymatralian, 10/10/2001; Agence
FrancePresse, 10/10/2001; Wall Street Journal, 10/10/2001d reported in Pakistan as well.

[Dawn (Karachi), 10/82001] The Northern Alliance also repeats the claim in late October.

[Federal News Service, 10/31/200h] Western countries, the usual explanation is that

Mahmood is fired for being too close to the Talib@oendon Times, 10/9/200%uardian,

10/9/2001 The Times of India reports that Indian intelligence helped the FBI discover the link,
and says, AA direct |link bet ween udrépercussibris. and
The US cannot but suspect whether or not there were other senior Pakistani Army commanders
who were in the know of things. Evidence of a larger conspiracy could shake US confidence in
Pakistands abil it-ierrotism @ aa t[iirces @f mdia@10/B/2001t he ant i
There is evidence some ISI officers may have known of a plan to destroy the WTC as early a

July 1999. Two other ISl leaders, Lt. Gen. Mohammed Aziz Khan and Lt. Gen. Muzaffar

Usmani, are sidelined on the same day as Mahmood@Eeeer 8, 200\ [ Fox News,

10/8/200]1 Saeed had been working under Khan. The firings are said to have purged the ISI of

its fundamentalists. However, according to on
doesndét matter at all. The philosophy remains
you go through the officer 1|ist, al most all o]

my b o[Nes.Yérker, 10/29/2001f} is believed Mahmod has been living under virtual
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house arrest in Pakistan (which would seem to imply more than just a difference of opinion over
the Taliban), but no charges have been brought against him, and there is no evidence the US has
asked to question himAsia Times, 1/5/20QHe also has refused to speak to reporters since

being fired[Associated Press, 2/21/2002and outside India and Pakistan, the story has only

been mentioned infrequently the media sincéSunday Herald (Glasgow), 2/24/2002; London
Times, 4/21/2002He will reemerge as a businessman in 2003, but still will not speak to the

media (seduly 2003.

December 11, 2002: Senator Bob Graham Claims Foreign Governments Were Involved in

9/11
In discussing the repoof the Senate Select Committee on Intelligence on 9/11, Senator Bob

Graham(BF L), the committee chairman, says he is |
foreign governments involved in facilitating the activities of at least some of the [9/fdk]dex
in the United States.é To me that is an extre

is classified, | think overly classified. | believe the American people should know the extent of

the challenge that we face in terms of foreign gavemt involvement. | think there is very

compelling evidence that at least some of the terrorists were assisted not just in fhancing

although that was part oBitby a sovereign foreign government and that we have been derelict

inour duty to track thatdaw. ¢ 1t wi | | become public at some
archives, but t hat 6[PBS212/11002rBMarcly20G8rNewséek o m n o w.
says its sources indicate Graham is speaking about Saudi Arabia, and that leads pointing in this
direction have been pursued. Graham also says that the report contains far more miscues than
have been publicly r euwefdhised . h gNédsmecke F1L00Ble en a

Auqust 13, 2003: Leaks Hint at Saudi Involvement in 9/11

In the wake of the releasetofh e 9/ 11 Congressional l nqguiryoés f
leak some details from a controversial, completely censorg@®8 section that focuses on

possible Saudi support for 9/11. According to leaks given to the New York Times, the section
saysthatOmaraBayoumi and/ or Osama Basnan fAhad at | e
[who] were probably Saudi intelligence agents and may have reported to Saudi government

of ficials. o It -Awlsakis afywa ¢ ha t c Anretaark thaflaidedu r e i r
the same two hijackers. o Most connections dr a
intelligence, and 9/11 is said to be circumstanfidéw York Times8/2/2003 One key section

is said to read, AO0On the one hand, it is poss
indicated in a CIA memorandum, Oincontrovert:
terroristsé On alsopessibdetthatdurthemnwestdjationioftthege allegations

could reveal |l egi ti mat e, and i nnduwen2t200e x pl an

Some of the most sdtige information involves what US agencies are doing currently to
investigate Saudi business figures and organizatjgdssociated Press, 8/2/2008kcording to

the New Republic, the section outlinespficonne
|l evel s of the Saudi royal family. o An anonymo
in the 28 pages than money. Everyoneds chasin
l'inks to high | evels of t haeb oSuatu drio gguoev eerl nenmeenntt.s

talking about a coordinated network that reaches right from the hijackers to multiple places in the
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Saudi government. é | f the peopl e-Qaedahéadome ad mi n
onethousandth of the stuff thite 28 pages has linking a foreign government-QQadda, they
woul d have been in good shape.é | f the 28 p
that the entire relationship MWewRepulieudi Ar a
8/1/2003 The section also is critical that the issue of foreign government support remains
unresolved. One section r eadsofficiafslvereablatei r t est
address definitely the extent of such support for the hijackers, globally or within the United

States, or the extent to which such support, if it exists, is knowing or inadvertent in nature. This

gap in intelligence community covgra | s u n dBostoa @lobae, [8/8/2003p

September 24, 2004: Porter Goss Sworn in as New CIA Director

-y

AR Porter GosgSource: CIAPorter Goss becomes the new CIA director, replacing
George Tenet (John McLaughlin served as inter
sudden resignati@énseeJune 3, 2004 Goss was a CIA field agent, then a Republican
representative and amhair of the 2002 9/11 Congressional Inqujiknight Ridder, 10/25/20Q4
lgnored Pakistan, ISiutting 9/11 InvestigationsHe took part in secret meetings with Pakistani
ISI Director Mahmood Ahmed before 9/11 and on the morning of 9/11 itselA(sget 28-30,
2001and(8:00 a.m.) September 11, 2Q00Despite some press reports that Mahmood directly
ordered money to be sent to hijacker Mohamed Attaetisevirtually no mention of Mahmood
or Pakistan in the Inquiry report that Gossobaired. Such issues appear to be forgotten by the
US press, but the Times of India raised them when his nomination was anngiinoed. of
India, 8/10/200%

Will Lead 'Purge* During his confirmation hearings Goss pledges that he will be a nonpartisan

CIA director, but he wil!/l pungdh odtsheoCli Ai @fs &lh
becoming director (sedovemberDecember 200/ [ Knight Ridder, 10/25/20Q4CIA analyst

Val erie Pl ame Wil son wil!/ |l ater write that Go
to houseclean, and from the beginning [is] seen more as a crusader and occupier than former
colleague. He [brings] with him several loyal IHitaffers, known for their abrasive management

style, and immediately set[s] to work attempting to bring thedClith special emphasis on the

often wild and willful operations directord@eo heel, per White House orders. White House

officials had suspeatkthat CIA officials had leaked information prior to the election about the
intelligence surrounding the war in Ilraq that
from the administration [ are] pShevllaviotétihat al ong
whil e most at the CIA welcome the idea of ref
AGossoOoOvamedadyness [ wildl be] bitterly resented.
dealings with Asenipendg®lnictyt mantaigme swiot ki t he
intelligence services (all of whom the CIA relied on for cooperation with counterterrorism and
counterproliferation mattersjodaywialkh ifvail eso 0
faltogainagr asp of fisome of [Wisen, 20867t pp.i2t28 of oper ati
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The ultimate goal of the NSA is total population control

At least 80% of all audioalls, not just metadata, are recorded and stored in the US, says
whistleblower William Binney that's a 'totalitarian mentality'

Antony L oewensteithequardian.comThursday 10 July 2014

William Binney testifies

before a German inquiry into surveillance. Photograph: Getty Images

William Binney is one of the highestvel whistleblowers to ever emerge from the NSA. He was
a leading codérealer against the Soviet Union during the Cold War but resigned soon after
September 11, disgusted by Washingtonbés move

On 5 July he spoke atcanferencen London oganised by the Centre for Investigative
Journalism and revealed the extent of the surveillance programs unleashed by the Bush and
Obama administrations.

AAt | east-opd®Wcofcabil esegl obally go via the USO
and allavs the US to view all communication coming in. At least 80% of all audio calls, not just
met adata, are recorded and stored in the US.

The NSA will soon be able to colle@66 exabytes year, the total of internet traffic annually.
Former Google head Eric Schmidt orazguedthat the entire amount of knowledge from the
beginning of humakind until 2003 amount to only five exabytes.

Binney, who featured in a 20E2ort filmby Oscamominated US filrrmaker Laura Poitras,
described a future where surveillance is ubiquitous andrgawent intrusion unlimited.

AThe wultimate goal of the NSA is total popul a
optimistic with someecentSugeme Court decisions, such as law enforcement mostly now
needing a warrant before searching a smartpho
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He praised the revelations and bravery of former NSA contractor Edward Snowden and told me
that he had indirect contact with a number of other NSAleyees who felt disgusted with the
agencyo6s work. Theyodore keen to speak out but
himself, who is likelyto remain there for some time

Unli ke Snowden, Binney didndét take any docume
says that hard evidence of illegal spying would have been invaluable. The latest Snowden leaks,
featured in the Washington Post, deail/ate conversationaf average Americans withon

connection to extremism.

It shows that the NSA is not just pursuing terrorism, as it claims, but ordinary citizens going
about their daily commumlilcedtiiomg .o m Tehwee rNYSAAn & &5,
itds said to bei chbotuhe t&S riotr ilsams buttopmed zer o

The | ack of official oversight i sseeitaeignf Bi nn
Intelligence Surveillance Court (Fisa), which is held out by NSA defenders as a sign of the
surveillance scheme's constitutionality.

AThe Fisa court has only the governmentdds poi
for the judgedo consider. There have been at leas@%rillion constitutional violations for US
domestic audiences and you can double that gl

A Fisa court in 2010 allowed the NSA to spy on 193 countries around the world, plus the World
Bank, t hoeavidehcdathhaetr eebvsen t he nations iHFve US i sné
Eyes allies Britain, Canada, Australia and New Zealaad e n 6t i mmune of.r om bei
ltds why encryption is today so essential to

Binney recently told th&erman NSA inquiry committethat his former employer baa
Atotalitarian mentalityo that was the "greate
War in the 19th century. Despite this remarka
including missing this ryaianred sa nRdu stshi ea-olvesidhat neircv eS
Iraq.

The era of mass surveillance has gone from the fringes of public debate to the mainstream, where
it belongs. The Pew Research Centre released a report this Dmitdl, Life in 2025 that
predictedworsening state cordland censorship, reduced public trust, and increased
commercialisation of every aspect of web culture.

|l tds not just internet experts warning about
power. One of Eur opeds €k, erasédnted loer stuening serree at or s,
Netwarsin London on the threat of cyber warfare. She showed how easy it is for governments

and corporations to capture our personal information without us even realising.

Thiele said that the US budget for cyber security was US$67 billion in 2013 and will double by
2016. Much of this moneyisaseda nd doesn't protect online infi
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worry the multinationals making a killing from the gross exaggeration of fear that permeates the
public domain.

Wikileaks understands this reality better than most. Fouhdem Assangand investigative
editor Sarah Harrisoboth remain in legdimbo. | spent time with Assange in his current home
at the Ecuadorian embassy in London last week, where he continues toalgage leaksand
fight various legal battles. Heopes to resolvhis predicament soon.

At the Centre for Investigative Journalism conference, Harrison stressed the importance of

journalists who work with technologst s t o best report the NSA stc
said, At haaestswresne bhet NEA are in Germany, wher
assistance from people like Jaco Appel baum. 0o

A core Wikileaks belief, she stressed, is releasing all documents in their entirety, something the
groupcriticisedthe news site & | nt er cept for not doing on a r
should always be publishedod, Harrison said.

With 8m documents on itsebsiteafter years of leaking, the importance of publishing and
maintaining source@lc u ment s f or the media, gene¥f al publ i
estimated. Al see Wi kileaks as a |libraryo, As

With evidencehat there could be a second NSA leaker, the time for more aggressive reporting is
now. As Binney said: Al <call peopl e who are ¢

NSA Allowed to Spy On Pretty Much Anyone, Anywhere, Documents Reveal
J.D. Tuccillg July 1, 2014

NSA Ever since stories about the Nationat8rity Agency's (NSA) spying began pouring out

last year, courtesy of Edward Snowden's release of classified information about the secretive
intelligence agency, speculation has been rife about the extent of domestic surveillance, the legal
parameters witin which the NSA operates, and the degree to which it respects those parameters.
Newly released documents suggest that limits on the NSA's authority to intercept
communications are few, and the executive branch's interpretation of the NSA's jurisdiction
doesn't limit surveillance to the far side of the nation's bor@&scifically, the NSA is

authorized to spy on 193 named countries, as well as a host-efaterorganizations. And, it

may be redirecting domestic communications outside the United Btateter to "legalize"

access to the data.

According to Ellen Nakashima and Barton Gellman ofreshington PosiThe United States

has long had broad rspying arrangements with those four countde8ritain, Canada,

Australia and New Zealandl in a group known collectively with the United States as the Five
Eyes. Buta classified 2010 legal certification and other documents indicate the NSA has been
given a far more elastic authority than previously known, one that allows it to intercept through
U.S. companies not just the communications of its overseas targets lwoihamynications

about its targets as well.
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The certificationd approved by the Foreign Intelligence Surveillance Court and included
among a set of documents leaked by former NSA contractor Edward Snéwiisa

193countries that would be of valid intetdsr U.S. intelligence. The certification also

permitted the agency to gather intelligence about entities including the World Bank, the
International Monetary Fund, the European Union and the International Atomic Energy Agency.

The United States government recognizes 195 independent Satdmt's a fairly

comprehensive category. Th&t of likely targetancludes almost every counton the planet, as
well as the United Nations, international financial organizations, and political parties in several
countries.The certification from the Foreign Intelligence Surveillance Court that permits
surveillance of the named targets is approvetually.

Nakashima and Gellman note that the NSA is also authorized to target foreign individuals who
"possess, are expected to receive and/or are likely to communicate foreign intelligence
information concerning these foreign powé<s broad mandate opémwide interpretation.

Researchers say that the word "foreign™ is also open to interpretatiopapeapublished last

week Axel Arnbak of Harvard University's Berkman Centar liternet & Society and Sharon
Goldberg of Boston University's Department of Computer Science caution that "there are several
loopholes that these authorities can exploit to conduct largely unrestrained surveillance on
Americans by collecting their netwotraffic abroad" Those loopholes include rerouting

domestic traffic so it passes through equipment overseas, and so becomes, under certain
interpretations of the law, subject to interception.

They addinternational communications intercepted on U.S.a&®i regulated by FISA and are
subject to oversight by Congress and the judiciary. By contrast, surveillance on Americans from
abroad under EO 12333 is by and large the sole domain of the Executive branch. Designing a
surveillance operation to adhere wwtmain criterié to not “intentionally target a U.S. person’

(like e.g., bulk surveillance) and to be conducted aléragtbws the the operation to be

regulated by the permissive legal regime under EO 12333, thus circumventing constitutional and
statutory afeguards seeking to protect the privacy of Americans.

Arnbak and Goldberg note that they damowthat the NSA under executive branch authority is
deliberately structuring its surveillance to "legally" intercept Americans' communications. But
they cautdbn that it's possible and not really subject to oversight.

Reasofs Ron Baileycomments on this isspy&Given the past record of the NSA's leadership
with regard tdruthtelling, it's reasonable to assume that the agency is engaging in technical
hankypanky as a way to get around the pesky Fourth Amendment rights of Americans."

Separately, the Electronic Frontier Foundafitad suit against the NSA toddg force the
agency to disclose the extent it which it exploits software security bugs before revealing their
existence to the public.
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c19040 ) EISIRINIY NSA Experts ‘National Security Has Become a State Religion'
Interview Conducted Byven BeckeMarcel Rosenbachnd Jorg Schindl@7/04/2014

In a SPIEGEL interview, Edward Snowden's lawyer, Jesselyn Radack, and former NSA
contractor Thomas Drake discuss the reasons behind the American spying agency's
obssession with collecting data.

For more than a year now, the world has closallpdedrevelationgdisclosed by former

American intelligence worker Edward Snowden. The documents from the whistleblower's
archive have fueled an at times fierdebate over the sense and legality of the National Security
Agency's (NSA) sheer greed for data.

In its current issue, SPIEGEL conducted two interviews it hopes will contribute to the debate.
The first is with two major critics of the NSA's workhuman rights activist and lawyer Jesselyn
Radack, who represents Snowden, and former spy Thomas Draksecimginterview is with
John Podesta, a special advisor to United States President Barack Obama.

SPIEGEL: Germany's federal prosecutor has opened a formal inquiry into the Buneeibf

Angela Merkel's mobile phone, but he did not open an investigation into the mass surveillance of
German citizens, saying that there was no evidence to do so. Mr. Drake, as a former NSA
employee, what's your take on this?

Drake: It stretches thedunds of incredulity. Germany has become, after 9/11, the most
important surveillance platform for the NSA abroad. The only German citizen granted protection
by a statement by Barack Obama is Angela Merkel. All other Germans are obviously treated as
suspets by the NSA.

SPIEGEL: Ms. Radack, do you have an explanation for the German federal prosecutor's
position?

Radack: Of course. They don't want to find out the truth. Either they're complicit to some extent
or they don't really care to investigate.

SPIEGEL: The federal prosecutor says that he has no chance of obtaining any evidence because
everything is classified and that he doesn't expect the Americans to cooperate anyway.

Radack: As a government, you have the power to make people testify, to intgreigple, to

call them in front of a grand jury or the equivalent. | think you should at least try to subpoena
them, and if they ignore the subpoena, they don't get to have their little family vacation in
Europe, because they would be on a wanted list.

SPIEGEL: Our newsmagazine recently releagedumentgrom the Snowden archive

pertaining to the work of the NSA in Germany. They include a list that shows 150 different
places, at least historically, where the NSA and its predecessors conducted espionage here in
Germany, secalled Sigads.
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Drake: Yes, those are activity designatéos signals intelligence, so these are sites where data
is collected, data is accessed, and it's being provided back to the NSA.

SPIEGEL: Are we talking about data that was gathered for the sake of the security of the United
States and Germany?

Drake: Well, that has traditionally been the purpose, but it goes far beyond that. Just look at the
technology, the network. All the important information, economic as well, crosses through
Germany in some manner. It is either collected by the NSA itself or forwsrdebly the BND

or companies that secretly pass it along.

SPIEGEL: The NSA argues that, in the war against terrorism, in order to find the needle in the
haystack, we need lots of hay.

Radack: If you're looking for a needle in a haystack, you don't nth&ehaystack bigger. The
US government is fear mongering when it claims: "If you're against surveillance, the next
terrorist attack is on you!"

SPIEGEL: What is the true reason for the data collection?

Radack: It's about population control. And economgp®nage.

Drake: One of the big elephants in the room is Germany with its engineers. It's extraordinarily
tempting to know what's going on hergnew products, new methodologies, new approaches.

SPIEGEL: Mr. Drake, was that your assignment when you woifioe the NSA in Germany?
Drake: | personally didn't, but | knew that it happened.

SPIEGEL: On the other hand, Snowden's documents show that Germany's foreign intelligence
service, the BNDgooperates closelyith the NSA. Why does it do that if it harms Germany?

Drake: It's a sort of paradox in that adlonship. The cooperation between the two services goes
back to the Cold War. There was a deep intelligence sharing going on. The NSA has always been
the master in that relationship, and most of the sharing is in one direction. It has never been
equal. Ten 9/11 happened.

SPIEGEL: The terrorist attacks in New York and Washington.
Drake: Yes, and guess which country was actually declared as a target nation No. 1 afterwards?
It was Germany. It was like Germany needs to be punished, because the hijaekdrsrie,

trained here and communicated from here.

SPIEGEL: To punish? Was that the political agenda?


http://www.spiegel.de/international/germany/the-german-bnd-and-american-nsa-cooperate-more-closely-than-thought-a-975445.html

Drake: You would not have heard it particularly that way. But the conversation was always like:
My gosh, we can't trust the Germans because guess wHiviwgamongst them: some of the
hijackers. Ironically, this actually bound the partnership with the BND even tighter, because the
NSA wanted to have more control over what your guys were doing.

SPIEGEL: How close is the relationship between the two ligiehce agencies?

Drake: Extraordinary close. They were not like the United Kingdom or Australia and other
members of the "Five Eyes," the closest allies of the NSA. But it is fair to say, that the NSA
relationship to the BND is similar to this.

SPIEGEL: You yourself worked as a spy for the NSA. What made you become a
whistleblower?

Drake: It was only months after 9/11. Back then it became clear to me that in order to avoid
another failure to protect people we just set aside the rules of law. The N&#ediolr

constitution by spying on its own people. Today, we have the greatest surveillance platform the
world has ever seen. This is why | shudder. National security has become a state religion. They
say they want to keep us safe, but from whom?

SPIEGEL: Terrorists, for example?

Radack: Oh, I've heard that a lot of times: This is all being done for security. The former NSA
director Keith Alexander lied to Congress when he said they had thwarted 54 terrorist plots. Four
months later, he was dragged backi® Senate Judiciary Committee and had to admit it had
thwarted one plot. Maybe.

SPIEGEL: Information from US intelligence services allegedly helped lead to the arrest of
members of the Sauerland terrorist group that was planning attacks in Germany.

Radack: I'm not denying this is possible, but the vast majority of this, 99.9 percent, is not about
security. It's about controlling people and information.

Drake: Yes, this is where we get to the dark side of that whole surveillance apparatus. It takes
the Sasi motto of knowing everything on a new level. In order to know it all, the NSA collects it
all.

SPIEGEL: Can you still recall your first reaction to the Snowden affair?

Drake: None of it surprised me.

Radack: | thought: Finally, finally! Because for ges | have been representing NSA
whistleblowers who were saying the agency is monitoring all yanaiés, all your phone calls.

They turn over every kind of personal data without any kind of warrant. And nothing happened.
My second reaction was: Whoeved ¢his is going to be completely nailed.



SPIEGEL: Mr. Drake testified in front of an investigative committee on NSA spying in
Germany's federal parliament this week. Edward Snowden will not be able to because he hasn't
been invited to Germany by the conttee. However, Snowden doesn't want to testify while

under asylum in Moscow. Can you explain why?

Radack: Members of the committee wanted an informal meeting in Moscow. But
comprehensive testimony is only possible in Germany.

SPIEGEL: Some people believ@nowden will only be willing to cooperate if he is offered
residency in Germany.

Radack: No. He has spoken in front of the Council of Europe, so he has done this before.
Germany really needs to decide how serious it is about clarification.

SPIEGEL: Somemembers of the parliamentary investigative committee claim that your client
doesn't really have much information to provide about NSA activities on German soil, anyway.

Radack: That is incorrect given that they haven't heard his evidence. It seentselik@jority
of the parliamentarians from both the conservative Christian Democrats and the elefiter
Social Democrat- don't want to be affiliated too closely with him. | think a lot of them are
acting cowardly.

SPIEGEL: Would Germany even be a s@lace for Snowden?

Radack: Germany does have an unfortunate history in terms of providing protection to
informants from the NSA.

SPIEGEL: You are alluding to the case of Jens Karney, who was kidnapped in the middle
Berlin in 1991 by US special forces.

Radack: Yes, but | nevertheless still think Germany seems like a good place for Edward
Snowden to get asylum.

SPIEGEL: Mr. Drake, are you still in contact with former colleagues? How do they view
Snowden's actions?

Drake: Right now | have no contact with @mody. They said internally that if you have any
contact with Drake, you're risking your job. That's a chilling message. | suspect there is actually
great sympathy for Snowden, but it is never shared. Because people go home at night, watch
their TV showspay their mortgages and they don't want to have that disturbed. It's too
uncomfortable to look in the mirror.

Radack: Sometimes people show up anonymously at our events and then whisper in my ear: "
work at NSA. | support everything you do."



ISIS Leader Abu Bakr Al Baghdadi Trained by Israeli Mossad, NSA Documents Reveal
ByGulf Daily New&lobal Research, July 16, 2014

The former employee at US National 8ety Agency (NSA), Edward Snowden, has revealed
that the British and American intelligence and the Mossad worked together to create the Islamic
State of Irag and Syria (ISIS).

Snowden said intelligence services of three countries created a terrorissatigarthat is able
to attract all extremists of the world to one

NSA documents refer to recent i mplementation
by creating religious and Islamic slogans

Accor di

n documents released by Snowden, i
Jewi sh s Al s

t o create an enemy near i ts

Leaks revealed that ISIS leader and cleric Abu Bakr Al Baghdadi took intensive military training
for a whole ar in the hands of Mossad, besides courses in theology and the art of speech.

ISIL Leader Closely Cooperating with CIA
ByFars News Agenc§lobal Researchliuly 16, 2014

A Russian expert in oriental studies, Vyacheslav Matuzov, said that the leader of the Islamic
State of Iraq and the Levant (ISIL) Abu BaksBslghdadi has close ties and cooperation with
the US Central Intelligence Agency (CIA).

i Al | shiovatbat ABaqdadiis in contact with the CIA and during all the years that he was in
prison (2002 009) he has been coll aborating with the
on Tuesday.

He noted that the US does not need to use drones againsel&iuse it can easily have access
to the ISIL leaders, adding that since the terrorist commanders are the US allies, Washington
would never combat them as they are staging the US plans.


http://www.globalresearch.ca/author/gulf-daily-news
http://www.globalresearch.ca/author/fars-news-agency

ISIL is a Takfiri extremist group which has its roots in the inswygeagainst the U$d
invasion on Iraq in 2006, and was later developed to a bigger group in Syria in 2012.

The group is known to be responsible for mass murders and extremist acts of violence across
Syria and Iraqg.

ISIL leader Abu Bakr ABBaghdadi, who wsa detainee at US Bucca prison in 2005, has
announced himself as the caliph of the Muslim world.

Reports said late last month that Local Kurdish sources revealed that Pishmarga forces have
discovered Isragbacked foodstuff and equipment in ISIL hideout$rag.

They said that the foodstuff and equipment have been found at the ISIL headquarters were
located in Mosul and Kirkuk cities.

The Kurdish sources refrained from revealing more details about their findings.

Earlier reports also indicated that Isidelspitals are treating the injured ISIL militants fighting
in Syria.

Israeli Prime Minister Benyamin Netanyahu also has made a visit to the field hospital established
by the Israeli authorities on the occupied Syrian territories to treat insurgents.

Repats said in May that some 283 terrorists have so far been treated in Zif Hospital in the
occupied city of Safed, added to several other hundreds who have been receiving treatment at
other Israeli hospitals after getting wounded while being chased by ttiae Symy.

The Stealing Of America By The Cops, The Courts, The Corporations And Congress

Jom Whitehead via The Rutherford Institute

i What t he
|

government is good at is collecting
peopl e. 0s

t n odt Autgoo Towh Clanty much el se. 0O

Call it what you will 8 taxes, penalties, fees, fines, regulationtsyiffs, tickets, permits,
surcharges, tolls, asset forfeitures, foreclosures, edcbut the only word that truly describes
the constant bilking of the American taxpayer by the government and its corporate
partners is theft.

We 6r e o0per a-tuivySgerwioad Faesttwbepesngtead of Robin Hood and his merry

band of thieves stealing from the rich to fee
band of corporate thieves stealing from the poor to fatten the wallets of the rich. In this way, the

poor get poorer and the rich get richer. All the while, the American Dream of peace, prosperity,

and liberty has turned into a nightmare of endless wars, debilitating debt, and outright tyranny.
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What Americans dondt s e e mnmeotcanarbipariletdkeawdy i s t h
your property, without your having much say a
more than a serf or a slave.

In this way, the police state with all of its trappidglsom surveillance cameras, militarized

police SWAT team raids, truancy and zero tolerance policies, asset forfeiture laws, privatized
prisons and red light cameras to Sting Ray guns, fusion centers, drones, black boxes, hollow
point bullets, detention centers, speed traps and abundance of lawslzimg otherwise

legitimate condué is little more than a front for a higiollar covert operation aimed at

laundering as much money as possible through government agencies and into the bank accounts
of corporations.

The rationalizations for the American police state are manyT h e r e 0-salletl threat af o
terrorism, the ongoing Drug War, the influx of illegal immigrants, the threat of civil unrest in the
face of economic collapse, etc. However, these rationalizations are merely excuses for the
growth d a government behemoth, one which works hand in hand with corporations to profit
from a society kept under lockdown and in fear at all times.

Indeed, as | point out in my bodkGovernment of Wolves: The Emerging American Police

State the real motivating factor behind erecting a police state is not to protect the people, but to
further enrich the powerful. Congdr t he f ol |l owing costly |l ine it
so-called quest to keep us safe and fight terrorism while entrenching the police state, enriching

the elite, and further shredding our constitutional rights:

$4.2 billion for militarized poli ce Almost 13,000 agencies in all 50 states and four U.S.
territories participate in a military Arecycl
transfer surplus military hardware to local and state police. In 2012 alone, $546 million worth of
military equipment was distributed to law enforcement agencies throughout the country.

$34 billion for police departments to add to their arsenals of weapons and equipment.

Since President Obama took office, vegddeehsot e dep
thousands of machine guns; nearly 200,000 ammunition magazines; thousands of pieces of
camouflage andnighti si on equi pment; and hundreds of si
While police departments like to frame the acquisition of aryitsurplus as a moneyaving

method, in a twisted sort of double jeopardy, the taxpayer ends up footing a bigger bill. First,
taxpayers are forced to pay millions of dollars for equipment which the Defense Department
purchases from megacorporations onlyabandon after a few years. Then taxpayers find

themselves footing the bill to maintain the costly equipment once it has been acquired by the

local police.

$6 billion in assets seized by the federal government in one year aloRelying on the topsy

turvy | egal theory that oneds property can not
proven innocent, government agencies have eagerly cashed in on the civil asset forfeiture
revenue scheme, which all ows ppaltioc anatyo bseicoea n

to criminal activity. Then whether or not any crime is actually proven to have taken place, the
cops keeps the citizenbs property. Bo ghty per
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chargeagainst the property owner. Someeasaare actually considering expanding the use of

asset forfeiture laws to include petty misdemeanors. This would mean that property could be
seized in cases of minor crimes such as harassment, possession of small amounts of marijuana,
and trespassing in@ublic park after dark.

$11,000 per hour for a SWAT team raid on a government dissidenthe raid was carried out
against Terry Porter, a Maryland resident who runs a welding business, is married with three
kids, is outspoken about his views of the gowsent, and has been labeled a prepper because he
has an underground bunker and food supplies in case things turn apocalyptic. The raiding team

included A150 Maryland State Police, FBI, Sta
teams, complete withtwoo | i ce hel i copters, two Bearcat O0sp
command posts, snipers, police dogs, bomb disposal truck, bomb sniffing robots and a huge

excavator. They even brought in food trucks. o

$3.8 billion requested by the Obama administratiorto send more immigration judges to
the southern border, build additional detention camps and add border patrol agents

Border Patrol agents are already all owed to s
and rifle through their belongingsJal wi t hout a warrant. As one j ol
surveillance apparatus is in your face. The tpglwered cameras are pointed at you; the drones

are above you; youb6re stopped regularly at <ch

American citizen etering the U.S. from Mexico was subjected to alfaltly cavity search in

which she was subjected to a variety of invasive procedures, including an observed bowel
movement and a CT scan, all because a drug dog jumped on her when she was going through
border security. Physicians found no drugs hidden in her body.

$61 billion for the Department of Homeland Security, one of the most notoriously bloated
government agencies ever createdhe third largest federal agency behind the Departments of
Veterans Affais and Defense, the DIdSwith its 240,000 fultime workers and sugencied

has been aptly dubbed a Arunaway train.oo

$80 billion spent on incarceration by the states and the federal government in 20Mhile

providing security, housing, food, medical gagte., for six million Americans is a hardship for
cashst r apped st at es, -hungrp rpaatiaposucth asr@orreaions @rppfr of i t
America and GEO Group, the leaders in the partnership corrections industry. Thus, with an eye
toward increaing its bottom line, CCA has floated a proposal to prison officials in 48 states

offering to buy and manage public prisons at a substantial cost savings to the states. In exchange,
the prisons would have to contain at least 1,000 beds and states wautd haaintain a 90%
occupancy rate for at least 20 years. This has led to the phenomenon of overcriminalization of
everyday activities, in which mundane activities such as growing vegetables in your yard or
collecting rainwater on your property are crimiped, resulting in jail sentences for individuals

who might otherwise have never seen the inside of a jail cell.

$6.4 billion a year for the Bureau of Prisons an&30,000 a year to house an inmat&here

are over 3,000 people in America serving life secés for nosviolent crimes. These include

theft of a jacket, siphoning gasoline from a truck, stealing tools, and attempting to cash a stolen
check. Most of the neriolent offenses which triggered life sentences were drug crimes



involving trace amountsfderoin and cocaine. One person imprisoned for life was merely a go
bet ween for an undercover officer buying ten
money devoted to its prison system than its system of education. State spending on iilocarcerat

is the fastest growing budget item besides Medicaid.

93 cents an hour for forced, prison labor in service to feprofit corporations such as
Starbucks, Microsoft, WaNhatthisforced abordschdmedasor i ad s
created, indirectly onot, is a financial incentive for both the corporations and government

agencies to keep the prisons full to capacity. A good portion of the 2 million prisoners in public
facilities are forced to work for corporations, making products on the cheap, unihgyfnee

| aborers, and increasing the bottom |Iine for
labor reportedly produces 100 percent of military helmets, shirts, pants, tents, bags, canteens, and
a variety of other equipment. Prison labor makesititwoards for IBM, Texas Instruments, and

Dell. Many McDonald's uniforms are sewn by inmates. Other corporatibhsrosoft,

Victoria's Secret, Boeing, Motorola, Compag, Revlon, and Kinaldo benefit from prison

|l abor . o

$2.6 million pocketed by Pennsylvaia judges who were paid to jail youths and send them

to private prison facilities. The judges, paid off by the Mid Atlantic Youth Service Corporation,
which specializes in private prisons for juvenile offenders, had more than 5,000 kids come
through theircourtrooms and sent many of them to prison for petty crimes such as stealing
DVDs from WalMart and trespassing in vacant buildings.

$1.4 billion per year reportedly lost to truancy by California school districts, which receive
government funding based orstudent attendanceThesec al | ed Asol uti ond to
absences from school has proven to be a financial windfall forstesgbped schools, enabling

them to rake in millions, fine parents up to $500 for each unexcused absence, with the potential

for jail time, and has given rise to a whole new track in the criminal justice system devoted to

creating new revenue streams for communities. For example, Eileen DiNino, a woman serving a
twoday jail sentence for her c ltustody.rSkeristoseoft r uanc:
hundreds of people jailed in Pennsylvania over their inability to pay fines related to truancy,

which include a variety of arbitrary fees meant to rack up money for the courts. For example,

A[ Di Ninods] bill fi Ttoluudedk & elessun dbr8y floirsta dij ud
for Berks constables; $40 for fAsummary costso
even if one is charged with a $20 fine, they may end up finding themselves on the hook for $150

in court fees.

$84.9 million collected in one year by the District of Columbia as a result of tickets issued

by speeding and traffic light cameras stationed around the cityMultiply that income

hundreds of times over to account for the growing number ofiiesdlatching onto these
revenuegenerating, phote nf or ced camera schemes, and youol |
governments and police agencies are lining up in droves to install them, despite reports of wide

scale corruption by the companies operatirrgdameras. Although nine states have banned the
cameras, theyodre in 24 states already and ris



$1.4 billion for fusion centers.These fusion centers, which represent the combined surveillance
and intelligence efforts of federal, state and local lawreeiment, have proven to be exercises

in incompetence, often producing irrelevant, useless or inappropriate intelligence, while
spending mil | i oscreentelevisiors, spod utiky vehitlesfihiddea ¢cameras and
ot her gadgets. o

In sum, the American police state is a multibillion dollar boondoggle, meant to keep the

property and the resources of the American people flowing into corrupt government

agencies and their corporate partnersf or t hose with any acdteunti ng
total sum of the expenses being charged to th
add up to only one thing: the |l oss of our fre
defunding this beast and keeping our resources where tegdy in our communities, working

for us.

Exclusive: High-Level NSA Whistleblower Says Blackmail Is a Hugé Unreported i Part
of Mass Surveillance

George Washingtoon 07/23/2014

It is wdl-documented that governments use information to blackmail and control people.

The Expresseportedast month:

British security services infiltrated and funded the notorious Paedophile Information Exchange in
a covert operation to identify and possiblgckmail establishment figures a Home Office

whistleblower alleges.

Whistleblower Mr X, whose identity we have agreed to protect, became a very senior figure in
local government before retiring a few years ago.

He has given a formal statement to that effec

AAnd he said [t he ingfandied pthhe tequesgof Specipl Branelavghichb e
found it politically wuseful to i1 dentify peopl

Section 11 of the Criminal Law Amendment Act 1885 made gross indecency a crime in the
United Kingdom, whichncluded male gay sexrhe Amendment was so frequently used to
bl ackmai l gay Br i tBsl atchkamha iilti@ rwoass Qlhuabrbteedr t he i

There iswidespread smrilationthat Pope Benedict resigned because of sexual blackmail.

And the American government hagag historyof blackmailing peoplé includinghigh-level
officials- with knowledge of their sexual peccadilloes.

Wikipedianotes
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The Lavender Scare refers to the fear and persecution of homosexuals in the 1950s in the United
States, which paralleled the antmmunist campaign known as McCarthyism.

Because the psychiatric community regartiemosexuality as a mental illness, gay men and
lesbians were considersdsceptible to blackmailé .

Former U.S. Senator Al an-ckKl |l 8dmpfRed Blasarwoi hta
main focus of most historians of that period of time. A leksemwn element . . . and one that

harmed far more people was the witalmt McCarthy and others conducted against
homosexual s. 0

FBI head Hoover was famous for bl dlelNewai | i ng e
York Timesreports

J. Edgar Hoover compiled secret dossiers oséxeal peccadillosand private misbehavior of
those he labeled as enemiegeally dangerous peapl | i Rresideét John F. Kennedyfor
example.

Alfred McCoy1 Professor of history at the University of WisconMadisoni provides detaits

Upon taking office on Rooseveltodéds death in ea
extraordinary extent of FBI surveill avmoee. @ We
in his diary that May. f F Bdabblinginsteglifiecdcandals i n t ha

and plain blackmail. 0

After a quarter of a century of warrantless wiretaps,udobuilt up a veritable archive of sexual
preferences among Americabés powerful Hand wused
distributeda dossi er on Democratic presidential cand
homosexuality t@ssure his defeat in the 1952 presidential electigr@rculatedaudio tapes of
Martin Luther Ki ngandmdnitoredPsesidet Kenreeinydoesr ianfgf ai r wi t
mafiamistressludi t h Exner. And these are just a smal
keep the Washington power elite under his influence.

AThe moment [ Hoover] woukedallegiitl |sioame tSwulnlg voann ,a
chief of domestic intell i geneerandboys upramd advickee 19 6
the senator that oOwebdére in the course of an i

with this dataFoomybobhantdaugkbtenédt he. @ eAfatt er 6
his death, awfficial tally found Hoover ha®83 such files on senators and 722 more on
congressmen

With a few hundred cable probes and computerized decryption, the NS®warapture the

kind of gritty details of private life that J. Edgar Hoover so treasured and provide the sort of
comprehensive coverage of populatone c e epi t omi zed by secret pol
Stasi And yet, such comparisons only go so far.
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http://www.thedailybeast.com/articles/2011/08/02/fbi-director-hoover-s-dirty-files-excerpt-from-ronald-kessler-s-the-secrets-of-the-fbi.html
http://www.theguardian.com/film/2012/jan/01/j-edgar-hoover-secret-fbi

After all, once FBI agents had tapped thousands of phones, stenographers had typed up

countless transcripts, and clerks had stored this salacious paper harvesttmdtting filing

cabinets, J. Edgar Hoover still only knew about the hwankings of he elite in one city:

Washington, D.C.To gain the same intimate detail for an entire country, the Stasi leaddloy

one police informer for every six Easeftnansd an unsustainable allocation of human
resources. By contrast, the marriage of the N
al |l ows t B&00Cegpboyeesya Similarly close coverage of the entire globe with just

one operative for every 200,000 people on the planet.

In the Obama years, the first signs have appeared that NSA surveillance will use the

informationgathered t o traffic in scandal ,InSeptemberas Ho OV
2013, theNew York Timesportedthat the NSA has, sincé®20, applied sophisticated software

to create fisocial network diagramsé, unlock a
and pick up sensitive information likee gul ar cal |l s t o a-nighsychiatri s

messages to an extramarital partnep

By collecting knowledg® routine, intimate, or scandalods about foreign leaders, imperial
proconsuls from ancient Rome to modern America have gained both the intelligence and aura of
authority necessary for dominion over alien societies. The impertand challenge, of

controlling these local elites cannot be overstaeding its pacification of the Philippines

after 1898, for instance, the U.S. colonial regime subdued contentious Filipino leaders via
pervasive policingthat swept up both political intelligence and personal scandafnd that,

of course, was just what J. Edgar Hoover was doing in Washington during the 1950s and

1960s

AccordingtoJ ames Bamf ord, author of two MJIAbsoritati
operation is eerily similar to timheld®BWwWiese oper
the bureau used wiretapping to discover vulnerabilities, susexaml activity, t o 6neutr al i
their target

The ACLUOGs Jawaemedl hdtafd epr ddmisdent might ndask t
surveillance to discredit a political opponent, journalist, or human rights activist. The NSA has

used its power that way in the past and it would be naive to thinkitcdn 6t use its po
way i n thweed uRmuexi.dent Obamads recently converl
admitted: A i lglhn lof the | essons of our own -history

level government officials will decide that this massive database of extraordinarily sensitive
private information is there for the plucking. 0

Indeed, whistleblower Edward Snowdeas accused the NSA of actually conducting such
surveillance.ln a December 2013 letter to the Brazilian peoplevitte, Thigy even keep

track of who is having an affair or looking at pornography, in case they need to damage

their targetodd fr eSmwtwadteinorn s right, then one ke
leaders is1ot U.S. national securiy but political blackmail d as it has been since 1898.

Today, the NSA {iewang tkabitsnposder o digci@isactigisisr The NSA
alsogathersand keepsiudeandsuggestivephotos of peple in order to blackmail them.



http://www.nytimes.com/books/first/k/koehler-stasi.html
http://fcw.com/blogs/circuit/2012/04/fedsmc-chris-inglis-federal-workforce.aspx
http://www.nytimes.com/2013/09/29/us/nsa-examines-social-networks-of-us-citizens.html
http://www.tomdispatch.com/blog/175724/
http://www.huffingtonpost.com/2013/11/26/nsa-porn-muslims_n_4346128.html
http://www.huffingtonpost.com/2013/11/26/nsa-porn-muslims_n_4346128.html
http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf
http://www1.folha.uol.com.br/internacional/en/world/2013/12/1386296-an-open-letter-to-the-people-of-brazil.shtml
http://www.washingtonsblog.com/2013/11/nsa-tracks-porn-discredit-activists.html
http://www.washingtonsblog.com/2014/07/snowden-nsa-employees-routinely-pass-around-nude-photos-mass-surveillance.html
http://www.washingtonsblog.com/2014/02/uk-us-spied-millions-webcam-images-smear-blackmail-targets.html
http://www.washingtonsblog.com/2014/07/nsas-retention-intimate-details-photos-innocent-americans-shows-facsist-intent.html

The Associated Presstes

The stockpiling of sexually explicit images of ordinary people had uncomfortable echoes of
Geor ge Oinetech Rights- ofuM , 0 wh er ed dpéraingander theaegistoi e s
ABi g Bdodbihehodmes with cameras to monitor the

The collection of nude photographs also raise questions pbtaittial for blackmail.

Americads National Security Agency has alread
been caught trawling databases for inappropriate material on partners or love interests. Other
leaked documents have revealed hd\8. and British intelligence digussed leaking

embarrassing material online to blacken the reputations of their targets

FBI whistleblower Sibel Edmondsleged under oatthat a recenthserving Democratic
Congresswoman was secretly videotapéor blackmail purpose$ during a lesbian affair.
(Other Congress members have bekexckmailed as wel

Edmonds tells Washington's Blog that judges who are too "squeaky clean" are often not
approved for nomination ... while ones with skeletons in their closets alleshnsays that high
level FBI managers have publicly confirmed this blackmail process.

There have been allegationsbddickmail of gay activitiesvithin the U.S. armed forces for years.

And even theaw data on American citizens collected by the NSAhared with IsraelThis
likely includesCongress members and other politicieaswell.

Bill Binneyit he NSAO0s senior technical director and
information gathering prograint ol d Washi ngtonés Bl og:

Bulk collection of everything gives law enforcement all the data they need on every citizen in the
country. And, it gives NSA all that info on everyone toblakes them akin to & Edgar

Hoover on super steroids

Binney explained to us the importance of this story:

Being able to blackmail people is one major aspect of bulk/mass collection that has not

been talked aboutE.g., they could use this data to blackmail members of governments

around the world. But, surely justo get them to do what they wanted them to daJust like J.

Edgar Hoover did.

This is on top of the ability to do worldide industrial espionage.

Indeed Binney tells us that the NSAO6s bl ackmail
and Stasi:

This is just one of the ways to make controlling people poss@tiidard KGB/Stasi tactics.


http://www.startribune.com/world/247581011.html
http://www.huffingtonpost.com/brad-friedman/formerly-gagged-fbi-whist_b_269787.html
http://www.washingtonsblog.com/2009/04/were-other-congress-people-besides-harman-also-blackmailed-by-the-bush-administration.html
https://www.google.com/search?q=%22kay+griggs%22+homosexual+blackmail&ie=utf-8&oe=utf-8&aq=t&rls=org.mozilla:en-US:official&client=firefox-a&channel=sb
http://www.theguardian.com/world/2013/sep/11/nsa-americans-personal-data-israel-documents
http://www.washingtonsblog.com/2014/05/snowden-document-implies-nsa-may-putting-israels-security-ahead-americas.html
http://www.nationaljournal.com/technology/feds-nsa-probably-spies-on-members-of-congress-20140204

(Binneytoldt he Guar di an recent | y: tétdl populatioh dontratat)e go a

And BinneytelsWa s hi ngt onds Bl og that NSA surveillanc
T “[ CIl A head] Gener al Petraeus and General Al 1l en
Gener al ] ElI'liot Spitzer?”

T “Supreme Court J endtgre Represeritatives; lawj fimgd gnd lawyerssand just
anybody you don’'t Iike .. reporters included”

NSA whistlebloweRussell Ticgakey sourcen the 2005 New York Timeeportthat blew the
lid off the Bush administratisaymdés use of warr

1 The NSA ispying orandblackmailingts overseers in Washington, as well as Supreme Court
judges, generals and others

1 The agency started spying on Barack Obama when he was just a candidate for the Senate

And senior NSA executive Thomas Drake expl ain
information gathered from mass surveillancéto a me anyone it doesnoét | i

Privacy wat chd o deasknowa but biggeat aspeettof. NSA dureeillance

ByEllen Nakashimand Ashkan Soltaduly 23

An independent privacy watchdog agency announced Wednesday that it will turn itoftoais t
largest and most complex of U.S. electronic surveillance regimes: signals intelligence collection
under Executive Order 12333.

That highly technical name masks a constellation of complex surveillance activities carried out
for foreign intelligence pyoses by the National Security Agency under executive authority. But
unlike two other major NSA collection programs that have been in the news lately, EO 12333
surveillance is conducted without court oversight and with comparatively little Congressional
review.

ThePrivacy and Civil Liberties Oversight Boarain independent executive branch agency, over

the last year has takendepth looks at the other two NSA programs. It concluded the bulk
collectonofAmer i cans® phone cal l met adata under Sec
and raised constitutional concerns. By contrast, it found the gathering of call and email content

under Section 702 of the Foreign Intelligence Surveillance Act to be latuigh certain

el ements pushed ficlose to the |ineo of being

Now the board is planning to delve into EO 12333 collection, among other topics. It is not clear,
however, how deep or broad its examination will be.


http://www.theguardian.com/commentisfree/2014/jul/11/the-ultimate-goal-of-the-nsa-is-total-population-control
http://www.washingtonsblog.com/2014/05/nsa-spying-power.html
http://www.washingtonsblog.com/2014/06/original-nsa-whistleblower-snowden-never-access-juicy-documents.html
http://en.wikipedia.org/wiki/Russ_Tice
http://www.nytimes.com/2005/12/16/politics/16program.html?pagewanted=all&_r=0
http://www.washingtonsblog.com/2013/06/nsa-whistleblower-nsa-spyed-on-to-gain-leverage-general-petraeus-and-other-generals-supreme-court-justice-alito-and-all-of-the-other-supreme-court-justices-and-the-white-house-s.html
http://www.washingtonsblog.com/2013/06/nsa-whistleblower-nsa-spying-on-and-blackmailing-high-level-government-officials-and-military-officers.html
http://www.washingtonsblog.com/2013/12/nsa-blackmailing-overseers-washington.html
http://www.washingtonsblog.com/2014/06/senior-nsa-manager-police-state-worse-stasi-east-germany.html
http://www.washingtonpost.com/ellen-nakashima/2011/03/02/ABdt4sM_page.html
http://www.pclob.gov/

Ailtds obviousnlgy tao doonopkl eat t1R2333, 0 but "it's s
into, 0 said a member of the Privacy and Civil
anonymity in order to speak freely. The board has highlighted 12333 issues in the past. For

example, eeh agency is supposed to have guidelines to carry out the executive order, but some
guidelines are three decades old. The board has encouraged the guidelines be updated, the source
said.

SIGINT Authority decision tree [ ———

For targeting in response to a valid Foreign Intelligence requirement

LEGEND: A Yes
Foreign Intelligence Surveillance Act of 1978
Foreign Intelligence Surveillance Court
FAA FISA Amendments Act of 2008 FISC Orders are normally
EO 12333 = Executive Order 12333 of 2008 ::r:‘; e m required for this type of
CAA = Classified Annex Authority of the United States? collection. These may use

{Annex to NSACSS Policy 1-23 of 2009) % 2 FISA or FAA Section 703,
Yes 704, or 705b authority.

FISA
FISC

nnonu

Is the collection
site inside of the FISC Orders are usually
United States? required; however, some
additional authorities like
the CAA may apply.

[s the target a Second
Party Citizen or FAA Section 702

located inside of 2 Certifications applies when
Second Party territory using US Carrier assistance
and the target fits within a
certification target set.*

Signals Intelligence
Directorate Policy requires
an additional approval to
target Second Party persons.
See Additional Authorities
Lesson for details.

Target status: 0O US person
Target located: O inside US OR
Collection site or technigue: O inside US (702, 703} OR O outside US (704, 705b)

* Some FORNSAT and SCS sites may be physically located inside of the United States however;
they are treated like foreign Conventional Collection sites

This graphic from NSA internal training materials, provided to The Washington Post by former NSA
contractor Edward Snowden, outlines the variousharities for signals intelligence collection. At the
bottom, there are 'checkboxes' for target status, target location and collection site. (Source: Barton
Gellman)

Collection outside the United States has attained new relevancengieka reports in the last
year about broad NSA surveillance based on documents leaked to journalists by former agency
contractor Edward Snowden.



AfAmeri cans should be even more concerned abou
communications under Execuv e Or der 12333 than under Sectio
Department official, John Napier Tye,an opedpublished Sunday in The Washington Post.

Issued in 198by President Ronald Reagan, EZB23 laid out the roles and powers of the

various intelligence agencies. It specified that the NSA had control of signals intelligence
collection for foreign intelligence and counterintelligence purposes. But the nature and scope of
the collection activis have not been clarified for the public.

Unlike surveillance inside the United States or which targets U.S. citizens and legal residents,
collection under 12333 does not require a warrant.

Once upon a time, you could be fairly certain that overseastiofievould pick up only
foreigners6 phone calls, and that Americans?o
States. But today, emails, calls and other communications cross U.S. borders and are often stored
beyond them. Companies likoogleand Yahoo have fimirroro server
hold customersdé dat a.

That means Americans6 data are often stored b
simultaneouly, subject to two different legal and oversight regimes. Surveillance on U.S. soll

requires court permission and an individual warrant for each target. Surveillance abroad requires

a warrant for U.S. persons, but if collection is coming from a data aareeseas, large volumes

of Americansd communications may be picked up
target.

ASo a | ot of ordinary data crosses borders, i
Americans, 0 sai d Edwaienck prdfessoFat FPrinceton,University.o mput er

Or as former NSA Deputy Director John C. Inglis has said of the falling away of borders in
cyberspace: AThere is not an away game. There

With the merging of the home aagvay games, the question arises as to whether a legal regime
that bases privacy protections and oversight largely on geography is sufficient, analysts say.

The Post reportelast fall, for example, that NSA was collecting 500,000ail account

Aaddress booksd a day out si de YahbocandGodgle.ed St at
According to documents obtained from Snowden, the agency was collecting the data through

secret arrangements with foreign telecommunications companies or allied intelligence services in
control of facilities that direct traffic alongthent er net 6 s mai n data rout e:

Although the collection takes place overseas, two senior U.S. intelligence officials acknowledged
that it Aincidentall yo sweeps i n ThelPestatsont act s
reportedd hat t he agency 1 n conj wolectingdatatrawelingh Br i t ai
bet ween Google and Yahoo data centers oversea
records a day, according to a slide obtained from Snowden. The firms have since said they are
encrypting the datmoving between their data centers.



http://www.washingtonpost.com/opinions/meet-executive-order-12333-the-reagan-rule-that-lets-the-nsa-spy-on-americans/2014/07/18/93d2ac22-0b93-11e4-b8e5-d0de80767fc2_story.html
http://www.archives.gov/federal-register/codification/executive-order/12333.html
http://www.google.com/about/datacenters/inside/locations/index.html
http://www.washingtonpost.com/world/national-security/nsa-collects-millions-of-e-mail-address-books-globally/2013/10/14/8e58b5be-34f9-11e3-80c6-7e6dd8d22d8f_story.html
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
http://www.washingtonpost.com/business/technology/google-encrypts-data-amid-backlash-against-nsa-spying/2013/09/06/9acc3c20-1722-11e3-a2ec-b47e45e6f8ef_story.html

EO 12333 collection is not available everywhere iniioed, former U.S. officials said. It is not

as precise as collection from a U.S. carrier in the United States, which can filter out unwanted
communi cations. Under 12333, the agency is #dc
official, who spokeom ondi ti on of anonymity to discuss a
you now have to figure out which things are o
fractured and packetized. o

Tye said before he left the State Department, he filedrgleont with its inspector general, as

wel | as the NSA inspector general, all eging t
coll ectiono of Americansd data, violated the
and seizures.

ABasically 12333 is a | egal |l oophol e, 0 said T
society group working on regional and national issues ranging from corruption and poverty to
conflict and cli mate c¢hange.fcoinmanicaidn$dbyws t he N

Americans ¢t hat the NSA would not be able to c¢

Il nglis said Tyeds description of 12333 as a |
Said Inglis: ATher eNSAam therespahgibility te ensuferthe gridacyz o n e s
rights of U.S. persons conveys across all facets of the signals intelligence cycle, from collection

to di ssemination. o

Jennifer Granick, Director of Civil Liberties at the Stanford Center for Internet @acidt$, said
12333 allows Abul k collectiono of data or the
filter f enmailaddressarpboad ndmsbergfor instance.

Bot h

co
We don'

Il l ection and use are far Slessesadgul at
t know how or how much information is

= 1 R 1}

At the same time, she said, Awhil e 12333 grea
over the world, the public and Congress are basicallymt dar k about what the

NSA Spokeswoman Vanee Vines said that #fAwhet he
12333 or the Foreign Intelligence Surveillance Act [which governs domestic surveillance], NSA
applies attorney generapproved proesses to protect the privacy of U.S. persons in the
collection, retention and use of foreign inte

She added that President Obama issued additional guidance in January under Presidential Policy
Directive 28, which phradvi dees atsh ataid wahe da catsi Vie

The directi ve s pesafeghardeh® appliechtd profeet theppersomal | at e
information of al/l individuals, regardless of

A fundamental unresolved question is tiiswhat point should these peaey safeguards kick
in? At the point the data are swept in by the intelligence agency or when they are plucked out for
analysis and sharing with other agencies?



Currently, they apply once the data are processed, former officials said.

The privacy protectios governing 12333 collection are in US Signals Intelligence Directive 18.

That NSA policy document, for instance, states that communications to, from or about U.S.

persons collected under the authority may be retained for five years, unless the N®A direct
determines a longer period is required.

It also states that they may be kept for a dap
become relevant to a current or future foreign intelligence requirement. Or if the information

provides evidence @ crime, in which case it may be shared with the relevasnt agency.

Such qualifications, privacy advocates have s
of | arge amounts of U.S. personsod dat a.

One thing is clear: examining overseas collectiom d

r 12333 Ai's a massi
board source sai d. But i i

e Ve
Aiit i s something we ha

DOD Awards University-Led Researchin social contagion and mass uprisings and their
predictability domesticallyin the USA

Funded Minerva research projects and their corresponding institutions and principal investigators
are listed below; click each tode more. All awards from 2013 and earlier are described in
greater detail in thEall 2013 Minerva Research Summaries and Resobuorss

Announcing the 2014 Minerva Resarch Awards

The Minerva Steering Committee is pleased to announce it has selected twelve proposals for the
cadre of 2014 awards. As usual, the selection process was extremely competitive. The
Department solicited proposals in several topics of strategiortance last fall and received a

total of 261 white papers and 63 full proposals. The total funds awarded for this set of projects is
expected to be around six million dollars in the first year and $17 million over three years.

Research teams range fromgle investigators to large multiniversity consortia, and all

awarded projects are expected to be funded for at least three years (two eligible for an extension
to five years). The twelve research efforts will include researchers from 32 academitionstit
including six norU.S. universities and four industry or nprofit organizations.

Selected 2014 Minerva Awards (Expected 2032017Click on each bluekey and it will take
you to a summary of the proposal as in the instance of ti@ornell one immediatelybelow.

Australian Nat'l Univ:Thailand's Military, the USA and Chinbinderstanding how the Thai
Military Perceives the Great Powers and Implications for the US Rebalance

Columbia:Culture in Power Transitions: Siremerican Conflict in the 21st Century



http://minerva.dtic.mil/doc/2013_MinervaResearchSummaries_0905.pdf
http://minerva.dtic.mil/funded.html
http://minerva.dtic.mil/funded.html
http://minerva.dtic.mil/funded.html

Cornell: Tracking CriticatMass Outbreaks in Social Contagions

Pl Michael Macy, Cornell University
With collaborators from: Johns Hopkins Applied Physics Laboratory; Morningside Analytics
Government program manager:Dr. Benjamin Knott, Air Force Office of Scientific Research

This proposal focuses on the analysis and empirical modeling of the dynamics of social

movement mobilization and contagions. They will evaluate the critical mass (tipping point)

model on four datsets of digital traces of social contagions, which include Twitter posts and
conversations around the 2011 Egyptian revolution, the 2011 Russian Duma elections, the 2012
Nigerian fuel subsidy crisis and the 2013 Gazi park protests in Turkey. For eadt,dhtas

propose to use information retrieval and sentiment analysis methods to identify individuals

mobilized in a social contagion and when they become mobilized. These methods will enable
them to construct an fado p hdividuals mobilizedéendhet hat tr
contagion at any given point in time and to test that curve for presence of the statistical signature

of critical mass.

Texas A&M:Household Formation Systems, Marriage Markets, & Societal Resilience

UCSD:Deterrence with Proxies

U Denver:Taking Development (Im)balance Seriously: Using New Approaches to Measure and
Model State Fragility

UMD: Aiding Resilience? The Impact of Foreign Assistance on the Dynamics of Intrastate
Armed Conflict

U Mass LowellPreventing the Next Generation: Mapping the Pathways of Child Mobilization
into VEOs

U Mass LowellUnderstanding American Muslims Converts in the Contexts of Security and
Society

U Memphis:Political Crisis and Language: A Computational Assessment of Social
Disequilibrium and Security Threats

UT Austin:Complex Emergencies & Political Stability in Asia

U WashingtonlUnderstanding the Origin, Characteristics, and Implications of Mass Political
Movements

Note that projects listed are anticipated to be awarded but no award is official until certified by
the appropriate contracting representativ
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2013 MINERVA AWARDS (Active -2015)

CMU: Multi-Source Assessment of State Stability

MIT: METANORM: Norms and Models of Governance for Cyberspace

New SchoolSacred Values and Social Responsibilities in Governance and Conflict Management

Naval Postgraduate Schod?ublic Service Provision as Pedwnglding

Naval Postgraduate Schodaho Does Not Become a Terrorist, and Why?

UCLA: Neural Bases of Persuasion and Social Influence in the U.S. ahtiditle East

UCSD:Deterring Complex Threats: Asymmetry, Interdependence, and-pbl#rity

U lowa: Moral Schemas, Cultural Conflict, and Scé&lolitica Action

U Kansas:Land Rights and Political Stability in Latin American Indigenous Societies

UMD: The Strength of Social Norms Across Cultures

UMD: Forecasting civil conflict under different climate change scenarios

UNC Charlotte:Natural Resources and Armed Conflict

U Tennessedolitical Reach, State Fragility, and the Incidence of Maritime Piracy

U WisconsinHomeownership and Societal Stability: Assessing Cdtféatts in Central
Eurasia

2012 MINERVA AWARDS (Active -2015)

Brown: China's Emerging Capabilities in Energy Technology Innovation and Development

Duke: A Global Value Chain Analysis of Food Security in the Middle East and North Africa

Harvard: Identifying risk factors for violent extremism among Somali refugee communities

Penn StateAutocratic Stability During Regime Crises

Santa FeEnergy and environmental drivers of stress and conflict in +tacidtie models of
behavior

UCSD:The Impact of the MilitanScientificindustrial Complex in Brazil
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UCSD: Quantifying Structural Transformation in China

U Florida: Political Reform, SocidReligious Change, and Stability in the African Sahel

UMD: Motivational, Cognitive, and Social Elements of Radicalization and Deradicalization

U Michigan: Terrorist Alliances: Causes, Dynamics, and Consequences

U Vermont:Strategic Response to Enengglated Security Threats

2009 DOD MINERVA ARDS (Active 20@914)

Arizona StateThe Diffusion and Influence of Coun{®adical Muslim Discourse

MIT: Explorations in Cyber International Relatson

MIIS: Irag's Wars with the US from the Iraqi Perspective

Princeton:Terrorism, Governance, and Development

SEFSU:Emotion and Intergroup Relations

UCSD:Innovation, Defense Transformation, and China's Place in the Global Technology Order

UT Austin:Climate Change and African Political Stability

2009 DOD/NSF MINERVA AWARDS (ActiveQ03p

Columbia:Strateqgies of Violence, Tools of Peace, and Changes inf@&farination

College of William and MaryTerror, Conflict Processes, Organizations, and Ideologies

Cornell: Modeling Discourse and Social DynamicsAathoritarian Regimes

Ohio StateDeciphering Civil Conflict in the Middle East

Rutgers:Merging Competing Military Forces after Civil Wars [workshop]

Stanford:Mapping Terrorist Organizations

Texas A&M:Behavioral Insights into National Security Issues

UC BerkeleyFighting and Bargaining over Political Power in Weak States

UCLA: How Paolitics Inside Dictatorships Affects Regime Stability and International Conflict
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UCSD: Political Economy of Terrorism and Insurgency [workshop]

U Georgia:Avoiding Water Wars: Environmental Security Through River Treaty
Institutionalization

Univ. of Guelph (Ca)Status, Manipulating Group Threats, and Conflict Within and Between
Groups

USC:Engaging Intensely Adversarial States: Strategic Limits and Potential of Public Diplomacy

UT Austin:People, Power, and Conflict in the Eurasian Migration System

UT Dallas: Behavioral Foundations of Terrorism [workshop]

UVA: Experimental Analysis of Alternative Models of Conflict Bargaining

Virginia Commonwealth UnivPredicting the Nature of ConflietAn Evolutionary Analysis
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Craig B Hulet was both speech writer éokecial Assistarfor Special Projectso Congressman

Jack Metcalf (Retired); he has besenonsultant to federal law enforcement DEA, ATF&E of
Justice/Homeland Security for ov&5 years; he has written four books on international relations

and philosophy, his latestTsh e Hy dr a of Car n a gmking &dthehRulsof | mp er
Law - An Analysis of the Objectives and Delusions of Empieehas appeared on over 12,000

hours of TV and Radiolrhe History Channédi DDEode do; He Caomast@Coaggul ar o
AM w/ George Noory and Coffee Talk KBKW; CNN-8pan ; European Television "Amenica
Dream"and The Arsenio Hall Show; he has written for Soldier of Fortune Magazine,

International Combat Arms, Financial Security Digest, etc.; Hulet served in Vietnary02969

101st Airborne, C Troop 2/17th Air Cawnd graduated 3rd in his classAderdeen Proving

Grounds Ordnance Scho®lOS 45J20 Weapons. He remains a paid analyst and consaltant

various areas of geopoliticddusiness and security issues: terrorism and military affairs. Hulet

livesin the ancienbld growthQuinault Rain Forest.



